
Received 30 December 2025, accepted 20 February 2026, date of publication 25 February 2026, date of current version 12 March 2026.

Digital Object Identifier 10.1109/ACCESS.2026.3667991

StabilEdge, Formal Verification of Edge AI
Applications
LUCA LAZZARONI 1, (Member, IEEE), RICCARDO BERTA 1, (Senior Member, IEEE),
VAFALI SOLTANMURADOV 1,2, DAVID MARTÍN GÓMEZ 2, (Member, IEEE),
AND FRANCESCO BELLOTTI 1, (Senior Member, IEEE)
1Department of Electrical, Electronic and Telecommunication Engineering (DITEN), University of Genoa, 16145 Genoa, Italy
2Department of Systems Engineering and Automation, LeganÃ©s, 28911 Madrid, Spain

Corresponding author: Riccardo Berta (riccardo.berta@unige.it)

ABSTRACT This paper addresses the critical need for AI trustworthiness in smart IoT systems by focusing
on the stability of Deep Neural Networks (DNNs) in Edge AI. State-of-the-art model checkers guarantee
feasibility of a single stability analysis. However, a comprehensive assessment requiresmultiple runs, consid-
ering different noise levels and output targets. This is feasible in Edge AI applications, because of the limited
size of the involved DNNs. However, direct user interaction with the model checker via its command-line
interface is suboptimal, with a high potential for error and inefficiency. We address this issue by proposing
a higher-level tool, namely StabilEdge, that abstracts and automatically manages the technical complexities
of the underlying verification engine through a graphical layer. The goal is to help designers to concentrate
on application-level logic and constraints, rather than the underlying mechanics of the verification tool.
StabilEdge performs parametric stability analysis by modeling realistic input perturbations, such as sensor
noise/attacks, to assess if they may cause dangerous mispredictions. StabilEdge operationalizes a novel
methodology unifying four complementary Edge-AI stability analyses: local robustness, focused evaluation
of specific input features (sensitivity) and output target adherence (targeted robustness and sensitivity).
The tool generates three key graphical outputs: stability constraint violations, class transition patterns, and
input-output constraint trade-offs. It provides continuous verification feedback and specialized support for
time series and vision tasks. Overall, StabilEdge automates the full verification workflow - from perturbation
modeling to formal constraint generation and solver-level monitoring -, with no need for expert manual
configuration. Evaluations on three edge AI tasks demonstrate that StabilEdge quantifies noise impact on
DNN performance at a fine granularity, greatly enhancing the depth of NN performance assessment. This
analysis yields also key insights, such as the explicit trade-off between model accuracy and its vulnerability
to localized perturbations. We thus argue that the tool fulfills its goal of supporting designers in rigorously
specifying DNN stability andmaking informed decisions on sensor selection and overall system architecture.
The current implementation exploits the Marabou model checker and may integrate other engines in the
future, especially to address scalability issues due to input/output and model size. To support free research
in the field, StabilEdge is released open source at: https://github.com/Elios-Lab/StabilEdge

INDEX TERMS Deep learning, edge AI, formal verification, IoT, robustness, sensitivity, stability, trustwor-
thy AI.

I. INTRODUCTION
Deep Neural Networks (DNNs) are very powerful for imple-
menting perception and decision making functionalities, that

The associate editor coordinating the review of this manuscript and

approving it for publication was Ali Kashif Bashir .

are getting over more spread on the edge (e.g., [1], [2], [3]).
Edge AI is frequently embedded in safety- or mission-critical
applications (e.g., automated vehicles, wearable health moni-
tors, etc.) [4], [5], [6], where a formal guarantee of robustness
and sensitivity is not just desirable, but often necessary, also
from the legal viewpoint [7]. Before deploying such systems,
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beside the typical performance evaluation on datasets, it is
also necessary to ensure trustworthiness (e.g., [8], [9]), one
of which main properties is stability verification to perturba-
tions, such as noise, attacks [10], [11]. A core challenge in
design assurance, in fact, is establishing with formal rigor
whether a DNN will maintain safety under all admissible
perturbations within the operational domain.

Edge AI systems typically operate in proximity to sensors.
This makes it important to evaluate the impact of factors such
as sensor tolerances, environmental noise, and signal degra-
dation on the DNN’s behavior [12]. While the state-of-the-art
offers powerful model checking tools to formally verify
correctness of DNNs (e.g., Marabou [13], α-CROWN [14],
β-CROWN [15]), a clear gap is given by the lack of
higher-level tools and methodologies, specifically targeting
edge AI, that allow designers to characterize their system’s
performance not onlywith respect to one ormore datasets, but
also considering possible perturbations, at various intensity
levels.

Relatively small DNNs, such as those typically deployed
in the field, can already be automatically verified by state-
of-the-art model checkers in a relatively short time for single
queries. However, a thorough stability analysis requires users
to manually define low-level input and output constraints, for
several queries. Common drawbacks and difficulties for edge
system developers, who frequently lack in-depth expertise of
formal verification, include: (i) time to configure the verifier,
correctly expressing sensor noise in terms of input bounds
and targets in terms of output bounds, (ii) lack of guid-
ance on how constraints relate to application-level properties,
(iii) interpretation of counterexamples in the application con-
text, (iv) understanding the scope and limitations of reported
stability properties.

We thus propose a methodology - namely, StabilEdge -
to guide the formulation of verification tasks and interpre-
tation of results, facilitating the edge AI model checking
operation. We also present the homonymous tool, built atop
of a state-of-the-art model checker such as Marabou, that
supports an efficient deployment of the methodology by pro-
viding a Graphical User Interface (GUI) featuring intuitive
abstractions, automating the verification steps, supplying the
intermediate representation (i.e., reporting all the user-set
constraints in theMarabou format) and visualizing results in a
way that connects directly to application-level requirements.

The StabilEdge analysis involves twomain aspects: robust-
ness and sensitivity. Robustness concerns stability of a DNN
outcome with respect to small perturbations in all the inputs.
Sensitivity focuses the stability analysis on one or more
inputs, which is useful to quantitatively assess the criticality
of the considered input(s). Moreover, for both robustness
and sensitivity, it is important to check (i) the noise-induced
output variations in the proximity of the perturbation-less
decision, and (ii) whether a user-defined (undesired) output
value/range of values (i.e., targeted variations) can be pro-
vided by the system. This results in a quadrant, depicted
in Fig. 1, hosting four types of analysis: Local Robustness

(LR), Local Sensitivity (LS), Targeted Robustness (TR) and
Targeted Sensitivity (TS). Assessing these four types of prop-
erties is particularly relevant and challenging for DNNs, that
are closed boxes and show highly non-linear behavior, mak-
ing it difficult to predict their reliability.

While the current release wraps Marabou as its verifier
back-end, StabilEdge is a solver-agnostic methodology and
tool that aims at bridging the gap between bare NN model
checking (provided by Marabou and similar verifiers) and
an application-level stability analysis, offering four main
types of new added value: (i) a unified methodology cov-
ering local/targeted robustness/sensitivity (LR/LS/TR/TS);
(ii) automated constraint generation from sensor tolerances
and output requirements; (iii) a monitoring subsystem that
extracts solver-level statistics unavailable in formal verifiers;
and (iv) analytical outputs that support model-level insights.

Our work was mainly inspired by Grese et al. [16], that
present a formally verified DNN predicting the ‘‘Takeover-
time’’ [17] in a shared-control automated driving system.
The authors use Marabou to analyze the network’s sensitivity
and local and contextual robustness, and to find adversarial
inputs producing unsafe outputs. We abstracted their use
case into a methodology including generalization (general-
izing the domain-specific constraints and reframing sensor
noise and environmental variability as formal verification
parameters), formalization (by modeling safety requirements
into targeted output conditions and verifying the DNN’s
expected behavior under different operating conditions), and
extending it to targeted sensitivity and to regression tasks as
well. We also developed a general-purpose tool that (i) auto-
mates the defined verification procedure, (ii) offers usable
commands for the user to specify the formal verification
parameters and (iii) provides easily interpretable graphical
outputs.

FIGURE 1. StabilEdge model checking modes. Robustness analysis
considers all inputs, sensitivity analysis a subset of them. Local focus
checks deviations from the perturbation-less outcome, Targeted focus
checks whether the output may reach an undesired value or range of
values.

Throughout this paper, we use the term ‘‘formal veri-
fication’’ as per the established NN verification literature,
where formal guarantees are provided for individual verifi-
cation queries applied to a finite set of representative inputs
(e.g., tens or hundreds of samples) [18], [19]. Nevertheless,
we acknowledge that evaluating a subset of inputs does not
constitute a global guarantee over all the possible inputs
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FIGURE 2. StabilEdge method workflow.

(differently from what the ‘‘formal verification’’ term would
imply).

An overview of the workflow implementing the proposed
methodology is depicted in Fig. 2. Starting from a DNN
model, the user defines which features to analyze, the per-
turbation values (e.g., sensor noise), and the (un)desired
output ranges. The StabilEdge tool then automates the cre-
ation of all the relevant verification queries and runs them in
Marabou. Finally, the numeric results returned by Marabou
(e.g., bounds on perturbations that break safety guarantees)
are reported along with a graphic representation, allowing
developers and analysts to easily verify whether the DNN is
aligned with its application requirements.

While StabilEdge is solver-independent, we chose
Marabou [13], [20] as the verification backend for our first
release because of its expressive constraint language, com-
plete reasoning capabilities, and ease-of-use [21]. Moreover,
its Python API, documentation, and example-driven design
facilitate learning and application to both classification and
regression tasks.

Based on literature and working experience, the method-
ology targets two main use patterns. First, given real-world
sensors, each one with a nominal tolerance, assess how much
the DNN under examination deviates from its behavior ver-
ified in the test set. Second, given a tolerance on the DNN’s
outcome, understand (i) what inputs are more critical to keep
the DNN’s result within the outcome tolerance or (ii) what
sensors from a set of candidates guarantee to meet the
tolerance limits.

The remainder of the article is structured as follows.
Section II gives an overview of the state of the art. Section III
presents the StabilEdge methodology, while Section IV intro-
duces the homonymous tool. The experimental set-up is
presented in Section V, while results are provided and dis-
cussed in Section VI. The last section draws the conclusions
on the work done and proposes possible directions for future
research.

II. STATE OF THE ART
Verification of NNs is a complex task due to their non-linear
and high-dimensional nature. Verification methods include
Satisfiability Modulo Theories (SMT) solving [22], Mixed
Integer Linear Programming (MILP) [23], and Reachability

Analysis [24]. Building on such methods, some open-source
tools have been recently developed to support research
on automated verification, by providing metrics and
interpretability for analyzing NN behaviors. VeriNet
employs MILP for verification and a symbolic interval
propagation-based approach for formal guarantees of safety,
security, correctness, and robustness [25]. VeriNetBF is an
extension to verify NN image classifiers against intensity
perturbations in computer vision, also addressing scalabil-
ity [26]. Marabou is another state-of-the-art tool for verifying
deep NNs [13], [20]. It encodes the network and property to
be verified into constraints, that are solved using a combina-
tion of linear programming (LP) and SMT.Marabou supports
different NN activation functions, topologies, parallel execu-
tion, and multiple input formats. Neurify relies on symbolic
interval propagation to create over-approximations, followed
by a refinement strategy based on symbolic gradient infor-
mation [27]. While all the previously cited algorithms are
CPU-based, the latest literature has proposed very efficient
GPU-based methods, such as β-CROWN [15], and multi-
neuron – Branch and Bound (MN-BaB) [28]. Zhang et al.
[29] deal with the Swish activation, which is promising for
image classification and large language models (LLMs), and,
using the linear approximation technique, turn the robustness
verification problem into a constraint problem, and tackle it
through the Gurobi solver [30].

A critical assessment of the state-of-the-art in NN veri-
fication has been recently published by König et al. [31].
The authors stress that no single best algorithm dominates
performance across all the proposed verification problem
instances and illustrate the potential of leveraging algorithm
portfolios for more efficient local robustness verification.
A recent benchmark for verifiers, also including hidden coun-
terexamples, has been published by Zhou et al. [32].

Advances in addressing real-world perturbations include
the DeepCert [33] framework for contextual image
classifier robustness and, in [18], an adaptation of
classification-oriented tools to object detection tasks. Kou-
varos and Lomuscio [19] enhanced perception system
robustness using MILP-based reachability analysis, while
Cohen et al. [34] proposed Interval Bound Propagation
Intersection over Union (IBP IoU) to effectively manage
nonlinearities in object detectionmodel verification. Liu et al.
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[35] verify an aircraft collision avoidance NN trained through
reinforcement learning (RL). Besides studying local robust-
ness, the authors also analyze six schematic, critical scenarios
(implemented in Marabou as sets of input constraints), ver-
ifying, with mixed results, whether the NN’s single output
(angular speed) could violate the expectations in those con-
texts. In a subsequent study, Bellotti et al. [36] transferred
the analysis to the automated driving domain, verifying an
agent trained through RL in a more complex simulation
environment and sensor and actuator architecture, and also
measuring the impact of various types and intensities of noise
on the agent’s behavior. In the same domain, Grese et al.
[16], presented a formally verified neural network predict-
ing the takeover-time in a shared-control automated driving
system. The authors used Marabou to analyze the network’s
sensitivity and local and contextual robustness, and to find
adversarial inputs producing unsafe outputs. Horel et al. [37]
combined formal conformance testing with model checking
for probabilistic collision risk estimation.

While quantization is a key feature of field-deployable
DNNs, to our knowledge, none of the state-of-the-art ver-
ifiers support the processing of quantized neural networks
(QNN) yet. In Marabou, verification of QNNs is possible, but
only through manual encoding of the quantization semantics,
exploiting the native (but undocumented) constraint-level
support for quantization primitives such as Round() and
Clip() [20]. Huang et al. [38] showed how quantized QNNs
can be formally verified by explicitly modeling the seman-
tics of quantization operations such as Round and Clip
using integer linear programming and abstract-interpretation
techniques. However, no public releases provide an opera-
tional pipeline for verifying quantizedmodels (e.g., quantized
ONNX NNs) directly into Marabou, which is a significant
gap for research.

While the mentioned verification tools demonstrate sig-
nificant capabilities in NN verification tasks, they present
considerable barriers to adoption by practitioners. Marabou
stands out as offering the most mature complete reasoning
for piece-wise linear networks, with comprehensive sup-
port for various activation functions, network topologies,
and constraint formulations through SMT solving. However,
despite its theoretical completeness and robust verification
capabilities, it requires substantial domain expertise to effec-
tively configure verification problems. Similarly, competing
tools such as VeriNet and Neurify, while offering formal
guarantees through MILP and symbolic interval propagation
respectively, impose equally steep learning curves and lack
ready-made templates for common sensitivity and robust-
ness queries. This complexity demands deep understanding
of verification theory and manual specification of con-
straints, limiting accessibility for non-expert engineers and
practitioners who require verification capabilities without
extensive theoretical background. The gap between sophis-
ticated verification capabilities and practical usability in
engineering workflows necessitates the development of more
accessible interfaces, automated constraint generation, and

TABLE 1. StabilEdge vs Solver-level verification tools comparison.

domain-agnostic tools that preserve formal guarantees while
enabling verification to become part of everyday engineering
practice [39].

The Introduction has already mentioned the outstanding
use case for local robustness verification and sensitivity anal-
ysis presented by Grese et al. [16], which was a significant
source of inspiration for our work. To the best of our knowl-
edge, StabilEdge is the first methodology and operational tool
proposed for application-agnostic Edge AI stability analysis,
supporting four types of investigations, allowing not only
to make a thorough stability check around a datapoint, but
also focusing the analysis in terms of perturbed dimensions
(sensitivity) and output changes (targetness).

To better clarify the position of StabilEdge with respect
to existing approaches, Table 1 provides a qualitative com-
parison between state-of-the-art solver-level NN verification
tools (e.g., Marabou [13], α-CROWN [14], β-CROWN [15])
and StabilEdge. Solver-level tools provide provide the engine
for stability query computation but require manual constraint
formulation and offer limited support for application-oriented
workflows. In contrast, StabilEdge builds on top of such tools
to provide automated constraint generation; unified robust-
ness and sensitivity analyses; sensor- and application-driven
perturbation modeling; and structured result interpretation.
This highlights that StabilEdge complements state-of-the-art
verifiers by operating at a higher abstraction level, tailored to
Edge-AI application design and analysis.

III. STABILEDGE METHODOLOGY
StabilEdge aims at supporting four types of formal verifi-
cation analysis (namely: Local Robustness (LR), Targeted
Robustness (TR), Local Sensitivity (LS), and Targeted Sensi-
tivity (TS)), that evaluate a DNN behavior under user-defined
input and output perturbation and target (respectively)
bounds. Such boundsmay be explored by the user for instance
based on legal requirements or knowing known tolerances
from real-world sensor specifications or reachable levels of
adversarial attack noise. The tool leverages theMarabou SMT
solver for formally verifying a set of user-defined stability
properties. For each property, StabilEdge defines the corre-
sponding set of constraints (bounds) on the input and output
values. The input bounds represent a region around the data-
point under analysis, which models the maximum considered
perturbation intensity. The output bounds represent either the
complement of a region close to the noise-less outcome (for
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FIGURE 3. Concept of local robustness/sensitivity analysis (a) and of targeted analysis (b).

the local analysis) or an undesirable outcome region (for the
targeted analysis) (Fig. 3). The desired stability property is
verified if the NN cannot output any value in the region
identified by the output bounds when fed with any input
within the input bounds. Marabou returns SAT if the analyzed
constraint is satisfiable, meaning that there exists at least one
input perturbation that leads to the undesired output. In this
case, the verification procedure returns also a counterexample
(i.e., a datapoint in the considered input region) that violates
the desired robustness or sensitivity property. Conversely,
UNSAT is returned when the constraints are unsatisfiable,
meaning that the NN is unable to map from the given input
region to the undesired output region (thus, the investigated
stability property is formally verified).

The remainder of this section details the four types
of formal verification analysis supported by the proposed
methodology.

A. LOCAL ROBUSTNESS
Local Robustness (LR) tests whether a network’s output
remains stable as all input features are perturbed within the
set bounds. Given an input vector x ∈ Rn and a network
f : Rn

→ Rm, the perturbed input is defined as:
x′

= x+ δ, where δi ∈ [−di, di] for all i ∈ 1, . . . , n, with di
perturbation magnitude (e.g., sensor tolerance or adversarial
attack bounds).

The system verifies whether x′ exists such that the follow-
ing holds:

• Classification: argmaxk fk
(
x′

)
̸= argmaxk fk (x), k ∈

{1, . . . ,m}, k is the index over the output classes
• Regression:

∥∥fj (x′
)
− fj(x)

∥∥
∞

> εj, j ∈ {1, . . . ,m}, j is
the output index

εj is a user-defined output deviation threshold, for each
output dimension. ∥ · ∥∞ indicates the L-infinity norm, i.e.,
the largest magnitude among each element of a vector.

The LR command demands the user to provide an input
datapoint, the input bound di and the output bounds εj for
a regression task, while no output bound is to be specified
for a classification task, since we consider as ‘‘bound’’ a
change in the output class. For multi-label problems the user
may focus on a single label (i.e., output dimensions) or all of
them. The outcome is SAT (the constraints can be satisfied,
i.e., the constrained noise produces an undesirable output)

or vice-versa, UNSAT. A typical use case is to iteratively
apply the method to a set of relevant datapoints, for which
to compute, given a maximum input noise threshold d (e.g.,
nominal sensor noise tolerance value), what the maximum
deviation εj is in each output dimension j. In a similar stability
analysis, the user may fix the desired output bounds εj (e.g.,
the maximum tolerable error) and iterate the command to find
the maximum d that makes the verifier output an UNSAT
value (i.e., a maximum input uniform perturbation of d does
not make the output diverge more than εj). In a classification
task the notion of overcoming the εj bound is replaced by
simply changing the output class. Thus, the former use case
becomes: given a maximum input noise threshold di, check
in each output dimension whether a class change happened.
The latter use case stays the same (i.e., find the maximum
input uniform perturbation that makes the verifier output an
UNSAT value), but meaning the maximum d that does not
produce any class change in any output dimension.

B. TARGETED ROBUSTNESS
Targeted Robustness (TR) checks whether a specific unde-
sired output can be produced through a perturbation of all
input features. Given the same perturbed input:
x′

= x+ δ, with δi ∈ [−di, di]
We evaluate:

• Classification: argmaxk fk
(
x′

)
= t , for a target class

+ t ̸= argmaxk fk (x)
k

• Regression: fj
(
x′

)
/∈

[
y−j , y+j

]
, where

[
y−j , y+j

]
is the

undesired range

The user is asked to (i) select a target output class (for
classification) or value range (for regression) to verify against
and (ii) specify the input perturbation bound (d), which is
applied to all input features. Upon execution, the tool displays
whether a counterexample exists (SAT), indicating that the
network can reach the specified undesired output under the
given perturbation constraints, or not (UNSAT). For a binary
classification task, TR simply degenerates to LR. For multi-
class classification, a fully comprehensive analysis can be
performed by evaluating all possible (or only relevant) class
transitions.

TR aims at assessing whether the NN can be driven
toward a specific, critical failure mode or specific undesired
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outcome, rather than evaluating general output stability. This
is especially relevant in safety-critical systems where certain
errors must be strictly avoided (e.g., false negatives in health-
care applications).

C. LOCAL SENSITIVITY
As input signals may be qualitatively different (e.g., differ-
ent sensors or different ray orientations for the same Lidar
sensor), sensitivity analysis perturbs only a subset of input
features. Let S ⊆ 1, . . . , n be the indices of the features to
perturb in the analysis:
x ′
i = xi + δi if i ∈ S, otherwise x ′

i = xi, with δi ∈ [−di, di]
For Local Sensitivity (LS), it is verified:

• Classification: argmaxk fk
(
x′

)
̸= argmaxk fk (x)

• Regression:
∥∥fj (x′) − fj(x)

∥∥
∞

> εkj

Similarly to LR, the user specifies the acceptable output
deviation threshold εj for regression tasks, while for classi-
fication tasks the output deviation is simply a class change.
Differently than LR, specific input features are selected by the
user and perturbedwithin the given di range. The tool assesses
the perturbed input subset and quantifies the corresponding
change in network output. Again, a SAT outcome means that
at least one input point exists such that the corresponding out-
put violates the εj threshold (or induces a class change). Vice
versa, an UNSAT outcome means that the output remains
within the specified bounds (or no class change happens),
enabling users to assess the influence and the criticality of
each input (or group of them). Given the reduced number
of input features considered, the expected execution time
is typically lower than for LR. However, the analysis may
be repeated for checking different features or groups. This
analysis is typically used for assessing how much the overall
prediction depends on one or more sensors.

Since sensitivity restricts its analysis to a selected subset of
input features, the resulting SAT or UNSAT verdicts reflect
only the robustness properties of a subset of the input space.
As a consequence, its outcomes are inherently less compre-
hensive than those obtained via LR, which perturbs the entire
input domain and thus explores a broader space of potential
violations. This means that a SAT result in LS reveals the
existence of a problematic perturbation within the considered
subset but does not rule out additional vulnerabilities some-
where else. Conversely, an UNSAT result only guarantees
robustness for the chosen features and does not imply global
robustness. Therefore, the verdicts of sensitivity can be seen
as a focused version of LR, providing useful (and faster)
but inherently partial insights into the model’s robustness.
As per the name, the goal of this analysis is to quantitatively
assess the criticality of specific inputs for the model under
examination.

D. TARGETED SENSITIVITY
Targeted Sensitivity (TS) further restricts the analysis’ focus
by combining sensitivity with a targeted output. The goal is
to determine whether a limited set of perturbations can cause

a targeted output deviation. Let S ⊆ 1, . . . , n be the indices
of the features to perturb in the analysis:
x ′
i = xi + δi if i∈S, otherwise x ′

i = xi, with δi ∈ [−di, di]
For TS, it is verified:

• Classification: argmaxk fk
(
x′

)
= t , for a target class t ̸=

argmaxk fk (x)
k

• Regression: fj
(
x′

)
∈

[
y−j , y+j

]
, where

[
y−j , y+j

]
is the

undesired range

Being a targeted analysis, the tool accepts a user-defined
target output (e.g., class label or regression output range).
Moreover, the sensitivity analysis requires that specific input
features are selected by the user and perturbed within the
given di range. Upon completion, the tool reports whether the
targeted output is reachable (SAT) or not (UNSAT) through
such perturbations. Given the reduced number of considered
input features and output ranges, the expected execution time
is lower than for all the other modes. TS is a very specific
analysis and may be repeated for different features (or group
of features) and output ranges (or target class labels). The
main goal is to identify the most critical features. A typical
use case concerns assessing what perturbation intensity is
needed in some sensor signals to trigger a dangerous behavior
in the system. Like TR, in a binary classification task, TS sim-
ply degenerates to LS.

Overall, the proposed StabilEdge methodology supports
both a bottom-up workflow, starting from specific, highly
relevant (and relatively quick to run) TS analyses and pro-
gressing up to the most general LR analysis, or, vice versa,
a top-down approach, starting from a general LR and then
going into more focused analyses, if needed.

E. STABILEDGE TOOL
To support the deployment of the proposed methodology,
we developed the StabilEdge graphical user interface (GUI).
The interface allows users to import a NN model in the
Open Neural Network Exchange (ONNX) format, and the
corresponding dataset. The left part of Fig. 4 (a) shows
the integrated Netron [40] visualization tool, which enables
users to inspect the network architecture. StabilEdge features
four operating modes, each one corresponding to one of the
four types of formal verification analysis presented in the
Methodology section (namely: LR, TR, LS, TS). A stability
analysis is set up through a JSON configuration file, where
the user can specify the essential metadata about the model,
such as whether the task is classification or regression, the
number of output classes, the relevant input features (e.g.,
whether image pixels or time series data are perturbed), the
input domain constraints, and more. Parsing this document,
StabilEdge automates the creation of the verification queries
and manages their execution through Marabou.

For input perturbation, users can define a single d value
to be applied to all the features, or multiple, distinct di
values if preferred. Similarly, for output deviation, they can
configure one or more epsilon thresholds. For convenience,
the perturbation configuration can be exported as JSON and

VOLUME 14, 2026 37421



L. Lazzaroni et al.: StabilEdge, Formal Verification of Edge AI Applications

FIGURE 4. StabilEdge GUI during: (a) visual selection of input constraints, (b) in-progress verification.

re-imported for later usage. The GUI supports both 2D (e.g.,
images) and 1D (e.g., time series) data. In sensitivity analyses
for image models, users can select the pixels to perturb either
manually, from an interactive pixel grid, or automatically,
through a gradient-based method [41] and Otsu’s threshold-
ing [42], that identify meaningful regions within images (i.e.,
one or more areas where most of the image information is
concentrated). For time series models, the interface allows
selection of specific features and time steps individually or in
batch through a time series grid (Fig. 4 (a)), where time steps
are represented on the horizontal axis, features in vertical.

Since the verification of DNNs can be computationally and
time intensive, a progress bar is available to provide real-time
feedback during verification (Fig. 4 (b)). The bar displays
the number of inputs already verified as SAT (in red) and
UNSAT (in blue) and the number of samples still to be veri-
fied. This real-time feedback allows users to better anticipate
completion times and manage computational resources more
effectively.

StabilEdge incorporates the Marabou’s built-in timeout
mechanism, which counts wall-clock time from the start of
the solving process; once the limit is reached, it aborts the
search, terminates worker threads, and returns the special
TIMEOUT result instead of SAT or UNSAT. With the default
value of 0, the timeout is disabled, allowing the solver to run
until it finds a conclusive answer or is stopped externally.

Since the analysis sessions may take long times, Sta-
bilEdge includes a monitoring subsystem that operates as a
non-intrusive instrumentation layer, flexibly supporting the
user during the solver execution. The subsystem system-
atically parses Marabou’s unstructured textual output and
translates it into structured, time-aligned statistics suitable
for both adaptive timeout management and GUI visualiza-
tion. This monitoring layer is necessary because Marabou’s
Python API does not currently expose internal solver met-
rics nor callback hooks, making textual-log parsing the only
mechanism possible for obtaining fine-grained solver-level
diagnostics.
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The solver reports a set of internal metrics, including
visited states, search depth, branch splits, context pops
(backtracking), and stack depth. Such metrics capture the
solver’s traversal through the case-splits generated from the
piecewise-linear constraints (e.g., ReLU activation functions)
[13]. Splits quantify branching complexity, while pops reflect
the extent of backtracking. To process this information,
the proposed subsystem implements several data structures.
A regular expression map serves as a compiled catalog map-
ping eachmetric name to its corresponding regular expression
pattern, enabling efficient parsing of Marabou’s outputs.
Extracted metrics are accumulated in a temporary buffer
during active statistical blocks, before being consolidated
into a chronologically ordered history. Each snapshot in the
history represents a complete view of the solver’s state at
that moment, with memory usage controlled by retaining
only the most recent entries. At implementation level, the
monitoring layer receivesMarabou’s verbosity-controlled log
stream directly from the Python API output and processes
it line by line, applying the precompiled regex patterns to
extract and record the corresponding metrics.

Exploiting a set of Marabou flags (namely, verbosity to
track the solver’s state and timeoutInSeconds to check the
timing) the subsystem continuously monitors the verification
progress. Boundaries are detected by timestamps or status
markers, metrics are extracted using the regex patterns, and
complete solver snapshots are built upon block termination.
This data is collected to support diagnostic analysis. For
instance, steady increases in depth and number of visited
states indicate active exploration (thus the analysis should not
be terminated), whereas a long sequence of similar values is a
symptom of a stagnant situation, which could be interrupted
to avoid wasting time on a problematic sample, prioritizing
efficient use of time. High pop to split ratios highlight fre-
quent dead ends in the search space (typical of UNSAT cases),
whereas low ratios suggest efficient solver progress, often
associated with SAT cases.

At the end of a verification session, the GUI visualizes the
final verification outcomes through plots, which facilitates
deeper post-verification, enabling users to identify trends,
compare scenarios, and derive meaningful insights from the
results. Examples for the different types of AI tasks and
stability analyses are provided in Section V.

IV. EXPERIMENTAL SETUP
To prove StabilEdge’s ability to handle sensor-induced per-
turbations across various application scenarios, including
perception and prediction tasks, we assessed it on three
datasets, encompassing two classification (one binary and
one multi-class) and one regression edge AI tasks (Table 2).

The first classification dataset concerns binary classifi-
cation and consists of Time-of-Flight (TOF) [43] images
acquired using the ST VL53L5CX ultralow-resolution sensor
(8 × 8 pixels) [44] for binary classification, distinguish-
ing between the presence or absence of a miniature mobile
robot on sand and rock terrains. The corresponding CNN

model includes a convolutional layer with 24 3 × 3 filters,
max pooling, dropout regularization (0.2), a fully connected
hidden layer with 32 ReLU-activated units, and a single,
sigmoid-activated output neuron. The second is a multi-class
dataset, namely the Infrared Thermal Dataset (ITD) [45],
captured using a low-resolution MLX90640 sensor array
(32 × 24 pixels) [46] at approximately 15◦C, containing
1,770 annotated thermal images categorized into four classes:
presence of (i) only one person, (ii) two people, (iii) objects,
and (iv) people and objects. The classification model for ITD
is a CNN consisting of three sequential convolutional blocks
with an increasing number of filters (8, 16, and 32 filters
respectively), each with kernel size 3×3 and ReLU activation
followed by a fully connected hidden layer with 16 ReLU-
activation neurons, and a 4-unit, softmax-activated output
layer. Finally, for the regression test, we employed the Jena
Climate Dataset [47], containing historical weather data for
temperature forecasts. The regression model is a multilayer
perceptron (MLP) comprising a flattening layer, two fully
connected hidden layers with 256 ReLU-activated units each,
and a single linear output neuron.

TABLE 2. Experiments’ parameters.

The perturbation magnitudes employed in this study were
carefully set considering the actual sensor’s tolerance specifi-
cations and measurement uncertainties. For the TOF dataset,
perturbation values were chosen based on the ST VL53L5CX
sensor’s specified accuracy tolerance of±15 mm [44], ensur-
ing that the experimental conditions encompass the sensor’s
inherent measurement noise, while also extending slightly
beyond this range to assess robustness under more adverse
perturbations. The ITD dataset perturbations were calibrated
according to the MLX90640 thermal sensor’s accuracy spec-
ification of ±1 ◦C [46], with magnitudes designed to capture
the sensor’s thermal measurement variability across the
32 × 24 px resolution of the image. For the Jena dataset
regression experiments, the temperature feature perturbations
were established based on the PT100 temperature sensor’s
accuracy tolerance of ±0.165 ◦C [48], while the remain-
ing 19 meteorological features were perturbed according
to their respective sensor specifications and measurement
instruments, as detailed in Table 5.

The obtained models were converted to ONNX using the
tf2onnx library [49], using operation set 13 (Table 2). All
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FIGURE 5. TOF – (a) Local Sensitivity (Meaningful pixels, class change) and (b) Local Robustness (all input, class change).

TABLE 3. TOF – LS vs LR comparison.

verification runs were performed with Marabou v2.0.0. For
each experiment, the timeout value was set to 500,000 s; no
analysis was ended prematurely.

The reported execution times have been measured on a
Linux-based workstation featuring an Intel Xeon W7-2495X
processor operating at 2.50 GHz with 128 GB of RAM
(Marabou does not use GPUs).

V. EXPERIMENTAL RESULTS
A. TOF
Since TOF concerns a binary classification task, TR and TS
degenerate to LR and LS, respectively. For the sensitivity
analysis, we consider only the meaningful pixels, defined as
the most informative regions of the image (computed through
Otsu’s thresholding [42]), that account for an average propor-
tion of 30.68%of each image’s pixels across the entire test set.
The LS and LR analyses reveal distinct patterns in both verifi-
cation outcomes and computational efficiency as perturbation
magnitude δ increases. The employed metrics are the SAT
and UNSAT percentages. The SAT percentage is the fraction
of the whole dataset samples for which the perturbation leads
to a violation of the desired stability property (i.e., no class
change). The UNSAT percentage is simply the complement
of the SAT percentage. Under the LS analysis, the SAT per-
centage (Fig. 5 (a)) shows, as expected, a gradual increase
from 0.64% at δ = 2 mm to 14.95% at δ = 20 mm, rep-
resenting a relatively controlled degradation in the model’s
robustness (evaluated on those pixels only). Correspondingly,
the UNSAT percentage decreases from 99.36% to 85.05%.

These results indicate that themodel is robust to perturbations
applied to the most semantically relevant regions of an image.

In contrast, the LR approach exhibits a significantly more
pronounced vulnerability to increasing perturbation mag-
nitudes. The SAT percentage (Fig. 5 (b)) escalates more
dramatically from 1.13% at δ = 2 mm to 29.90% at δ =

20 mm, and the UNSAT correspondingly drop from 98.87%
to 70.10%, suggesting that perturbations applied randomly
across all input features compromise the model’s stability
more severely than those restricted to the meaningful pixels.
For instance, for δ = 2 mm, LS reveals 4 SAT cases, while
LR 7, meaning that 3 SAT cases have been obtained by
perturbing non-meaningful pixels. The worst-case scenario is
with δ = 12 mm, where 58 SAT cases out of 71 are from per-
turbations of non-meaningful pixels. Thus, non-meaningful
pixels, that represent 50.24% of the inputs, account for up to
81.69% of the stability violations. This finding suggests that
while a focus on meaningful areas during training enhances
a DNN’s accuracy (it is the principle of the attention mecha-
nism [50]), it appears to significantly increase the network’s
susceptibility to noise in other regions of the image.

By definition, LS produces less SAT outcomes than LR.
However, Table 3 shows that the ratio between the two quan-
tities has a non-linear trend. SAT instances initially increase
more quickly for LR than for LS (i.e., among meaningful
pixels only), until a δ of about 12 mm. Then, the ratio grows,
reaching similar values as at low noise levels. This means
that the maximum gap in perturbation robustness between
meaningful and non-meaningful pixels happens for medium-
intensity perturbations.
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FIGURE 6. ITD – (a) Local Sensitivity (meaningful px, class change) and (b) Local Robustness (all input, class change).

TABLE 4. ITD – LS vs LR comparison.

Meaningful pixels are identified through a clustering
method that separates an image into foreground and back-
ground by maximizing the between-class variance. The
method searches for the threshold that best separates the
two classes in terms of intensity histogram. However, low-
intensity pixels may be relatively more heavily affected
by physical sensor noise. To experimentally assess this
issue, we repeated the LS analysis by perturbing only the
low-intensity pixels (i.e., those below the Otsu threshold). For
small perturbationmagnitudes, the resulting SAT counts were
comparable to those obtained when perturbing meaningful
pixels (e.g., 1 vs. 4 SAT cases at δ =2mm, 5 vs. 8 at δ =6mm,
and 7 vs. 9 at δ =8 mm), indicating that background regions
can influence the model when noise is mild. However, as δ

increases, the meaningful pixels become noticeably more
influential (e.g., 15 vs. 19 SAT cases at δ =14 mm, 36 vs.
54 at δ =18 mm, and 64 vs. 93 at δ =20 mm). This suggests
that while low-intensity regions contribute to instability at
low noise levels, the dominant vulnerabilities of the model
emerge in the more informative regions as perturbations
grow. Therefore, our experiment confirms that focusing the
LS analysis on meaningful pixels remains appropriate for
characterizing the most impactful instability sources.

Columns 5 and 6 of Table 3 report the times needed to
complete the LR and LS analyses on the whole dataset.
It appears that the response time systematically increases with
δ. This is not straightforward, since increasing δ increases
the number of SATs, and finding a SAT stops the analy-
sis for that sample, while an UNSAT outcome requires a
complete space exploration. Since the percentage of SAT is
always limited (Fig. 5), response times are dominated by
the UNSAT instances, thus by the space exploration, which
is larger for larger δ. For the same reason, also LR takes
always longer than LS, as it requires exploring more input
dimensions.

As a general observation, LS may be considered also as a
partial alternative to LR, when LR takes toomuch to complete
(particularly for large values of δ) or the LR’s data structure
(including the whole input size) exceeds thememory capacity
of the host computer. On the other hand, while presented
results are obtained through analysis processing the whole
dataset, data could also be sampled, to reduce the computa-
tional burden.

From a physical point of view, the proposed method shows
that the analyzed NN is quite robust to perturbations, espe-
cially if they concern the most significant pixels. It must
be highlighted that the proposed analysis is pessimistic.
In fact, it is very likely that the dataset already includes
noisy measurements, and our analysis adds further noise to
them. Knowing the distribution of the noise would add more
information to improve the analysis and better interpret the
results. The same applies also to the other real-world datasets
discussed in this paper.

B. ITD
The ITD dataset problem, which addresses a multi-class clas-
sification task, allows the evaluation of all four verification
methods (LS, LR, TS, and TR) across varying perturbation
magnitudes (δ). Like for TOF, the sensitivity analysis is
performed on the meaningful pixels of each image, which
constitute an average proportion of 4.89% of each image’s
pixels across the entire test set. At δ = 0.1, LR yields 11 SAT
cases (i.e., number of samples for which the applied pertur-
bation leads to a violation of the desired stability property,
which is no class change). This represents 4.1% of the dataset
population (Fig. 6 (b)). On the other hand, LS has only 5 SAT
cases (1.7% in Fig. 6 (a)). At δ = 3.0, LR reaches 153 SAT
cases (57.5%), LS 75 (35.2%).

The targeted analysis reveals more nuanced patterns in
class-specific misclassification behavior. For the sake of
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FIGURE 7. ITD – Targeted Robustness (all input, one-vs-all analysis).

FIGURE 8. ITD – Targeted Sensitivity (meaningful pixels, one-vs-all analysis).

completeness, we performed the targeted analysis for each
class, in a one-vs-all manner. The class code is as fol-
lows: C1 one person; C2 two people; C3 objects; C4 people
and objects. Under TR conditions, classification accuracy
degrades significantly as δ increases (Fig. 7). At δ = 0.1, all
classes maintain accuracy levels above 93%, with class C1

achieving the highest accuracy at 95.2%. However, at δ =

3.0, accuracy drops dramatically across all classes, with the
best-performing class (C0) predicting correctly only in 42%
of the cases. The confusion patterns indicate that misclassi-
fications become increasingly distributed among alternative
classes, and Fig. 7 gives a quantitative measurement of the
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TABLE 5. Specifications and accuracy of the sensors used in the Jena dataset collection.

intuition that large perturbations effectively randomize the
decision boundaries. Notably, at all perturbation levels the
different classes have similar robustness performance (i.e.,
percentage of UNSAT), while the transitions among classes
tend to have different patterns.

For TS, thus limiting the perturbation to the meaningful
pixels, Fig. 8 shows similar trends but also a much stronger
robustness than when all pixels are perturbed, especially
at moderate noise intensities. This performance differential
confirms the critical importance of perturbation/attack local-
ization in adversarial robustness evaluation.

The patterns for LR and LS on the ITD dataset, shown
in Table 4, are consistent with those described for TOF in
Table 3. Although the fraction of meaningful pixels consid-
ered in LS differs between the two datasets (∼30% for TOF
vs. ∼5% for ITD), this difference does not translate into
noticeable changes in the SAT ratios or execution time ratios.

Also in this case, we repeated the LS analysis by perturbing
only the low-intensity background pixels. SAT counts were
consistently lower than those obtained when perturbing the
meaningful thermal regions but followed the same increasing
trend as δ grew (e.g., 2 vs. 5 SAT cases at δ = 0.1, 9 vs.
16 at δ = 1, 21 vs. 35 at δ = 1.5, and 57 vs. 75 at
δ = 3). This indicates that background regions do contribute
to instability, although to a lesser extent. Interestingly, this
behavior differs between the TOF and ITD datasets. For
TOF, perturbing low-intensity pixels produces SAT counts
that are very similar to those obtained on meaningful pixels
at small and medium perturbation levels, and only becomes
noticeably lower at higher δ values. In contrast, for the ther-
mal dataset the low-intensity perturbations yield consistently
fewer SAT cases than the meaningful regions across all δ

values. This difference is plausibly explained by the very dif-
ferent distributions of low-intensity pixels that we measured
in the two cases: in the TOF images, low-intensity pixels

occupy on average 70.32% of the frame, whereas in ITD they
cover ∼95.11%. However, while in ITD the perturbations
applied to low-intensity pixels affect almost the entire input,
this region carries little discriminative structure because it is
nearly uniform and exhibits extremely low variance across
the dataset images. Perturbing such a large but homogeneous
background produces only limited changes, which explains
why the number of SAT cases remains consistently below that
obtained when perturbing the high-intensity regions. In TOF,
instead, low-intensity pixels cover a much smaller and highly
variable portion of the frame, with a standard deviation of
18.23% across the dataset images, compared to 2.47% in ITD.
This indicates that background pixels in TOF often include
edges or depth transitions that interact more strongly with the
model’s feature extraction. As a result, perturbations to TOF
background pixels can influence decision-relevant features
and hence yield SAT counts that are closer to those observed
when perturbing meaningful regions, at least for small and
medium δ. Overall, meaningful regions remain the primary
drivers of instability, but the background still exhibits a non-
negligible effect.

From a physical point of view, considering the MLX90640
thermal sensor’s accuracy specification of ±1◦C [46], the
proposed method shows that the analyzed NN is quite robust
to perturbations, especially if they are limited to the most
significant pixels. However, Fig. 6 (b) (LR) shows that actual
sensor failures (i.e., errors much greater than the measure-
ment tolerance) are disruptive. The targeted analysis further
specifies the performance check. Particularly, the TR (Fig. 7)
suggests a kind of transition pattern between C3 (people and
objects) and C2 (objects), while confusion between C0 (one
person) and C1 (two people) is weaker and depends on the
perturbation intensity. As anticipated, high noise values are
disruptive, and, for instance, a stronger confusion between
C1 (two people) and C2 (objects) emerges. Somehow similar
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TABLE 6. δ vectors employed for the LR analysis on the Jena dataset.

FIGURE 9. Jena – (a) Local Sensitivity (noise on temperature only) and (b) Local robustness.

information could be got by analyzing the confusion matrix,
but the proposed method makes the noise dimension explicit.

C. JENA
For the Jena dataset, our evaluation focuses on LS and LR
analyses. Targeted analyses were omitted, as in a temperature
forecasting task there is no reason for constraining to or
excluding specific output ranges, given the continuous nature
of the predicted values.

Although the Jena inputs are provided to the MLP as
flattened vectors, each vector corresponds to an entire mul-
tivariate time-series window, preserving all the temporal
dependencies present in the dataset. The perturbation vectors
( δ) defined in Table 6 (according to each sensor specification
(Table 5)) are applied consistently across all time steps of
each feature, not independently per scalar element. As a
result, the verification process does not disrupt the intrinsic
temporal structure of the signal; rather, it evaluates the effect
of sensor-level perturbations that are propagated uniformly
through the whole time window. This distinction ensures that

the verification respects the real-world temporal behavior of
the sensing process.

In the LS experiments, we applied perturbations to the air
temperature feature only (Tables 5 and 6). The verification
outcomes exhibit a progressive degradation pattern as the
noise intensity increases. Fig. 9 (a) presents a comprehensive
heatmap visualization of the verification results, displaying
the distribution of SAT instances across varying input per-
turbation magnitudes (δ) and output deviation tolerances (ε),
where the color coding indicates the percentage of SAT out-
comes out of 1,000 test cases. Differently from TOF and ITD,
we did not test the whole Jena test set (7010 samples), to limit
the execution time.

For the most restrictive output deviation of ε = 0.025,
the system maintains complete robustness (0% SAT,
depicted in dark blue regions) for input perturbations up to
δ = 0.05. However, a critical transition occurs at
δ = 0.1, where 46.8% of instances become satisfiable,
indicating that the model’s output begins to exceed the
specified tolerance threshold. This transition zone represents
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FIGURE 10. Jena – Execution times for (a) Local Sensitivity and (b) Local Robustness.

the robustness boundary where input perturbations begin to
induce output deviations beyond acceptable limits. Beyond
δ = 0.2, all the 1,000 test instances result in SAT outcomes
(100% SAT, shown in dark red), demonstrating complete
loss of local robustness under these conditions. The heatmap
effectively captures the trade-off relationship between input
perturbation bounds and output stability requirements, quan-
tifying how much increasing the output deviation tolerance
extends the robustness region toward larger perturbation
magnitudes.

As the output deviation tolerance increases, the sys-
tem exhibits greater resilience to input perturbations. For
ε = 0.05, the threshold shifts to δ = 0.2, where mixed
SAT/UNSAT results first appear (468 SAT, 532 UNSAT),
while complete robustness loss occurs at δ = 0.4. This pattern
continues progressively, with ε = 0.1 maintaining robustness
until δ = 0.4, ε = 0.2 showing initial vulnerability at
δ = 0.6, and higher tolerance values (ε = 0.4, 0.6, 0.8)
demonstrating remarkable stability, with robustness break-
down occurring only at the largest perturbation magnitude of
δ = 2.

The computational cost in the LS configuration (Fig. 10 (a))
remains relatively modest, with execution times ranging
from approximately 300 to 600 s across all experimental
conditions. Notably, the execution time exhibits a general
upward trend with increasing perturbation/target magnitudes
(both δ and ε). This is coherent with the intuition (already
confirmed in TOF and ITD) that larger deviations expand the
search space and thus slow down the analysis, but the growth
is limited, because only one feature is varied.

The LR experiments, involving perturbations across all
19 input features simultaneously, present a quantitatively dif-
ferent landscape. The multi-dimensional perturbation space,
characterized by δ vectors with feature-specific values (δ0
to δ8 vectors in Table 6, referring to the features introduced
in Table 5 ), introduces substantially greater computational
complexity, while revealing different robustness characteris-
tics compared to the single-feature LS approach.

For the smallest output deviation tolerances (ε =

[0.025, 0.05]), Fig. 9 (b) shows that all perturbation levels
result in complete robustness failure (1,000 SAT outcomes),

indicating that even minimal perturbations across the entire
input space can cause output deviations exceeding the spec-
ified threshold. This behavior contrasts with the LS results,
where significant robustness was maintained under compara-
ble conditions. The same results are obtained for ε = 0.05,
suggesting that low output deviation tolerances are funda-
mentally incompatible with full input perturbation in this
system.

The robustness characteristics begin to emerge at ε = 0.1,
where the smallest perturbation level (δ0) produces mixed
results (124 SAT, 876 UNSAT), while larger perturbations
continue to result in complete robustness failure. As the
output tolerance increases to ε = 0.2, a clear progression
becomes evident: δ0 achieves complete robustness (1,000
UNSAT), δ1 produces mixed results (126 SAT, 874 UNSAT),
and higher perturbation levels result in total robustness loss.
This pattern continues systematically through ε = 0.4, 0.6,
and 0.8, with the robustness boundary progressively shifting
to accommodate larger perturbation magnitudes.

The computational demands of the LR configuration
(Fig. 10 (b)) are substantially higher than those observed
in LS (Fig. 10 (a)), with execution times ranging from
approximately 1,000 to over 9,000 s. Computational cost
increases systematically with both perturbation magnitude
(δ) and output deviation tolerance (ε). Similarly to what
was observed for the classification datasets, the execu-
tion time progression from δ0 to δ8 demonstrates a clear
scaling relationship. The LR’s execution time exceeds that
of LS by approximately one order of magnitude, under-
scoring the considerable computational burden introduced
by full-dimensional input perturbation. The dimensionality
effect is also qualitatively reflected in the curve shapes: LS
grows nearly linearly until δ = 1, where the slope starts
to decline, while LR exhibits steady exponential growth.
In LR, UNSAT samples - although fewer in number - more
heavily dominate the execution time than in LS, because of
the much larger space to explore in 19 dimensions instead
of 1. The memory footprint of the LR analysis is signifi-
cantly higher than for LS (in our experiments, on average
5 GB for LS and 12 GB for LR), dramatically slowing down
the analysis. This highlights how the dimensionality of the
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perturbation space governs the overall scalability of the veri-
fication process.

Comparing the LR and LS results, on the other hand, allows
observing and quantitatively assessing how much is the NN
more fragile when perturbations are applied across multiple
input dimensions simultaneously. The consistently higher
SAT rates in LR experiments suggest that multi-dimensional
perturbations exploit cumulative vulnerabilities across the
feature space, leading to more frequent violations of the sta-
bility constraints (i.e., evading the ε area) even under smaller
individual feature perturbations. Comparing LR and LS high-
lights the stabilizing role of the unperturbed features: if the
model’s prediction remains correct despite perturbing a single
feature, this indicates that the remaining features collectively
exert a strong influence on the network’s decision. Thus,
these results suggest that the temperature feature itself, while
semantically significant (it is the same quantity as the target),
does not look to constitute a major vulnerability source.

The physical effect analysis is more complex for the Jena
dataset, since it involves several sensors. The sensitivity anal-
ysis concerns the PT100 temperature sensor, which has an
accuracy tolerance of ±0.165 ◦C [48], while the remain-
ing 19 meteorological features were perturbed according
to their respective sensor specifications and measurement
instruments, as detailed in Table 5 ( [48], [51], [52], [53], [54],
[55], [56], [57], [58], [59], [60], [61]).
Fig. 9 (a) (LS) highlights the robustness of the system

prediction, since a 0.1◦ perturbation is needed to cause errors
greater than 0.025◦, while a 0.2◦ perturbation never creates
an error greater than 0.1◦.
On the other hand, when all the features are perturbed (LR

in Fig. 9 (b)), even the least perturbation of 0.025 ◦ (in the δ0
disturbance vector in Table 6) creates issues up to a prediction
tolerance of 0.1◦, while δ4 (0.4◦ for the temperature feature)
is sufficient to always exceed a 0.8◦ output tolerance. On the
other hand, an error within 0.8◦ is guaranteed with the δ2
perturbations (0.1◦ for the temperature feature).

D. SENSOR SELECTION
The proposed methodology provides actionable insights for
sensor selection in edge AI systems by linking formal robust-
ness results to real sensor accuracy specifications. This
sub-section assesses this feature by comparing two repre-
sentative sensors for each task under consideration. Sensor
specifications are provided in Table 7 for TOF and ITD and
in Table 8 for Jena.
For TOF considering the STVL53L5CX sensor’s specified

accuracy tolerance of±15mm [44], StabilEdge analysis indi-
cates that the evaluated NN is robust to realistic perturbations,
particularly when noise is confined to the most significant
pixels. In this configuration, Local Sensitivity results show
only about 4% SAT cases at δ = 16 mm. In contrast, 8 × 8
TOF sensors such as the VL53L7CX, which exhibit ranging
errors up to 20 mm [62], correspond to larger perturbation
magnitudes. Under these conditions, the LS analysis reveals
a substantially higher fraction of instability (approximately

15% SAT cases), suggesting that such sensors may be less
suitable for this task.

Similarly, for ITD, considering the MLX90640 thermal
sensor’s accuracy specification of ±1 ◦C [46], the pro-
posed analysis shows that the network remains robust to
perturbations within the sensor’s nominal error, especially
when perturbations are limited to the most significant pix-
els (approximately 6% SAT cases at δ = 1 ◦C). However,
Fig. 6(b) (LR) highlights that perturbations well beyond the
nominal accuracy (which are representative of sensor faults
or severe environmental effects) are highly disruptive. On the
other hand, the operational range of lower-accuracy thermal
imaging modules, such as the Omron D6T-32L-01A (±3 ◦C
to ±5 ◦C) [63], corresponds to much larger effective pertur-
bations, yielding to markedly higher instability (about 28%
SAT cases at δ = 3 ◦C). This makes such sensors strongly
discouraged for edge AI applications in this range.

A similar conclusion emerges from the Jena regression
task (Table 8). Fig. 9(a) (LS) shows that, when employing
the PT100 temperature sensor (tolerance of ±0.165 ◦C [48]),
a perturbation of 0.2 ◦C never produces errors exceeding
0.1 ◦C. In contrast, lower-accuracy temperature sensors such
as the DHT22 (±0.5 ◦C) and DHT11 (±2 ◦C) [64] corre-
spond to perturbation levels at which the analysis predicts
a rapid degradation of robustness, even for moderate output
tolerances (<0.4 ◦C and <0.8 ◦C, respectively).

TABLE 7. Sensor selection – classification.

TABLE 8. Sensor selection – regression.

E. BACKEND DISCUSSION
For the verification back-end, the current implementation
of StabilEdge relies on Marabou [20], [13], which provides
sound and complete reasoning for a wide range of activation
functions, network topologies, and constraint types, enabling
the uniform instantiation of all four analysis modes (LR, LS,
TR, and TS) within a single verification engine. Marabou’s
PythonAPI and easy-to-use tooling [21] support the encoding
of expressive input and output constraints.

At the same time, the choice of Marabou entails scalabil-
ity limitations. SMT-based reasoning with case splitting and
backtracking can become computationally expensive as net-
work size and input dimensionality grow (see Section V-F).
This trade-off is inherent to complete verification approaches
and motivates the consideration of alternative back-end
solvers.
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Other state-of-the-art verifiers, such as α-CROWN [14]
and β-CROWN [15], represent promising complementary
back-end candidates. These solvers can leverage GPU accel-
eration to scale to larger and deeper NNs and thus often
provide significantly faster analysis, but at the cost of either
incompleteness (α-CROWN) or increased implementation
complexity and learning curve (β-CROWN), as shown in an
earlier work [21].
The StabilEdgemethodology and tool is independent of the

wrapped back-end. However, different solvers have different
performance characteristics, with an impact on usability. For
instance, incomplete back-ends could be used to quickly
identify likely instability regions or counterexamples, while
complete solvers could be reserved for final certification of
critical cases. However, adopting multiple back-ends also
raises nontrivial engineering challenges, including the need
for mapping StabilEdge’s heterogeneous stability queries
onto solver-specific specification languages and reconcile
potential differences in supported output constraints and
verification semantics. Exploring hybrid configurations and
alternative verification engines as interchangeable back-ends
represents a natural and promising direction for future exten-
sions of the framework.

F. SCALABILITY
To analyze how verification time scales with input reso-
lution, we considered a single CNN architecture operating
on grayscale images from the Melanoma Skin Cancer
dataset [65] and evaluated three input resolutions: 64 × 64,
128 × 128, and 224 × 224. The architecture consists of two
3 × 3 convolutional layers with 32 and 64 filters, respec-
tively, each followed by max pooling. A 128-units dense
layer follows, then a sigmoid-activated single unit dense layer
performs the binary classification. The model was analyzed
using LS considering low-intensity pixels (i.e., darker regions
of skin more likely affected by melanoma). The tested per-
turbation magnitudes δ (expressed in pixel intensity units),
were 1, 5, and 10. To bound the computational cost, the
analysis was limited to 100 test samples, and a timeout of
2 days was enforced.

For an input size of 64×64, the model has 406,337 param-
eters. Loading the ONNX model into Marabou required
approximately 7 s and 8 GB of RAM. After loading, the
model could be kept resident in memory, and runtime mem-
ory usage during verification stabilized at ∼20 GB.
With perturbation level δ = 1, verifying the 100 images

required approximately 4 hours, and all cases resulted in
UNSAT. At δ = 5 the LS analysis again resulted in all
UNSAT cases, requiring ∼8 hours. At δ = 10, 3 SAT
cases were found, and the total execution time increased to
∼11 hours.

For an input size of 128 × 128, the same architecture
expands to 1,848,129 parameters. Loading the ONNX model
into Marabou required ∼36 s, with a peak memory usage of
∼18 GB during parsing. After loading, the model could be

kept resident in memory, and runtime memory usage during
verification stabilized at ∼40 GB.

Even for the smallest perturbation magnitude (δ = 1), the
LS analysis reached the timeout threshold. Given the more
than 4× increase in parameter count and the significantly
larger input domain compared to the 64 × 64 case, LS ver-
ification at 128 × 128 would require multiple days even at
the smallest perturbation level, while also pushing runtime
memory consumption close to system limits (i.e., 120 GB of
RAM). Executing such analysis is therefore computationally
intensive and potentially prohibitive, as it requires very high-
end hardware.

For an input size of 224 × 224, the architecture grows to
5,976,897 parameters. Model loading alone required ∼120 s
and more than 60 GB of RAM. During verification, memory
consumption exceeded the available 120 GB limit, leading to
segmentation faults before any LS query could be executed.

Overall, these results highlight a fundamental scalability
limitation of complete SMT-based verification when applied
to high-resolution vision models. Even under LS, which is the
least computationally demanding analysis mode considered
in this work, verification time grows rapidly as perturbation
magnitudes increase, while memory consumption becomes
the dominant bottleneck as input resolution grows. The infea-
sibility observed at 128 × 128 and 224 × 224 resolutions
is therefore due to the combined effect of increased input
dimensionality and the exhaustive nature of complete veri-
fication. While this limits the applicability of Marabou-based
verification to low- and medium-resolution vision models,
using GPU-based or incomplete verifiers, such as β-CROWN
[15] or α-CROWN [14], could significantly extend the Sta-
bilEdge’s scalability by trading completeness and hardware
availability for performance.

VI. CONCLUSION AND FUTURE WORK
AI trustworthiness is a key requirement for smart IoT systems
and applications. This paper focuses on stability, which is
a trustworthiness’ aspect particularly critical in Edge AI,
concerning the closed box nature of DNNs. Themain original
contribution advancing the state-of-the-art is the proposal of
a novel methodology and a graphical tool that efficiently
exploits a leading-edge DNN model checker (Marabou) to
support the edge application designer in two main tasks: a
rigorous specification of a DNN’s stability, and informed
decisions on sensor selection and system architecture design,
aligned with the application’s requirements. To the best of our
knowledge, this is the first release of an application-oriented,
domain-independent Edge AI stability verification tool, able
to support wide-spectrum, fine-grain analyses.

Carefully scaffolding user interaction, particularly but
not exclusively facilitating vision and time series tasks,
StabilEdge supports the assessment of whether realistic
perturbations, arising from sensor imperfections or opera-
tional disturbances, could lead to mispredictions or unsafe
decisions. The tool performs parametric stability analysis,
enabling focused evaluation of specific input features and
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output target adherence. The tool produces three types of
graphical charts, that show respectively: (i) the percentage
of stability constraint violations (e.g., Fig. 5), (ii) the class
transition patterns for classification tasks (e.g., Fig. 7), and
(iii) the trade-off between input and output constraints (e.g.,
Fig. 9). Tested on three real-world classification and regres-
sion tasks, the tool allowed to quantitatively measure the
effects of noise on a DNN’s performance, also providing
higher-level insights. For instance, the findings suggested that
while a focus on meaningful areas enhances DNN accuracy,
it seems to particularly expose the network to vulnerability
to noise in other parts of the image, highlighting the criti-
cal importance of perturbation/attack localization in vision
tasks. A timing analysis on a mid-range workstation high-
lights a scalability issue due to input/output dimensionality
and model size, which can become dramatic also given the
associated memory footprint, and may be addressed through
focused explorations.

Overall, the StabilEdge tool focuses on increasing the
designer work’s efficiency. In Edge AI, given the relatively
compact size of the DNNs, a single stability analysis is
relatively short (5-15 minutes), which makes the problem
tractable. However, it is important to combine several anal-
yses (multiple input and output constraints) to understand
the impact of different noise intensities and the criticality
of the features, especially with respect to dangerous output
variations. StabilEdge allows the engineer to efficiently man-
age the process at application level, abstracting the technical
details of the underlying model checker and AI task (e.g.,
image classification or time-series prediction) and providing
graphical interaction.

The current StabilEdge implementation relies onMarabou,
as it is a well-established and documented NN formal verifier.
However, the proposed tool is general and could interface
other engines in future. Criteria for selection could involve
speed, completeness of analysis, type of solver, coverage of
NN layer types and activation functions. Another important
direction for future development is the support for end-to-
end verification of quantized NNs, that are very spread in
the embedded domain as they enable significant reductions
in inference times and power consumption. Integrating quan-
tization semantics directly into the model-loading pipeline
would allow StabilEdge to produce safety guarantees also
for INT8 edge deployments. Other follow-ups could explore
more complex models and tasks (e.g., object detection).

In the proposed tests, either the whole dataset or 1,000
random points were employed. Future research may explore
how to better select from a dataset a set of adequately
representative datapoints, which would be beneficial to
address development time constraints. To improve efficiency,
an adaptive algorithm could be implemented to abort the
evaluation of samples with dynamically forecasted excessive
computational cost, thereby optimizing the trade-off between
exploration coverage and runtime.

To support free research in the field, StabilEdge is released
open source at: https://github.com/Elios-Lab/StabilEdge.
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