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Abstract

This thesis investigates data-centric methodologies for automated driving and quantifies their
impact from simulation to embedded deployment. First, we study decision transformer in
offline reinforcement learning on a lightweight 2D platform, highlighting the limitations of
high-level driving simulators. We hence transition to a more complex, reliable 3D pipeline,
introducing a custom 60 km highway map engineered for long, reproducible runs, designed
to overcome the limitations of the predefined driving environment within CARLA simulator.

On this infrastructure, two complementary problems are addressed under matched condi-
tions. For lane change intention, human-in-the-loop sessions with 50 drivers yield >3,400
annotated maneuvers as deep-learning-ready time series. Formulating intention as time-to-
lane-change regression enables anticipation up to 4 s; across 1D-CNN, LSTM, GRU, and
Transformer baselines the best model attains RMSE = 0.51 s and MAE = 0.30 s, while a
compact 1D-CNN offers favorable accuracy–efficiency trade-offs. For scenario understand-
ing, an ASAM OpenSCENARIO 2.0-aligned generator produces labeled MP4 clips spanning
nine highway classes; a 3D residual CNN establishes reference performance and highlights
systematic confusions among visually similar behaviors.

Finally, we address robust traffic light detection on embedded hardware. A modular
architecture comprising a frame checker, frame cleaner, takeover Request logic, automated
driving revert logic, and a quantized YOLOv11 detector sustains near-nominal accuracy
under sensor anomalies. On NVIDIA Jetson Orin Nano, the system achieves 84.6% mAP50
in clean conditions and 84.4–84.8% mAP50 under simulated rain and blur, operating in real
time.

The contributions include: (i) a reproducible CARLA highway environment; (ii) a
public lane change framework comprising a dataset and a data generation pipeline; (iii) a
configurable scenario generator and benchmark; and (iv) an embedded, anomaly-aware traffic
lights detection pipeline with explicit takeover request integration. Results demonstrate that
rigorous dataset design and controlled simulation substantially improve evaluation fidelity
and support deployable automated driving functions.
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Chapter 1

Introduction

1.1 Research Questions and Objectives

The overarching research question of this thesis is:

How can data-centric design principles enable the development of robust,
deployment-ready Automated Driving Functions across decision-making, ma-
neuver recognition, scenario understanding, and safety-critical perception?

This question is decomposed into four research objectives (ROs):

RO1. Scalable data infrastructure for highway driving. Design and release an open-
source simulation framework that allows researchers to collect large-scale datasets of
highway driving behavior without manual annotation effort, and validate it through
human-in-the-loop experiments. After acknowledging the current lack of open-source
frameworks and publicly available datasets for lane change prediction, this infrastruc-
ture will directly enable researchers to generate customized driving datasets tailored to
specific operational design domains, facilitating rapid prototyping and validation of
prediction models without the overhead of real-world data collection campaigns.

RO2. Early lane change intention recognition. Construct and publicly release a human-
in-the-loop dataset of annotated lane change maneuvers collected under controlled
yet realistic conditions, and benchmark sequence modeling architectures for Time-To-
Lane-Change regression up to 4 s in advance. By leveraging the framework from RO1,
this dataset will support the development of predictive advanced driving assistance
systems functions that can provide earlier and more natural warnings to drivers, as
well as enable smoother trajectory planning in automated lane change systems by
anticipating maneuvers with sufficient time buffer.



2 Introduction

RO3. Synthetic scenario generation and detection. Develop a public dataset of labeled
highway driving scenarios spanning multiple classes, leveraging real-world statistical
distributions, and evaluate its utility for both in-simulation classification and zero-shot
transfer to real-world footage.

RO4. Robust embedded perception under sensor anomalies. Design a modular embedded
architecture for traffic light detection that integrates anomaly detection, image recovery,
and fail-safe takeover request logic, and validate it on resource-constrained hardware
under representative sensor perturbations. By grounding validation on real-world
image datasets with sensor noise patterns, this work aims to bridge the simulation-
to-reality gap and ensure that robustness guarantees hold under actual deployment
conditions.

Table 1.1 summarises the primary contributions of this thesis, mapping each to its research
objective, the chapter where it is presented, and the associated publications.
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Table 1.1 Summary of thesis contributions.

RO Contribution Description Ch. Publications

RO1 Open-source CARLA highway
framework

First open-source simulation stack for
Deep Learning-ready highway data
collection: 60 km custom map,
procedural traffic, first-person
cockpit, standardised telemetry.
Directly addresses the absence of
stable, long-duration highway
environments in CARLA.

3 [1, 2]

RO2 DMIR dataset and
time-to-lane-change regression
baseline

First open, human-in-the-loop lane
change dataset collected in a
physics-aware 3D simulator (50
drivers, >3 400 annotated maneuvers,
>1 000 downloads). Benchmarks
four sequence architectures for
time-to-lane-change regression up to
4 s, achieving RMSE = 0.51 s.

4 [3, 2]

RO3 Synthetic highway scenario dataset
and generator

First open dataset of labeled highway
driving scenarios (9 classes, ∼3 M
clips) grounded in real-world
MOOVE distributions and compliant
with ASAM OpenSCENARIO 2.0.
Reference R3D-SE classifier achieves
91.9 % accuracy in simulation and
83.3 % zero-shot on PREVENTION.

4 [4–6]

RO4 Modular embedded traffic light
detection architecture with take over
request

First embedded architecture that
combines frame anomaly detection,
image recovery, and takeover request
logic for robust traffic light detection.
Quantized YOLOv11 on NVIDIA
Jetson Orin Nano sustains 84.6 %
mAP50 under perturbations at
≥10 FPS.

5 [7]

Instrumental contribution

– Offline deep reinforcement learning
with Decision Transformer in
highway-env

Empirical demonstration of the
performance–safety trade-off of
sequence modeling in 2D simulation,
motivating the transition to
physics-aware 3D environments for
all subsequent data collection.

3 [8]
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The four primary contributions address distinct but interconnected stages of a data-
centric automated driving pipeline. RO1 provides the infrastructure; RO2 and RO3 exploit
it to produce two complementary open resources targeting different temporal and semantic
granularities of highway behavior; RO4 closes the loop by demonstrating that the same
data-centric discipline carries through to deployment under real-world constraints. Although
lane change intention recognition and traffic light detection address different functions, they
share a common methodological challenge: the absence of deployment-ready, annotated
datasets at scale. Both contributions respond to this gap by building purpose-designed data
pipelines before training any model, placing data design at the center of the research rather
than treating it as a preprocessing step.

1.2 Author’s Publications and Contributions

The research presented in this thesis is based on the following publications. For each work,
the author’s specific contribution is outlined below.

1.2.1 Journal Articles

1. L. Forneris, R. Berta, M. Fresta, L. Lazzaroni, H. Rojhan, C. Oh, A. Pighetti, H. Ball-
out, F. Tango, and F. Bellotti, “A Deployment-Oriented Simulation Framework for
Deep Learning-Based Lane Change Prediction,” IEEE Signal Processing Letters,
vol. 33, pp. 136–140, 2026. DOI:10.1109/LSP.2025.3638676

Author’s contribution: Led the design and implementation of the CARLA-based
simulation framework, especially the custom highway map. Attended meeting with
industrial partners, and coordinated internship students working on data collection,
traffic management, and model training. Wrote the first full draft of the paper.

2. M. Cossu, R. Berta, L. Lazzaroni, L. Forneris, M. Fresta, A. Pighetti, A. Pilla, J.-
L. Sauvaget, H. Touil, L. Durville, T. Griffon, G. B. Nejma, F. H. Selem, and F. Bellotti,
“Generation of Synthetic Datasets of Highway Driving Scenarios,” IEEE Transactions
on Intelligent Transportation Systems, under review, manuscript no. T-ITS-25-12-6132,
2025.

Author’s contribution: Rebuilt the full scenario generation pipeline from scratch,
coordinating thesis students throughout the process. Redesigned the dataset, and

https://doi.org/10.1109/LSP.2025.3638676
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produced the updated experimental results both for generation and detection pipeline.
Wrote the corresponding sections of the manuscript.

3. R. Berta, L. Lazzaroni, A. Capello, M. Cossu, L. Forneris, A. Pighetti, and F. Bellotti,
“Development of Deep-Learning-Based Autonomous Agents for Low-Speed Maneuver-
ing in Unity,” Journal of Intelligent and Connected Vehicles, vol. 7, no. 3, pp. 229–244,
Sep. 2024. DOI:10.26599/JICV.2023.9210039

Author’s contribution: Contributed to design reward function and contributed to paper
drafting.

4. L. Lazzaroni, F. Bellotti, A. Pighetti, L. Forneris, M. Fresta, ,H. Ballout, C. Oh,
S. Pantawane, and R. Berta “An Embedded System Architecture for Robust Deep
Learning-Based Traffic Light Detection,” IEEE Sensors Journal, vol. 25, no. 24,
pp. 44859–44874, Dec. 2025, DOI:10.1109/JSEN.2025.3627477

Author’s contribution: Contributed to defining the problem and planning the tasks to
be carried out, explored literature. Created annotated datasets, and reported several
results. Significantly contributed to the paper drafting.

5. L. Forneris, A. Pighetti, L. Lazzaroni, F. Bellotti, A. Capello, M. Cossu, and R. Berta,
“Implementing Deep Reinforcement Learning (DRL)-Based Driving Styles for Non-
Player Vehicles,” International Journal of Serious Games, vol. 10, no. 4, pp. 153–170,
2023. DOI:10.17083/ijsg.v10i4.638

Author’s contribution: Implemented longitudinal and lateral controllers, collected
results and significantly contributed to the drafting of the paper.

1.2.2 Conference Papers

6. L. Forneris, F. Bellotti, R. Berta, L. Lazzaroni, and C. Oh, “Exploring Decision Trans-
former for Highway Automated Driving,” in Proc. APPLEPIES 2024, Lecture Notes
in Electrical Engineering, vol. 1369, pp. 123–130, Springer, 2024. DOI:10.1007/978-
3-031-84100-2_15

Author’s contribution: Designed the full experimental pipeline: offline dataset collec-
tion via a DQN behavior policy, Decision Transformer architecture implementation,
hyperparameter configuration, and closed-loop evaluation. Performed comparative
benchmarking against the DQN and a random agent. Wrote the manuscript.

https://doi.org/10.26599/JICV.2023.9210039
https://doi.org/10.1109/JSEN.2025.3627477
https://doi.org/10.17083/ijsg.v10i4.638
https://doi.org/10.1007/978-3-031-84100-2_15
https://doi.org/10.1007/978-3-031-84100-2_15
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7. L. Forneris, F. Bellotti, R. Berta, M. Cossu, M. Fresta, R. Rezaieamale, H. Rojhan,
V. Soltanmuradov, F. Tango, and L. Lazzaroni, “Setting Up a Lightweight Simulation
Environment for Automated Driving Dataset Collection,” in Proc. APPLEPIES 2024,
Lecture Notes in Electrical Engineering, vol. 1369, pp. 156–163, Springer, 2025.
DOI:10.1007/978-3-031-84100-2_19

Author’s contribution: Conceived and built the custom 60 km highway map in Road-
Runner/MATLAB, implemented the procedural NPV traffic management algorithm,
coordinated internship students in configurating the cockpit and preliminary data
collection. Wrote the manuscript.

8. A. Pighetti, L. Forneris, L. Lazzaroni, F. Bellotti, A. Capello, M. Cossu, A. De Glo-
ria, and R. Berta, “High-Level Decision-Making Non-Player Vehicles,” in Proc.
GALA 2022, Lecture Notes in Computer Science, pp. 223–233, Springer, 2022.
DOI:10.1007/978-3-031-22124-8_21

Author’s contribution: Ran several experiments and focused on the implementation of
the longitudinal and lateral controllers. Significantly contributed to the paper drafting.

9. A. Capello, L. Forneris, A. Pighetti, F. Bellotti, L. Lazzaroni, M. Cossu, A. De Gloria,
and R. Berta, “Investigating High-Level Decision Making for Automated Driving,”
in Proc. APPLEPIES 2022, Lecture Notes in Electrical Engineering, pp. 307–311,
Springer, 2023. DOI:10.1007/978-3-031-30333-3_41

Author’s contribution: Ran several experiments and focused on the implementation of
the longitudinal and lateral controllers. Significantly contributed to the paper drafting.

10. A. Pighetti, F. Bellotti, C. Oh, L. Lazzaroni, L. Forneris, M. Fresta, and R. Berta,
“Investigating Adversarial Policy Learning for Robust Agents in Automated Driv-
ing Highway Simulations,” in Proc. APPLEPIES 2023, Lecture Notes in Electrical
Engineering, pp. 124–129, Springer, 2024. DOI:10.1007/978-3-031-48121-5_18

Author’s contribution: Contributed to experimental design and performance evaluation
of victim and adversarial agents. Collected metrics and results. Contributed to paper
drafting.

11. O. L. Audi, F. Bellotti, R. Berta, Z. Liu, L. Lazzaroni, A. Pilla, H. Rojhan, and
L. Forneris, “Improving Lane Change Performance in CARLA Through Curvature-
Adaptive B-Spline Planning,” in Proc. APPLEPIES 2025, Springer Nature Switzerland,
pp. 212–217, 2025. DOI:10.1007/978-3-032-17174-0_29

https://doi.org/10.1007/978-3-031-84100-2_19
https://doi.org/10.1007/978-3-031-22124-8_21
https://doi.org/10.1007/978-3-031-30333-3_41
https://doi.org/10.1007/978-3-031-48121-5_18
https://doi.org/10.1007/978-3-032-17174-0_29
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Author’s contribution: Coordinated and supervised the first author throughout the
development of the work, proposed the B-spline trajectory planning approach, designed
the simulation evaluation protocol, and revised the majority of the methodology.

12. R. Berta, F. Bellotti, M. Cossu, L. Forneris, L. Lazzaroni, and A. Pighetti, “RL-Based
Generation of a Synthetic Automotive Driving Scenario Dataset,” in Proc. APPLEPIES
2024, Springer Nature Switzerland, pp. 395–402, 2024. DOI:10.1007/978-3-031-
84100-2_47

Author’s contribution: Contributed to the development of the reinforcement learning
component of the pipeline, including agent design, training, and evaluation for synthetic
scenario generation.

13. A. Pighetti, L. Forneris, F. Bellotti, A. Capello, M. Cossu, G. Gioco, and R. Berta,
“A Teacher-Configurable Scoring System for Serious Games,” in Proc. GALA 2023,
Springer Nature Switzerland, pp. 254–263, 2023. DOI:10.1007/978-3-031-49065-1_25

Author’s contribution: Participated in stakeholder and partner meetings to define
system requirements, contributed to the design of the scoring algorithm, and co-wrote
significant portions of the manuscript.

14. M. Cossu, R. Berta, L. Forneris, M. Fresta, L. Lazzaroni, J.-L. Sauvaget, and F. Bel-
lotti, “YOLOP-Based Pre-Processing for Driving Scenario Detection,” in Proc. AP-
PLEPIES 2023, Springer Nature Switzerland, pp. 418–423, 2023. DOI:10.1007/978-3-
031-48121-5_60

Author’s contribution: Contributed to the design of the YOLOP-based feature ex-
traction pipeline and its integration as a pre-processing stage for the residual 3D
convolutional network.

15. L. Forneris, R. Berta, A. Capello, M. Cossu, M. Fresta, F. Tango, and F. Bellotti, “A
Synthetic Dataset Generator for Automotive Overtaking Maneuver Detection,” in Proc.
APPLEPIES 2023, Springer Nature Switzerland, pp. 364–369, 2023. DOI:10.1007/978-
3-031-48121-5_52

Author’s contribution: Designed full development of the tool, including scenario
generation logic, road curvature parametrization, and multi-format export pipeline
using the MATLAB Automated Driving Toolbox. This work laid the groundwork for
the custom highway map and the subsequent dataset generation pipeline developed in
later publications.

https://doi.org/10.1007/978-3-031-84100-2_47
https://doi.org/10.1007/978-3-031-84100-2_47
https://doi.org/10.1007/978-3-031-49065-1_25
https://doi.org/10.1007/978-3-031-48121-5_60
https://doi.org/10.1007/978-3-031-48121-5_60
https://doi.org/10.1007/978-3-031-48121-5_52
https://doi.org/10.1007/978-3-031-48121-5_52
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1.3 Introduction

The development of safe and reliable automated driving (AD) systems is a multidisciplinary
challenge that spans artificial intelligence (AI), robotics, and safety-critical engineering.
While advances in perception, planning, and control are often credited as the main drivers of
progress, this thesis is based on a complementary premise: the design, quality, and scope
of datasets are equally decisive. Any data-driven model is bounded by the information on
which it is trained and validated. Shortcomings in scale, diversity, realism, or annotation
structure propagate into systematic bottlenecks across the AD lifecycle, from prototyping to
verification and deployment.

Real-world data remains indispensable, yet it is structurally constrained. Large-scale
acquisition is costly and slow, and hazardous or rare events, which are crucial for safety
assessment, are seldom observed. Manual annotation in uncontrolled conditions is laborious
and raises privacy and safety concerns, and uncontrolled sampling can leave important regions
of the scenario space underrepresented. Simulation has therefore become a key complement.
Modern simulators make it possible to generate extensive, precisely annotated datasets, to
instantiate rare or hazardous scenarios in a controlled way, and to vary agents, sensors, and
environmental conditions for coverage, reproducibility, and stress testing. In practice, the
most robust results come from combining the two sources: real data for grounding physics,
calibrating statistics, and validating assumptions, and simulation for expanding the long
tail, exploring counterfactuals, and running scalable regression tests. Because domain shift
is always a risk, sim-to-real techniques, sensor-accurate rendering, randomized assets and
conditions, and adaptation methods are required to narrow the gap.

Deep Learning (DL) has accelerated Automated Driving Functions (ADFs) across context
perception [9–11], predictive vehicle control [12–15], and decision-making (DM) [16, 17].
DM governs vehicle navigation [18] and maneuver execution [19], which requires adaptation
to complex and dynamic environments under real-time constraints. Traditional DL often
struggles in such interactive settings [20, 21]. Deep Reinforcement Learning (DRL) addresses
this limitation by coupling representation learning with trial-and-error optimization [20, 22,
23]. Online DRL updates policies during interaction, which can be impractical when safety
and data cost dominate. Offline DRL instead leverages fixed datasets [24, 25], a valid
alternative for safety-critical domains. Recent progress in sequence modeling with attention,
notably Transformers [26], has shown promise for RL because of improved long-term
credit assignment and temporal context modeling [27], with gains in both offline [28] and
online [29] regimes. These algorithmic advances, however, are only as useful as the data
on which they are trained and evaluated, which brings the discussion back to the central
bottleneck this thesis addresses.
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Developing and evaluating DL-based ADFs requires simulation environments that can
produce data at scale while remaining physically credible. High-level simulators enable rapid
iteration for highway DM but limit safety, comfort, and transferability. Two-dimensional
platforms typically omit vehicle dynamics, suspension and drivetrain effects, physically
grounded sensing, and realistic weather or illumination. Under these simplifications, appar-
ently good closed-loop behavior may reflect artifacts of idealized kinematics and perception,
which makes it harder to probe edge cases such as wet pavement or complex junctions
and to calibrate comfort and risk proxies based on jerk, slip, or braking envelopes [30–32].
Surveys of AD simulators converge on the need for physics-aware 3D environments when
credible evaluation is the goal. Fidelity in dynamics, sensing, traffic, and rendering improves
behavioral validity and measurement reliability, provided scenarios remain reproducible and
computationally tractable [30, 32]. Evidence from vehicular-network and physics-centric
studies shows that realistic geometry and physics materially change outcomes by coupling
mobility, communication, occlusion, and environment [33]. Manipulating simulator fidelity
yields measurable differences in presence and driving behavior, which further supports
the use of richer simulators when research questions involve comfort, risk, or fine-grained
control [34].

The thesis follows a data-centric trajectory in which each chapter addresses a distinct
problem in the construction, validation, and exploitation of datasets for AD. The progression
is deliberate: the work begins with algorithmic prototyping in a simplified 2D environment,
where full control over the scenario allows rapid iteration but at the cost of physical realism;
it then moves to human-in-the-loop data collection in a sensor-realistic 3D simulator, where
richer signals and real driver behavior enable more meaningful modeling; it expands to multi-
class scenario generation and classification, where complexity increases from individual
maneuvers to structured traffic situations; and it culminates in a safety-critical perception
function evaluated on real-world multi-dataset imagery under hardware constraints.

Each step in this progression is motivated by concrete limitations of the previous one.
A 2D simulator such as highway-env [35] allows fast policy iteration and offline dataset
collection, but the absence of vehicle dynamics, sensor noise, and physical continuity means
that models trained or evaluated there cannot be trusted to generalise. This motivates
the transition to CARLA [36], a physics-aware 3D simulator, where realistic sensing and
dynamics make the data meaningful. However, CARLA’s built-in highway maps suffer from
collision anomalies, uneven pavement, junction artifacts, and limited road variability [37–39],
which contaminate logs and interrupt sessions. This motivates the design of a custom 60 km
highway map with balanced curvature, clean lane topology, minimal scenery for stable
frame rates, and a standardised telemetry pipeline. Once a stable, instrumented environment
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exists, collecting human driving data at scale becomes tractable, and the absence of open,
DL-ready datasets of lane change (LC) maneuvers with ego-centric annotations makes this
collection directly useful. Extending the same setup from individual maneuvers to structured
traffic scenarios requires a generation layer on top of the simulator, grounded in real-world
distributions, which produces an open dataset of labeled highway scenarios. Finally, a
safety-critical perception function (i.e., traffic light detection (TLD) under sensor anomalies)
closes the loop by demonstrating that the same data-centric discipline carries through to
embedded deployment.

LC intention recognition, highway scenario detection, and TLD address different func-
tions and different points in the AD stack. What they share is a data problem: in both
cases, existing public datasets are either too narrow, too coarsely annotated, or structurally
incompatible with the evaluation the task requires. Rather than adapting the research question
to fit available data, both contributions start from the data gap and build upward, designing
the collection or generation pipeline before choosing the model. This order of operations is
the common thread across the experimental chapters.

Chapter 2 establishes the background on which the experimental work rests. It surveys
simulation platforms from lightweight 2D environments to physics-aware 3D simulators,
reviews existing datasets for LC prediction and scenario detection, and covers the core DL
architectures and evaluation protocols used in subsequent chapters. It also characterises the
limits of the state of the art, identifying the specific gaps that motivate each contribution.

Building on this groundwork, Chapter 3 first demonstrates empirically why 2D simulation
is insufficient for credible data collection: an offline DRL experiment with a decision
transformer (DT) in highway-env reveals a performance–safety trade-off that cannot be
properly characterised without physical dynamics and sensor realism. This motivates the
transition to CARLA, where the chapter introduces a custom 60 km highway map, a first-
person cockpit, procedural traffic generation, and a standardised telemetry pipeline that
exports DL-ready time series, namely the shared infrastructure for all subsequent data
collection.

Chapter 4 exploits this infrastructure for two complementary problems. The first is LC
intention recognition: 50 drivers collect over 3,400 annotated maneuvers on the custom
map, and four sequence architectures are benchmarked on time-to-lane-change (TTLC)
regression up to 4 s in advance. The second is highway scenario generation and detection:
the same highway environment is used to synthesise labeled video clips for nine scenario
classes grounded in real-world distributions, with a reference R3D classifier evaluated both
in simulation and zero-shot on real-world PREVENTION footage.
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Finally, Chapter 5 consolidates the accumulated experience in a safety-critical perception
function: robust TLD under sensor anomalies. The focus is on deployment with real-world
data and real-time constraints. The chapter introduces a modular embedded architecture
that integrates anomaly detection, image recovery, and fail-safe protocols with take over
request (TOR), and evaluates a quantized YOLOv11 detector [40, 41] under representative
perturbations such as TPSeNCE rain [42] and Poltergeist blur [43]. On NVIDIA Jetson Orin
Nano hardware, the system maintains near-nominal mAP50 and implements a controlled
fallback when remediation is insufficient.

Three themes connect the chapters. First, careful data design is as decisive as model
choice. The thesis contrasts signals and video, clarifies windowing and labeling strategies, and
uses subject-independent splits to avoid optimistic estimates [44]. Second, holding geometry
and tooling fixed enables comparable evaluation across tasks and faster iteration. The same
60 km highway map, cockpit, traffic generation, and logging pipeline support both maneuver-
level and scenario-level studies, which reduces confounds due to heterogeneous assets. Third,
robustness requires thinking beyond clean benchmarks. The work systematically injects
variability, covers edge cases with controllable generators, and designs failure handling and
TOR logic explicitly.

Together, these chapters argue for a data-centric path to AD in which reliable functions
emerge from consistent choices across data design, simulation, modeling, and runtime
safeguards.





Chapter 2

Background and Related Work

This chapter surveys the literature along four axes, each corresponding to one or more of the
thesis contributions.

• Sequence modeling and offline reinforcement learning (Section 2.1): from online DRL
to offline sequence models, culminating in the Decision Transformer (DT), whose
application to highway driving is studied in Chapter 3.

• LC intention prediction (Section 2.2): from rule-based heuristics to deep sequence mod-
els, with a focus on prediction horizon and the regression-vs-classification dichotomy
that motivates the LC recognition contribution of Chapter 4.

• Driving scenario generation and detection (Section 2.3): scenario formalisms (PE-
GASUS, OpenSCENARIO 2.0), real-world and synthetic datasets, and recognition
architectures, culminating in Cossu’s PhD work [45] as the primary benchmark for the
scenario generation contribution of Chapter 4.

• Perception robustness and traffic light detection (Section 2.4): YOLO detector evo-
lution, sensor vulnerability taxonomy, and image recovery methods, establishing the
open problem addressed in Chapter 5.

For each topic the survey closes with a summary of open gaps. Section 2.5 consolidates
all gaps in a single table that maps each to the chapter addressing it. Methodology choices
(i.e., simulator configuration, dataset generation parameters, selection criteria, etc.) are
deferred to the respective experimental chapters.
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2.1 Sequence Modeling and Offline Reinforcement Learn-
ing

DM for AD requires agents to navigate complex, dynamic environments in real time. DRL ad-
dresses this by combining the representational power of DL with trial-and-error optimization,
enabling agents to learn policies through direct interaction with the environment [20, 22, 23].

Within DRL, two paradigms exist. Online RL continuously updates policies from real-
time feedback, which is effective but costly and unsafe for real-world vehicles [23]. Offline
RL instead learns from fixed, pre-collected datasets [24, 25], avoiding live exploration and
making it better suited to safety-critical domains. A known limitation of offline RL is
distributional shift: the learned policy may encounter state-action pairs poorly represented in
the dataset, leading to extrapolation errors [46].

Recent progress in sequence modeling with attention, notably Transformers [26], has
opened a new perspective on offline RL. Rather than learning explicit value functions, the
DT [28] frames RL as a sequence modeling problem: given a context of past returns, states,
and actions, it autoregressively predicts the next action using a GPT-style causal decoder.
The return-to-go, defined as:

Ĝt =
T

∑
t ′=t

rt ′ (2.1)

serves as a conditioning signal, allowing the model to target desired performance levels at
inference time. This approach has shown strong results in offline benchmarks such as Atari
and MuJoCo [28], leveraging the long-range temporal credit assignment of the Transformer
architecture.

Highway-env [47] is the standard lightweight 2D testbed for developing and evaluating
DRL-based highway DM agents. It models the Ego Vehicle (EV) and surrounding traffic
as agents in a discrete Markov decision process (MDP) [48]: the state encodes positions,
velocities, and lane configurations; the EV selects actions (accelerate, brake, lane change) to
maximize a reward balancing safety, efficiency, and comfort [49, 50]. Its Gym-compatible
interface, transparent formulation, and low rendering cost make it suitable for large-scale
offline dataset collection and rapid policy iteration. However, as a 2D abstraction, it omits
vehicle dynamics, sensor noise, and physical continuity, which limits the credibility of safety
and comfort evaluations and hinders generalization [30, 32]. This motivates the transition to
a physics-aware 3D simulator described in Chapter 3.

Gap G0: the DT has been validated on Atari and MuJoCo benchmarks but its application
to multi-agent highway scenarios with discrete action spaces and explicit safety constraints



2.2 Lane Change Intention Prediction 15

remains underexplored. Furthermore, the performance-safety trade-off of offline sequence
modeling in 2D simulation cannot be properly characterized without physical dynamics and
sensor realism. This gap is addressed in Chapter 3.

2.2 Lane Change Intention Prediction

Predicting when and whether a driver will execute a LC is a core requirement for safe
Advanced Driver Assistance Systems (ADAS) and AD. Given a time window of vehicular
observations ending at time t, the goal is either to estimate the TTLC (regression formulation)

τ = tLC− t ∈ [0,T ] (2.2)

where tLC is the time at which the vehicle crosses the lane marking and t is the current
observation time, or to assign a label y ∈ {LK, LLC, RLC} (classification formulation) at
a prediction horizon h seconds before maneuver onset, where LK denotes lane keeping,
LLC a left LC, and RLC a right LC. A prediction horizon h = 0 corresponds to the moment
of lane marking crossing, while h = T is the maximum anticipation horizon considered.
Observations typically include EV kinematics (speed, acceleration, lateral position, indicator
status, pedal activity), road geometry (lane boundary distances, curvature), and the kinematic
state of neighboring vehicles [51–53].

This is a supervised sequence learning problem: a model is trained to infer driver intent
from historical signal windows, without any assumption of optimizing a reward or controlling
the vehicle. This distinguishes LC intention prediction from decision-making frameworks
such as DRL, where the vehicle itself is the agent acting within an MDP [48]. The MDP
formulation is relevant to the autonomous agent of Chapter 3, not to the intention recognition
task surveyed here.

The survey is structured around three generations of approaches: rule-based (Sec-
tion 2.2.1), classical Machine Learning (ML) (Section 2.2.2), and DL (Section 2.2.3). Existing
datasets are reviewed in Section 2.2.4 and gaps are summarized in Section 2.2.5.

2.2.1 Rule-Based Approaches

Early methods for predicting LCs relied on explicit rules or driver behavior models derived
from traffic theory [54–56]. These approaches typically apply predefined thresholds to infer
LC intention on kinematic variables, checking whether the relative speed or gap to nearby
vehicles exceeds certain limits. Agent-based decision models, game-theoretic frameworks,
and logical conditions have all been applied in this manner [57].
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Rule-based methods are valued for their interpretability, low computational complex-
ity, and robustness in well-defined scenarios. However, they struggle to generalize to
diverse drivers and traffic conditions, and they offer limited anticipation time. Khelfa and
Tordeux [57] showed that a classic Minimizing Overall Braking Induced by Lane Changes
(MOBIL) LC model [58] was significantly outperformed by a data-driven naive Bayes
predictor, illustrating the need for learning-based techniques.

2.2.2 Classical Machine Learning Approaches

Classical ML methods treat LC intention as a data-driven inference problem over short
time windows preceding the maneuver. Support Vector Machines (SVMs), Hidden Markov
Models (HMM), Bayesian models, and shallow Neural Networks (NNs) deliver fast inference
and reasonable accuracy for short horizons, typically 1–2 s before LC, but rely on careful
feature engineering and degrade as the anticipation window grows [51, 59, 60, 52].

Mandalia and Salvucci [51] demonstrated that an SVM can detect imminent LC with
high fidelity; a hybrid SVM-NN achieved approximately 94% accuracy for LK and 78%
for LC detection on a short driving data window. While effective in the short term, these
models struggle to capture the early subtle indicators of a LC several seconds ahead, since
in real-world driving, drivers begin checking rear-view mirrors more than 4 s before a
maneuver [61, 52].

2.2.3 Deep Learning Approaches

With DL, temporal sequence models learn richer, longer-range motion patterns. Recur-
rent architectures (LSTM, GRU, Bi-LSTM) have been widely adopted for LC prediction,
achieving F1 scores of 0.82–0.90 at 2–3 s horizons on NGSIM or naturalistic logs [62, 63].
More complex architectures model interaction dynamics and routinely outperform classical
classifiers on the same inputs [53].

Video-centric methods exploit Convolutional NNs (CNNs), 3D-CNNs, or CNN-Recurrent
NN (RNN) hybrids to leverage appearance and motion cues, again mostly in classification
settings. Zhang et al. [52] applied a multi-channel CNN to trajectory time-series data, achiev-
ing near state-of-the-art accuracy at around 3 s before maneuver, with claimed feasibility up
to 7 s but with weaker reliability at that longer horizon. Ensemble methods on naturalistic
datasets such as SHRP2 NDS report high accuracy when enriched with curated features [64],
but still in classification settings.

In general, most DL classifiers are highly reliable in the 2–3 s range, with performance
dropping off beyond 4 s. Virtually all existing DL methods remain classification-based:
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continuous TTLC regression at horizons of 0–4 s is largely unexplored, limiting the utility of
these methods for smooth trajectory planning and early warning systems.

2.2.4 Datasets for Lane Change Research

Tables 2.1 and 2.2 summarize proprietary and public datasets relevant to LC research.

Proprietary datasets

Toyota Highway [65], BMW NDS [66], and GAIA-1 [67] were collected or built for internal
R&D and are not publicly accessible. GAIA-1, a generative model by Wayve trained on
4,700 h of driving data, does not release model weights or training data. Int2Planner [68]
covers urban scenarios only. CRASH [69] contains only 50 scripted simulated LCs.

Public datasets

The NGSIM dataset [70] provides trajectories for specific highway stretches but lacks EV-
centric features such as road geometry, lane boundary distances, pedal activity, and indicator
status, and is affected by frame noise requiring filtering [71]. HighD [72] covers 16.5 h
on German highways but misses up/downstream context and suffers from mandatory LC
contamination [73]. PREVENTION [74] does not include EV maneuvers. HDD [75] covers
mostly non-highway scenarios with LC events below 3% of the data. Brain4Cars [76],
the only public dataset with LC annotations, contains only 274 LC events from 10 drivers.
Waymo OMD [77] targets motion forecasting with 8 s horizons and does not provide ego-
intention labels in a TTLC regression format.

A structural limitation shared by all public datasets is the absence of a generation engine
and DL-ready time series: data requires preprocessing (video, point cloud, CAN logs), which
is time-consuming. None provide continuous TTLC annotations in the [0,4] s range required
by a regression formulation. A further consequence is class imbalance: LC events are rare in
naturalistic recordings, making it difficult to train balanced models without distorting the
natural distribution.
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Table 2.1 Comparison of related datasets (Proprietary).

Dataset
Data Type &
Format

Size and Scope
Intent.
window

Real Open LC Limitations

Toyota [65] LIDAR, Radar, GPS ∼20 h US highways 3 s ✓ × ✓ Proprietary; limited
diversity

GAIA-1 [67] Multi-cam, CAN 4700 h London N/A ✓ × × Weights/Data not re-
leased

Int2Planner
[68]

Bird-eye tensors ∼680k scenarios ∼6 s × × × Synthetic; Urban
only

BMW NDS
[66]

CAN logs 500k LC events 2 s ✓ × ✓ Class imbalance;
short window

CRASH [69] Numeric vehicular 50 LCs (simulated) 4 s × × ✓ Scripted; very small
scale

SHRP2
NDS [78]

6 cams, CAN, Radar 3100+ drivers N/A ✓ ◦ ✓ Restricted access; pri-
vacy terms

Ours [2] Time-series; GT ∼1500 km; 3444 LCs 0–4 s × ✓ ✓ Simulated traffic; no
weather

✓= Full support/Yes, ×= No support/Private, ◦ = On request/Partial

Table 2.2 Comparison of related datasets (Public).

Dataset
Data Type &

Format
Size and Scope

Intent.
window

Real Open LC Limitations

NGSIM [70] Video and data
trajectories

∼45 min/site; US
highways

N/A ✓ ✓ × Frame noise; no
EV-centric features

highD [72] Drone trajectories 16.5 h, 110k vehicles N/A ✓ ✓ × MLC contamination

PREVENTION
[74]

2 cams, LIDAR,
Radars

∼6 h, 540 km N/A ✓ ◦ × No EV maneuvers

HDD [75] 4 cams, LIDAR, CAN 104 h, 23k events 3 s ✓ ✓ × LC < 3%; mostly
non-highway

Brain4Cars
[76]

Dual cam, GPS 274 LCs; 10 drivers 3 s ✓ ✓ ✓ Only 10 drivers; very
small scale

Waymo
OMD [77]

5 cams, LIDAR,
HD map

∼103k scenarios 8 s ✓ ✓ × No ego-intention
labels; 8s horizon

Ours [2] Time-series ∼1500 km; 3444 LCs 0–4 s × ✓ ✓ Simulated; no weather;
scripted traffic

✓= Full support/Yes, ×= No support, ◦ = On request/Partial
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2.2.5 Summary and Open Gaps

Table 2.3 compares the main LC prediction methods across model type, horizon, dataset,
task formulation, and key limitation.

Table 2.3 LC intention prediction methods: model type, horizon, dataset, task, and key
limitation.

Method Model type
Hori-
zon

Dataset Task Key limitation

Mandalia &
Salvucci [51]

SVM + ANN ≤1 s Real Classif. Very short horizon

Dokania et al. [59] HMM ∼1 s Real Classif. Markov assumption; no
long-range

Khelfa &
Tordeux [57]

Naive Bayes ∼2 s Sim. Classif. Limited horizon

wirthmuller et
al. [62]

LSTM 3 s NGSIM Classif. F1≈0.82; no regression

Zhang et al. [52] Multi-ch. CNN 3–7 s NGSIM Classif. Weak at 4 s+; no regres-
sion

Gao et al. [53] Dual-branch
RNN

2–3 s highD Classif. No continuous TTLC out-
put

Xia et al. [61] LSTM ≤4 s Real Classif. Binary only; no regres-
sion

Ours [2] CNN / LSTM /
Transformer

0–4 s CARLA
(synth.)

Regression Simulated; no weather
variation

Gap G1: no open, DL-ready dataset supports continuous TTLC regression for the EV
in a controlled highway setting. Brain4Cars is the only public dataset with LC annotations
but contains only 274 events from 10 drivers; NGSIM and highD lack EV-centric features;
Waymo OMD provides 8 s forecasting horizons without EV-intention labels. No existing
dataset is paired with a reproducible generation framework. This gap is addressed in Chap-
ter 4 for the dataset and benchmark, and the data collection infrastructure is introduced in
Chapter 3.

Gap G2: LC intention predictors are almost exclusively classifiers. Reliable regression
of TTLC at 0–4 s is largely unexplored: the best DL classifiers degrade beyond 3 s, and no
regression-based benchmark exists on a controlled, DL-ready dataset. This gap is addressed
in Chapter 4.
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2.3 Driving Scenario Generation and Detection

2.3.1 Safety Standards and Regulatory Frameworks

The development and validation of AD systems is increasingly governed by a layered set
of safety standards that span functional safety, intended functionality, cybersecurity, and
system-level assurance.

ISO 26262 [79] establishes the functional safety lifecycle for road vehicles, covering
hazard analysis, safety requirements, and verification activities across hardware and software
components. It addresses failures arising from malfunctions of electrical and electronic
systems, but does not cover hazards arising from correct yet insufficient system behaviour.

ISO 21448 [80], known as SOTIF, complements ISO 26262 by addressing precisely this
gap: hazards arising from functional insufficiencies such as insufficient sensor performance
or algorithmic limitations, in the absence of hardware faults. Together, the two standards
cover the full spectrum of safety-relevant failure modes relevant to perception-based ADFs.

UL 4600 [81], developed by Underwriters Laboratories and grounded in the work of
Koopman et al. at Carnegie Mellon University [? ], provides a framework for evaluating the
safety case of fully autonomous products. Unlike ISO 26262, which follows a process-based
V-model, UL 4600 is outcome-oriented: it requires the developer to construct and defend
a structured safety argument covering machine learning components, edge cases, and the
absence of a human operator in the loop. It is particularly relevant to the scenario-based
testing and dataset design methodology developed in this thesis, as it explicitly addresses the
question of when simulation-based evidence is sufficient to support a safety claim.

IEEE 7009 [82], defines fail-safe design methods for autonomous and semi-autonomous
systems across robotics, vehicles, and industrial applications. It formalises the conditions
under which a system should relinquish control or request human intervention, providing a
normative basis for takeover request mechanisms in SAE L3/4 systems. The TOR architecture
presented in Chapter 5 is aligned with the fail-safe principles this standard formalises.

ISO/SAE 21434 [83] addresses cybersecurity engineering across the road vehicle lifecy-
cle, covering threat analysis, risk assessment, and secure development practices.

ISO/IEC 62443 [84] extends these principles to interconnected embedded architectures.
Both are relevant to the sensor anomaly taxonomy discussed in Section 2.4.2, where camera
perturbations such as Poltergeist represent hardware-level cyber threats.
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2.3.2 Scenario Formalisms

The field of scenario-based development for ADS rests on a layered set of definitions that have
been progressively refined from informal project-specific terminology toward mathematically
founded, ontology-compatible frameworks. Scenarios concern a complex real-world design
domain addressed with different terminological approaches. A widely adopted starting point
is the work by Ulbrich et al., who define a scene as a snapshot of the environment at a
given point in time, including static scenery, dynamic elements, all actors and observers,
and the relationships between them [85]. A situation is the subject-specific (e.g., the EV)
interpretation of one or more scenes, enriched with goals, risks, and possible evolutions,
acting as a central data container for behavior planning and control. A scenario is then the
temporal development between several scenes in a sequence driven by the actions and events
of actors oriented towards their goals [85]. These definitions established a clear interface
between perception, context modeling, and behavior planning, and have been widely reused
and extended in later work.

Building on this conceptual basis, Andreotti et al. translate these verbal definitions into a
set- and function-based mathematical framework for mixed-traffic simulations [86].

A scene from agent x’s point of view at time t on space S is a 3-tuple:

Ex(S, t) = (V x, Cx(V x), f x
sa(V

x)) (2.3)

where V x is the set of objects perceivable by x at time t (the x-object set); Cx : V x→ S is
the x-position function, with Cx(V x) the corresponding x-position set; and f x

sa : V x→ Ax is
the x-states & attributes function, with f x

sa(V
x) the x-states & attributes set. The complete,

omniscient scene is:
E(S, t) = (V, C(V ), fsa(V )) (2.4)

The enlarged situation Ñx(S, t) extends the scene with a goal-prediction component:

Ñx(S, t) =
(
V x, Cx(V x), f x

sa(V
x), Ĉx(V x)

)
(2.5)

where Ĉx : V x → S is the x-goals & values position function, mapping each object to its
expected future position according to x. A relevance filter f x

r reduces Ñx to the situation from
x’s point of view:

Nx(S, t) =
(
V x

r , Cx
r (V

x
r ), f xr

sa (V
x
r ), Ĉx

r (V
x
r )
)

(2.6)

Finally, over a time set T = {t0, . . . , tn}, a scenario from x’s point of view is:

Ox
T (S) =

(
Ex

t (S), f x
gv, f x

ae
)

t∈T (2.7)
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where f x
gv : Cx(V x)→ Ĉx(V x)×T is the x-goals & values function, mapping current positions

to expected goal positions and times; and f x
ae : Cx(V x)× T → Cx(V x) is the x-actions &

events function, describing actual motion over ∆t.
Menzel et al. [87] connect scenario terminology to the ISO 26262 [88] safety lifecycle by

introducing a hierarchy of abstraction levels. They distinguish functional scenarios (human-
readable, qualitative descriptions suited for requirements engineering), logical scenarios
(sets of scenarios with parameter ranges and optional probability distributions, bridging
qualitative descriptions and test cases), and concrete scenarios (fully instantiated parameter
sets executable reproducibly in simulation or on test tracks). This ladder allows scenarios
to be systematically evolved along the V-model from high-level requirements to detailed
verification activities.

Neurohr et al. [89] further refine these formalisms by giving precise linguistic and
mathematical definitions for concrete, logical, and abstract scenarios, relating them to
curves, mappings to sets of curves, and temporal logics, respectively. Their comparison of
expressiveness, specification complexity, sampling, and monitoring clarifies the strengths
and weaknesses of different scenario qualifications, bridging the gap between informal
terminology and concrete scenario description languages. Kurian et al. [90] similarly propose
self-contained mathematical definitions within a behavioral modeling framework tailored to
formulating scenario-based testing (SBT) as an optimization problem under ISO 21448 [80].

Weber et al. [91] operationalize logical scenarios for safety assurance by proposing a
framework that defines safety-relevant scenarios based on potential collisions, using the colli-
sion area on the subject vehicle and eight relative positions of the challenging object. Their
catalog of base scenarios for controlled-access highways directly underpins the PEGASUS
project [85]. Jeon et al. complement this with a simulation-based method that generates
logical scenarios capturing both normal and hazardous situations, addressing cost, data bias,
and limited hazard coverage in purely data-driven approaches [92].

Scenario definitions depend strongly on how the driving environment is modeled. Within
the PEGASUS project, Scholtes et al. present the 6-Layer Model (6LM) as a structured de-
scription of traffic environments [93]. The 6LM organizes each scene into six layers: 6-layer
model (6LM): (i) road geometry, (ii) road furniture and rules, (iii) temporary modifications,
(iv) moving objects, (v) environmental conditions, and (vi) digital information [93]. This
actor-independent model serves as a structured basis for scenario extraction, logical scenario
description, ontology development, and perception-oriented analyses.

Ontology-based approaches offer complementary routes to precise scenario definition.
De Gelder et al. develop an object-oriented framework in which scenarios and their building
blocks are defined as classes with attributes, methods, and relationships, providing necessary



2.3 Driving Scenario Generation and Detection 23

and sufficient characteristics for what qualifies as a scenario [94]. Bagschik et al. apply
ontologies specifically to scene creation, using expert knowledge encoded in a knowledge
base to automatically generate natural-language traffic scenes [95]. Both contributions
underline the role of ontologies in bridging expert domain knowledge and systematic, tool-
supported scenario generation.

Data-centric frameworks such as MetaScenario [96] address the practical problem of
describing, storing, and indexing large volumes of scenario data. Chang et al. [96] introduce
atom scenarios characterized via semantic graphs capturing the spatio-temporal evolution
of interactions between traffic participants and the environment, enabling efficient scenario
indexing for downstream machine learning and decision-making tasks. Pfeffer et al. [97]
similarly propose a meta description of highway scenarios focused on the behavior of
dynamic objects, using auto-encoders to analyze scenario uniqueness.

A key source of real-world statistical grounding for the scenario generation pipeline
described in Chapter 4 is the MOOVE project [98, 99]. Launched in 2015 by the VEDECOM
Institute in partnership with PSA, Renault, and Valeo, MOOVE aimed to build a large-scale
reference database of real-world driving scenarios for the design and validation of automated
driving functions. A fleet of nine instrumented vehicles, equipped with cameras, radars, and
LiDARs, operated by human drivers, was deployed across 17 European countries, covering
motorways, urban roads, rural roads, tunnels, and adverse weather conditions (rain, snow,
fog). Over approximately 15,000 hours of driving, the fleet accumulated more than one
million kilometres and generated 250 TB of raw sensor data. The raw logs were subsequently
processed into a structured relational database of labeled scenarios, characterized by high-
level parameters such as inter-vehicle distances, relative speeds, time headway distributions,
and road geometry statistics. These empirical distributions, which cover scenario classes
such as cut-in, cut-out, car-following, and free-ride, are used in Chapter 4 to parameterize
the scenario generation pipeline.

2.3.3 Real-World Scenario Datasets

Real-world trajectory datasets are valuable for scenario extraction and motion forecasting.
The Waymo Open Motion Dataset [77] contains 100,000 scenes of 20 s each at 10 Hz,
covering interactive situations across six US cities. Argoverse 2 [100] provides three sub-
datasets including 250,000 motion forecasting scenarios. The PREVENTION dataset [74,
101] covers 6 h of multi-sensor highway recordings with trajectory and LC annotations.
SceNDD [102] provides 68 naturalistic driving sessions but without scenario category labels.

Drone-based datasets offer occlusion-free recordings suited for traffic behaviour analysis.
ExiD [103] covers highway entries and exits. The INTERACTION dataset [104] targets
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decision making in adversarial and cooperative scenarios. TrafficNet [105] is a library
covering six critical driving categories.

The state of the art is rich in motion forecasting datasets but lacks publicly available
datasets labeled for in-vehicle driving scenario detection, a gap addressed in Chapter 4.

2.3.4 Simulators and Synthetic Datasets

Simulators address the completeness dilemma in AD testing by enabling exhaustive and
reproducible scenario coverage. Table 2.4 compares the main platforms across the criteria
most relevant to this thesis.

Table 2.4 AD simulators comparison: physics fidelity, sensor suite, openness, highway map
availability, DRL interface, and key limitation.

Simulator 3D Sensors
Open

Source
Hwy

DRL
Ready

Key Limitation

highway-env [47] × × ✓ ✓ ✓ No physics; local scenarios only

SUMO RL [106] × × ✓ ✓ ✓ Network-level focus; no EV deci-
sion making

CommonRoad [107] × × ✓ ✓ ◦ No native DRL; high setup overhead

Flow [108] × × ✓ ✓ ✓ Requires SUMO/CARLA backend

CARLA [36] ✓ ✓ ✓ ◦ ◦ Built-in highway maps have arti-
facts

AirSim [109] ✓ ✓ ✓ × ◦ Limited traffic agents; no HD maps

NVIDIA DRIVE [110] ✓ ✓ × ✓ × Proprietary; no public access

Baidu Apollo [111] ✓ ✓ ◦ × × Complex setup; limited community

✓= Full support, ×= No support, ◦ = Partial support/effort required

Among open platforms, CARLA [36] is the leading simulator for developing, train-
ing, and validating AD systems [112, 113]. It provides high-fidelity urban environments,
configurable traffic, and a broad sensor suite (RGB, depth, LIDAR, radar, GNSS, IMU)
built on open assets and extensible APIs. Comparative studies consistently rank CARLA
as state-of-the-art for end-to-end evaluation. However, its built-in highway maps (Town4,
Town12) suffer from physics instabilities, invisible walls, and limited road geometry variety,
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which contaminate logs and interrupt sessions [37, 38]. This motivates the custom 60 km
highway map introduced in Chapter 3.

Surveys of AD simulators converge on the need for physics-aware 3D environments
when credible evaluation is the goal [30, 32]. Realistic geometry and physics materially
change outcomes by coupling mobility, communication, occlusion, and environment [33].
Manipulating simulator fidelity yields measurable differences in driving behavior, reinforcing
the move to richer simulators when research questions involve comfort, risk, or fine-grained
control [34].

Among synthetic datasets, Virtual KITTI 2 [114] targets object tracking and depth esti-
mation. The DeepScenario platform [115] contains over 30,000 executable driving scenarios
including 1,050 collision scenarios. For traffic flow simulation, SUMO [106] is widely used
for microscopic modeling, while PTV Vissim integrates active traffic management [116].

Despite this breadth, no publicly available labeled dataset exists for in-vehicle highway
scenario detection in either the real or synthetic domain.

2.3.5 Scenario Detection Approaches

Several approaches address detection and classification of driving scenarios from data.
Wang and Lin [117] propose a rule-based scenario classifier for three driving states.

Montanari et al. [118] extract scenarios via unsupervised clustering of vehicular bus data.
Ding et al. [119] propose MIT-AVT, clustering common cases and detecting edge cases

via DL over visual characteristics.
Chang et al. [120] introduce MetaScenario for scenario extraction using atomic semantic

graphs.
Reichenbacher et al. [121] identify cut-in scenarios through knowledge-based meta-

modeling.
Izquierdo et al. [74], Biparva et al. [122], and Liang et al. [123, 124] use PREVENTION

to train DL recognizers of cut-in and cut-out maneuvers, with Biparva et al. focusing on
early-phase prediction.

Kayatas and Bestle [125] classify cut-in, cut-out, and cut-through from radar-derived
lateral distance signals using a Time Series Forest, achieving precision and recall above 94%
on 10 h of real highway data. Despite strong performance on real measurements, the approach
is limited to three kinematic classes and operates on scalar distance signals rather than video,
making it unsuitable for onboard forward-camera deployment. Balasubramanian et al. [126]
propose an open-world learning architecture that incrementally discovers new scenario
classes from occupancy grids, combining open-set recognition, unsupervised clustering, and
class-conditioned generative replay across 14 scenario categories derived from highD and
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OpenTraffic. While this is the only approach that explicitly handles unknown scenario classes
at deployment, it relies on existing datasets rather than a controllable generation pipeline,
and the bird-eye-view occupancy representation is not compatible with onboard forward-
camera systems. Sankaranarayanan et al. [127] propose a stacking ensemble for online cut-in
prediction from kinematic features (range, range rate, lateral position), achieving 94.3%
F1 on NGSIM, but address a single maneuver class without a scenario taxonomy or video
modality.

The most comprehensive prior work directly comparable to the contributions of Chapter 4
is the framework by Cossu [45], which introduces an end-to-end pipeline for generating and
classifying 17 functional highway scenarios from the MOOVE taxonomy, implemented in
compliance with ASAM OpenSCENARIO 2.0. Scenarios are parameterized by EV speed
(5–182 km/h), inter-vehicle distance (3–250 m), and duration (0.1–98 s). The classification
stage uses a Res-3D CNN enhanced with SE and CBAM mechanisms, achieving up to
88.9% accuracy and 88.7% F1 at 3–6 ms per frame (37 GFLOPs). However, the generation
pipeline discards approximately 30% of generated scenarios due to collisions and inconsistent
trajectories, and still requires manual inspection. Furthermore, EV reactions are not modeled,
causing systematic misclassification of behaviorally similar scenarios such as Brake vs.
Following LV.

Table 2.5 consolidates these approaches across input modality, classifier architecture,
number of scenario classes, presence of a generation pipeline, and real-world validation
availability. Thorough analysis of Cossu’s work are presented in Chapter 4.
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Table 2.5 Highway scenario detection approaches: input modality, classifier, number of
classes, generation pipeline, dataset, and key limitation.

Method Input Classifier Cls. Generator Open Real val.
Key

limitation

Wang &
Lin [117]

CAN logs Rule-based 3 – No Yes No DL; limited classes

Montanari et
al. [118]

CAN logs Unsup. clustering N/A – No Yes No video; coarse labels

Kayatas &
Bestle [125]

Lateral dist. d(t) Time Series Forest 3 Hermite splines No Yes (10 h) 3 classes; scalar signal only

Balasubramanian
et al. [126]

Occupancy grids CNN + RF
(open-world)

14 – Yes Yes (highD,
OpenTraffic)

No generation; bird-eye only

Biparva et
al. [122]

RGB video Two-stream /
SlowFast

2 – No Yes (PREVEN-
TION)

Binary; surrounding vehicle
only

Sankaranarayanan
et al. [127]

Kinematics Stacking ensemble 2 – No Yes (NGSIM) Cut-in only; no video

Cossu [45] RGB video R3D-SE/CBAM 17 CARLA + Sce-
narioRunner

No No 30% discard; no EV reaction

Ours [5] RGB video R3D-SE 9 CARLA +
PyTree

Yes Yes (PREVEN-
TION)

Simulated; monocular only

Three observations consolidate the gaps motivating Chapter 4. First, all approaches
except Cossu and ours address at most binary classification without a generation pipeline.
Second, the only prior work combining generation and multi-class detection at scale is Cossu,
but its pipeline suffers from a ∼30% discard rate, requires manual inspection, and does not
model EV reactions, causing systematic misclassification of behaviorally similar scenarios.
Third, no existing approach provides both an open labeled synthetic dataset and zero-shot
validation on real-world footage.

2.3.6 Summary and Open Gaps

Gap G3: the state-of-the-art generation pipeline yields a ∼30% discard rate, requires
manual inspection, and does not model EV reactions, causing systematic misclassification of
behaviorally similar scenarios. This gap is addressed in Chapter 4.

Gap G4: no publicly available labeled dataset exists for in-vehicle highway driving
scenario detection, in either real or synthetic form. Real-world datasets are rather designed
for motion forecasting, than for scenario recognition. Synthetic platforms do not provide
labeled scenario-detection datasets. This gap is addressed in Chapter 4.
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2.4 Perception Robustness and Traffic Light Detection

The development of a robust TLD system capable of mitigating camera sensor anomalies
requires understanding three areas: YOLO object detectors (Section 2.4.1); sensor vulner-
abilities (Section 2.4.2); and image recovery techniques (Section 2.4.3). TLD datasets are
surveyed in Section 2.4.4 and gaps are identified in Section 2.4.5.

2.4.1 YOLO Object Detectors

DL is currently the most employed technology for the TLD task [11]. Both two-stage
approaches (Fast R-CNN [128], R-CNN [129]) and one-stage approaches (YOLO [130])
have been proposed, with the latter receiving more interest for real-time capability. We focus
on the YOLO family for its state-of-the-art performance and popularity in AD research [131].
The YOLO algorithm divides the input image into a grid of cells, predicting bounding
boxes at different scales and corresponding class probabilities. Since YOLOv10, NMS
post-processing has been replaced by one-to-one mapping [132].

Terven et al. [133] provide a thorough review from YOLOv1 to YOLOv8. In the TLD
context, Polley et al. [134] evaluate a YOLOv7/v8-based system on BSTLD and DTLD,
achieving mAP50 of 83% and 74% on a three-class problem (red, yellow, green). Sharma et
al. [40] compare YOLOv8–v11, showing YOLOv11 offers the fastest inference (≈13.5 ms)
with mAP50 ≈0.92. Khanam and Hussain [41] analyze the YOLOv11 architecture, high-
lighting C3k2, SPPF, and C2PSA components that improve feature extraction.

For embedded deployment, model quantization is a standard technique to reduce memory
footprint and inference latency. FP16 quantization has been shown to preserve detection
accuracy with minimal degradation [135], making it suitable for automotive platforms such as
the NVIDIA Jetson family. Li et al. [136] performed the first quantitative analysis of sensor
noise impact on YOLO and Faster R-CNN performance, considering YOLOv5. Our work
updates this analysis to YOLOv11 and extends it to the TLD task on embedded hardware.

2.4.2 Sensor Vulnerabilities in Automated Driving

Anomalies in sensor signals require systematic analysis. Beyond functional implications,
they raise cybersecurity concerns, as sensor channels can be exploited to inject false data or
manipulate perception outputs. ISO/SAE 21434 [83] establishes cybersecurity engineering
requirements across the road vehicle lifecycle. In parallel, ISO/IEC 62443 [84] extends these
principles to interconnected embedded architectures.
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Zhao et al. [137] propose a taxonomy of vehicular sensor anomaly sources across four
groups: component faults; adaptability failures to external environments; cyberattacks; and
sensor design deficiencies. Vargas et al. [138] examine how adverse weather conditions
compromise sensor performance, offering attenuation models useful for simulation-based
testing. Joshi and Kumar [139] examine sensor integration limitations that caused real
accidents. Rastogi and Nygard [140] highlight the susceptibility of camera, LIDAR, and
radar to cyberattacks and sensor manipulation.

For camera sensors, Ceccarelli and Secci [141] define failure modes under adverse
lighting and weather, and introduce a robust lane-keeping control scheme with input-to-state
stability. Zheng et al. [42] propose TPSeNCE, a rain generation method using a Triangular
Probability Similarity constraint to create realistic rainy images. Ji et al. [43] identify an
acoustic-based attack (Poltergeist) targeting image stabilization hardware, inducing blur that
disrupts DL perception tasks, directly relevant to embedded automotive deployments. Li et
al. [142] propose ASA, a black-box perturbation method targeting traffic sign recognition
models.

2.4.3 Image Recovery Techniques

After anomaly detection, signal recovery is required to restore perceptual performance. Zhao
et al. [137] review countermeasures ranging from diagnosis and fault-tolerant control to
defense strategy implementation. Fang et al. [143] survey anomaly diagnosis methods across
functional safety, SOTIF, and cybersecurity risk dimensions.

For camera sensors, Ye et al. [144] propose a reference-guided Transformer filter for rain
removal. Zheng et al. [145] propose SAPNet, a lightweight segmentation-aware progressive
network for image deraining that preserves semantic details for downstream perception.
Kupyn et al. [146, 147] propose DeblurGAN and DeblurGAN-v2, achieving five-fold im-
provements in inference speed and deblurring quality; DeblurGAN-v2 uses a MobileNetV2
backbone, making it suitable for embedded platforms. GANs have also been used by Jin et
al. [148] as a preprocessing step for perturbation removal.

Autoencoders have been studied for robust representation learning. Vincent et al. [149]
propose Denoising Autoencoders for feature extraction. Hwang et al. [150] present PuVAE,
which projects adversarial examples onto the class manifold to purify them. Diffusion models
represent an emerging family for image restoration: Ozdenizci and Legenstein [151] achieve
state-of-the-art multi-weather restoration, but diffusion-based methods suffer from high
computational cost [152, 153], making them unsuitable for real-time embedded deployment.
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2.4.4 Traffic Light Datasets

A factual survey of the main public TLD datasets is provided here; dataset selection criteria
and preprocessing choices are discussed in Chapter 5.

The BSTLD [154] comprises 13,427 RGB images at 1280×720 px with 24,242 anno-
tations from US urban areas, covering sunny to light-rain conditions. The DTLD [153]
contains over 230,000 annotated traffic lights at 2048×1024 px across 11 German cities,
with diverse illumination and weather conditions, and includes the red-yellow state relevant
for cross-regional robustness. The LISA dataset [155] includes 43,007 frames from San
Diego under day and night conditions at 1280×960 px with 113,888 annotations. Table 2.6
summarizes these datasets.

Table 2.6 Traffic light dataset characteristics.

Dataset Images Day/
Night Resolution Annotations Cities Red Green Yellow Red

Yellow Off Year

BSTLD [154] 13,427 D 1280×720 24,242 17 ∼9.5K ∼13K ∼0.6K absent ∼1.1K 2017
DTLD [153] 40,978 D 2048×1024 232,039 11 ∼60K ∼80K ∼5K ∼2K ∼40K 2018
LISA [155] 43,007 D/N 1280×960 51,826 1 ∼25K ∼24K ∼2K absent absent 2015

2.4.5 Summary and Open Gaps

Table 2.7 compares the main camera recovery methods reviewed above across anomaly type,
recovery approach, real-time capability, TLD specificity, and TOR integration.



2.5 Chapter Summary and Research Gaps 31

Table 2.7 Camera image recovery methods for AD: anomaly type, approach, real-time
capability, TLD specificity, and TOR integration.

Method Anomaly type Recovery ap-
proach

Real-
time

TLD-
specific

TOR

Ye et al. [144] Rain / drops Transformer filter Partial × ×

SAPNet [145] Rain streaks Segm.-aware prog.
net

✓ × ×

DeblurGAN-
v2 [147]

Blur GAN (Mo-
bileNetV2)

✓ × ×

Ozdenizci & Legen-
stein [151]

Multi-weather Diffusion (patch) × × ×

PuVAE [150] Adversarial Autoencoder purif. Partial × ×

Li et al. [136] Sensor noise Quantitative analy-
sis

– Partial ×

Ours [7] Blur + noise Frame checker + re-
cov.

✓ ✓ ✓

Gap G5: no existing work integrates camera anomaly detection, image recovery, and
TOR into a single deployable AD function validated on embedded hardware. All recovery
methods are standalone, none are validated end-to-end for TLD, and none include a TOR
mechanism. No prior work evaluates a quantized FP16 YOLOv11 detector under realistic
camera perturbations, nor proposes a training strategy for a frame-level anomaly checker that
also leverages cleaned frames. This gap is addressed in Chapter 5.

2.5 Chapter Summary and Research Gaps

The four surveys above converge on five open problems, summarized in Table 2.8. Each
gap identifies a specific limitation in the state of the art directly addressed by one of the
experimental chapters.
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Table 2.8 Research gaps identified in the literature and corresponding thesis contributions.

# Gap Evidence in literature Addressed in

G0 DT applied to highway
driving with discrete actions
and safety constraints is
unexplored; 2D simulation
cannot characterize the
performance-safety
trade-off credibly

DT validated only on Atari/MuJoCo [28];
highway-env lacks physics and sensor
noise [30]

Chapter 3

G1 No open, DL-ready dataset
for EV LC intention with
continuous TTLC labels
(0–4 s regression) paired
with a reproducible
generation framework

Brain4Cars: 274 LCs / 10 drivers;
NGSIM/highD: no EV-centric features;
Waymo: 8 s horizon, no ego-intention
labels; no dataset includes a generation
engine

Chapters 3 and 4

G2 LC predictors are almost
exclusively classifiers;
TTLC regression beyond 3 s
is unexplored

Zhang et al.: claimed 7 s but reliability
drops; Gao et al., Xia et al.: classification
only; no regression benchmark exists

Chapter 4

G3 Scenario generation
pipelines discard ∼30% of
output; not fully automated;
EV reactions not modeled

Cossu (2025): 30% discard rate; Brake
scenario misclassified as Following LV
without EV reaction modeling

Chapter 4

G4 No public labeled dataset
for in-vehicle highway
scenario detection (real or
synthetic)

Confirmed by survey of real-world
(§2.3.3) and synthetic (§2.3.4) datasets

Chapter 4

G5 No integrated modular
system combines camera
anomaly detection, image
recovery, and TOR on
embedded hardware

All recovery methods are standalone;
none validated end-to-end for TLD; no
TOR mechanism; no FP16 YOLOv11
evaluation under perturbations

Chapter 5
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These gaps directly motivate the methodological choices in the subsequent chapters: the
DT experiment and CARLA framework (Chapter 3), the LC regression dataset and scenario
generation pipeline (Chapter 4), and the anomaly-aware embedded TLD system (Chapter 5).





Chapter 3

From High- to Low-Level Simulation

3.1 Introduction

This chapter bridges the gap between abstract policy learning and realistic data acquisition,
serving a dual purpose that underpins the contributions presented in Chapter 4. First, we
validate sequence modeling for tactical DM in a controlled 2D setting using highway-
env [35, 156], where we build an offline dataset, train a DT policy, and benchmark it
against an online DQN. This lightweight environment enables rapid iteration and establishes
proof-of-concept for offline decision-making.

However, the inherent limitations of 2D abstractions (e.g., safety-critical nuances, comfort
metrics, sim-to-real transferability) motivate our transition to a sensor-realistic 3D pipeline.
We therefore introduce our CARLA simulation framework, featuring a custom highway map
and lightweight data-collection infrastructure designed for long, stable runs and human-in-
the-loop data acquisition. This 3D environment provides the necessary fidelity for large-scale
data collection and subsequent model evaluation in later chapters.

3.2 Methodology

In this section, we describe the methodologies used in our research to explore the application
of DT within the AD domain. We begin by outlining the creation of an offline RL dataset,
followed by the description of the training process of the DT model. Lastly, we present the
evaluation metrics and results obtained from comparing our DT model with a traditional
DQN) [157] agent.



36 From High- to Low-Level Simulation

3.2.1 Environment

Experiments are conducted in highway-env (Fig. 3.1), a lightweight 2D open-source simulator
tailored to tactical decision making (DM) in multi-lane highway traffic. The platform provides
a controlled yet realistic setting where autonomous driving (AD) agents, particularly DRL-
based approaches [8, 158–160, 49], can be trained, evaluated, and analyzed.

The environment reproduces typical highway maneuvers, including lane keeping, over-
taking, and LCs, within dynamic traffic scenarios. Its Gym-compatible interface enables
seamless integration with standard DRL libraries and rapid prototyping, thanks to the python
framework which easily allows to gather informations (i.e. speed, lane position, agent’s
observation, reward, etc.) . Compared to SUMO RL [106], which targets network-level
traffic flow rather than single-agent DM, and CommonRoad [107], which requires substantial
setup overhead and lacks native DRL support, highway-env offers a minimal yet sufficient
abstraction for offline sequence modeling experiments at the scale required here. In addition,
the lightweight rendering allows large-scale training and offline dataset generation without
GPU bottlenecks, while the transparent and well-documented formulation supports controlled
ablations and reproducibility [49, 50].

Formally, highway-env models the EV and surrounding traffic as agents in a MDP [48].
The state encodes positions, velocities, and lane configurations; the EV selects actions such
as acceleration, braking, or lane changes to maximize a reward function balancing safety,
efficiency, and comfort. This structure makes the simulator suitable both for benchmarking
new decision-making strategies and for analyzing the behavior of trained policies.

Because of its open-source nature and extensibility, highway-env has become a standard
testbed in the AD research community for developing interpretable, robust, and safe driving
policies in complex highway scenarios.

Fig. 3.1 Snapshot from highway-env. The EV, namely the learning agent, is colored in green;
NPVs are light-blue.
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Observation

Observations are kinematic and structured as a matrix of size V ×F , where V is the number
of observed vehicles and F the number of features per vehicle. Each observation comprises
F = 7 features per vehicle, in the following order: presence indicator, horizontal coordinate,
vertical coordinate, longitudinal speed, lateral speed, and two trigonometric headings (cosine
and sine). We set V = 10 observed vehicles out of the 15 total present in each episode. Hence,
each observation is a 10×7 matrix.

The empirical observation window of V=10 vehicles was chosen to balance contextual
richness and input dimensionality. Including too few vehicles risks missing relevant interac-
tions during dense traffic; including all 15 increases input size without proportional benefit,
as distant vehicles rarely influence immediate decisions [49]. The 7 features per vehicle,
adopted also in other works (i.e., [49]) extend the standard 5-feature kinematic vector to
capture vehicle orientation, which is relevant for anticipating lateral maneuvers.

Rewards

Reward design follows three components: collision avoidance, lane discipline, and speed.
A sparse penalty of −1 is applied upon collision, immediately ending the episode. Dense
rewards encourage the EV to remain in the right-most lane whenever feasible and to maintain
speeds within a target range [30,36]m/s. Table 3.1 summarizes the employed signals.
Reward weights are rebalanced to reduce the bias toward aggressive acceleration and to align
better with safety considerations.

Table 3.1 Employed rewards in highway-env.

Reward Description Type Weight

Collision
Assigned when the EV collides with

another vehicle
Sparse −1

Right-most lane
Encourages the EV to remain in the

right-most lane when possible
Dense 0.3

High-speed
Active only in [30,36]m/s to promote

adequate speed
Dense 0.3

More specifically, the reward function can be defined by Eq. 3.1

R = ccoll ·Rcoll + crml ·Rrml + chs ·Rhs, (3.1)
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where Rcoll , Rrml, and Rhs represent the three primary reward functions already described
in Table 3.1. Such rewards help shape the EV decision-making during training. The equal
weighting of lane discipline and speed rewards reflects the dual objective of maintaining
traffic-compliant positioning while sustaining highway-appropriate velocities. The collision
penalty dominates by design, as a single crash terminates the episode. These values are
consistent with reward structures reported in related highway-env studies [49, 50], where
balanced dense rewards with a heavy sparse collision penalty have been shown to produce
stable training.

Collision The collision reward Rcoll (Eq. 3.2) penalizes the agent when a collision occurs.
Specifically, it assigns a reward of −1 if the EV crashes into another vehicle, triggering the
end of the episode to prevent the accumulation of positive rewards. Conversely, if the EV
completes the simulation without crashing, the reward remains 0.

Rcoll =

−1, if the vehicle crashes

0, otherwise
(3.2)

Lane Discipline The right-most lane reward Rrml (Eq. 3.3) incentivizes the EV to maintain
its position in the right-most lane whenever possible. The highest reward is achieved when
the EV remains in the right-most lane, and the reward linearly decreases as the EV moves
towards the left-most lane, where it reaches zero. The equation is defined as:

Rrml =
Current EV lane index

N
(3.3)

where N represents the total number of lanes on the road. Unlike the collision reward,
this reward is dense, meaning it is continuously provided to the agent at each simulation step.

Speed The high-speed reward Rhs (Eq. 3.4) encourages the EV to maintain a high speed. It
is also a dense reward, meaning it is frequently given during training. The highest reward is
achieved when the EV cruising speed remains within a specific range, which in our case is
30 to 36 m/s (108 to 130 km/h). The reward function is defined as:

Rhs = clip(scaled speed,0,1) (3.4)

where scaled speed is a normalized value obtained through linear interpolation:

scaled speed =

(
v− lmin

lmax− lmin

)
(3.5)
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where:

• v is the EV current speed,

• lmin and lmax are the minimum and maximum thresholds of the speed range where the
agent receives a positive reward.

To ensure stability in the DRL process, the values of the rewards are mapped between
[0,0.1] before being fed into the algorithm. This normalization step is done to prevent
an excessive increase in the total reward magnitude, which could destabilize the learning
process.

Action Space

We adopt the following discrete action space:

ALL = {faster,slower,left,right,idle},

with cardinality |ALL| = 5. Each action corresponds to a one-step primitive that directly
affects the kinematic state of the EV within the simulator. This compact set captures
acceleration and deceleration in the longitudinal axis, lateral lane changes, and the option to
maintain the current trajectory. Table 3.2 reports the semantics of each primitive.

Table 3.2 Low-Level discrete action space in highway-env.

Action Description

faster Increases the EV longitudinal velocity by applying a discrete positive acceleration
increment.

slower Decreases the EV longitudinal velocity by applying a discrete negative acceleration
increment.

left Initiates a lane change maneuver to the immediate left lane, if available.

right Initiates a lane change maneuver to the immediate right lane, if available.

idle Maintains the current velocity and lane, with no change in control.

3.2.2 Data Collection

Offline RL dataset must be composed of MDP trajectories, (i.e. states, actions, and rewards)
to reconstruct RL transitions. To build the offline dataset, an online DQN agent was trained
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in the highway environment for 250,000 steps. Each episode lasted at most 30 seconds and
included 15 vehicles. After training, the policy was executed to collect 150,000 episodes,
totaling approximately 3.86 million trajectories. Table 3.3 summarizes the dataset statistics.
Episode durations are in seconds (s). Min and max returns refer to the lowest and highest
episode-level cumulative rewards (dimensionless) observed across the full dataset.

Table 3.3 Dataset statistics.

Min
return

Max
return

Avg
return

Trajectories Episodes
Min

duration (s)
Avg

duration (s)

7.6 23.2 11.32 3.86M 150K 10 23.06

We acknowledge that collecting data from a single DQN policy introduces coverage
limitations inherent to offline RL [46]. Despite using ε-greedy exploration during data
collection, introducing stochastic action selection that diversifies the visited state-action space,
the dataset may not cover all relevant state-action regions, particularly rare or suboptimal
transitions. However, the scale of the dataset (3.86M trajectories across 150K episodes) and
the stochastic nature of the traffic provide meaningful behavioral diversity. This setup is
consistent with standard offline DRL benchmarks [161], where medium-quality single-policy
datasets remain a common and accepted baseline for evaluating sequence models.

3.2.3 Decision Transformer Architecture

In accordance with prior research [28, 162], we adopt return-conditioned upside-down
RL via a cross-entropy loss to predict subsequent actions in an autoregressive manner.
While these works demonstrate the effectiveness of DT in Atari and MuJoCo benchmarks,
their application to multi-agent highway scenarios with discrete action spaces and safety
constraints remains underexplored.

Given an offline trajectory τ =
{
(s1,a1,r1), . . . ,(sT ,aT ,rT )

}
, we compute the return-to-

go as

Ĝt =
T

∑
t ′=t

rt ′ (3.6)

and train an autoregressive policy that predicts at conditioned on a fixed-length history of
returns, states, and past actions. Concretely, at each training step we feed the model the last
K timesteps (context length, CL) of the triplets (Ĝt ,st ,at−1) and minimize the next-action
cross-entropy:
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L =−
t0+K−1

∑
t=t0

logπθ

(
at | Ĝ1:t ,s1:t ,a1:t−1

)
. (3.7)

CL specifies how many past observations and actions the model can attend to when producing
at .

Tokenization follows the DT design [28]: each timestep contributes three tokens (i.e.,
return-to-go, state, and action) so that one episodic timestep corresponds to a length-3 token
block. We use an episodic timestep embedding shared by the three tokens of the same
timestep, rather than a single position per token as in the standard Transformer setup [26].
This preserves the semantic separation between the conditioning signal (return-to-go), the
observation (state), and the decision (action), allowing the model to attend selectively to
each component across timesteps. This design choice is supported by ablation studies in [28]
showing that fused embeddings degrade performance. The resulting token sequence is
processed by a causal, GPT-style decoder with masked self-attention, and the model outputs
action logits autoregressively. Training uses a standard cross-entropy objective over the
discrete action vocabulary. Our backbone is a GPT-2–like decoder-only architecture [163],
adapted to the (Ĝ,s,a) tokenization described above. The choice of a GPT-2–style decoder,
despite the low dimensionality of the input tokens, follows the original DT formulation [28],
which demonstrated that autoregressive sequence modeling over return-state-action triplets is
effective even in low-dimensional control tasks.

Figure 3.2 illustrates the data flow: tokens derived from the dataset are embedded,
combined with timestep encoding, and passed through the transformer to produce action
logits. The model is trained with cross-entropy loss over the discrete action space.



42 From High- to Low-Level Simulation

Fig. 3.2 Diagram of the DT architecture used in highway-env. Each timestep contributes
return, state, and action tokens, which are embedded and processed with causal attention.

3.2.4 Training setup

The DT was trained for 500 epochs. We chose the DT hyperparameters to use according to
Bhargava et al. [162]. The values that differ from this set are the used attention heads (i.e.
4), steps per iteration (i.e. 10,000), and batch size (64). The training was performed on a
computer equipped with an Intel i9-14900K CPU, 32 GB of RAM, and an NVIDIA GeForce
RTX 4080.

3.3 Results

To evaluate the trained DT, we compared it against the DQN agent used to generate the
dataset and against a random agent that uniformly sampled actions from the discrete set.
Evaluation consisted of 300 closed-loop episodes in the same highway environment. The
target return at test time was set to the maximum value observed in the dataset, to encourage
the DT toward high-return behaviors.

Table 3.4 summarizes the results. DT achieves the highest average return (14.01),
outperforming the DQN (11.35) and the random baseline (6.41). It also sustains slightly
longer average episodes (22.66 seconds) compared to DQN (22.25). The DT maintains an
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average speed of 22.56 m/s, faster than DQN (21.95) but slightly slower than the random
agent (24.02). However, collision rate reveals a safety trade-off: DT suffers a 51% collision
rate, higher than the 40% observed for DQN, while the random baseline, unsurprisingly,
reaches 96%.

Table 3.4 Obtained results after 300 episodes for each agent.

DM Agent Type Avg return
Avg episode

length (s)
Avg

speed (m/s)
Collision rate

DQN Online 11.35 22.25 21.95 40%

DT Offline 14.01 22.66 22.56 51%

Random Heuristic 6.41 13.03 24.02 96%

The obtained results indicate that DT, when trained on a large offline dataset, is capable
of surpassing the behavior policy in terms of return and maintaining longer episodes, which
reflects improved DM performance. However, this comes with a clear cost: the collision rate
is significantly higher than that of DQN. This performance–safety trade-off highlights the
limitations of optimizing only for return without explicit safety constraints.

The DT attains higher returns than the behavior policy but at a higher collision rate, a
known offline-RL trade-off. Because 2D abstractions limit comfort and risk assessment, we
now transition to a 3D, physics-aware pipeline. The next part replaces highway-env with
CARLA and introduces a custom highway map and a lightweight data-collection stack to
test DM under realistic dynamics and sensing.

3.4 The Importance of Increasing Realism

In this work, we tackled the application of DRL via sequence modeling within the AD
domain. We selected highway-env as our AD environment, which, despite its high level
of abstraction, serves as an effective starting point for evaluating ML models, assessing
AD scenarios [164], and investigating impact of various driving factors [160]. The results
obtained are promising, demonstrating how sequence modeling can be effectively applied
for DM in AD. We recognize that the DT collision rate is not yet optimal. However, the
performance of the DQN and DT models is inherently interrelated. It is believed that with a
more comprehensive and higher-quality dataset, along with a pre-trained model exhibiting
a higher success rate, the DT performances can be significantly enhanced. Improved data
collection efforts will provide the necessary foundation for more effective training and
results. While the DQN, a well-established DRL algorithm in highway-env, resulted in fewer
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collisions than our model, it yielded a lower average return, leading to more conservative
driving behavior in terms of speed and collisions. We acknowledge that replacing low-level
actions with more realistic, structured, higher-level actions could enhance the realism and
safety of the model [18, 160, 159].

Furthermore, we stress the importance of the data quality, as it significantly impacts the
performance and reliability of ML and DRL models. The quality and variety of the data
ensure optimal learning and generalization capabilities for AD scenarios. In light of the fact
that fine-tuning to learn new tasks is applicable in offline DRL, opposite to online RL, it is
imperative to consider the prevention of catastrophic forgetting when dealing with previously
unencountered tasks. Recent advancements in the literature suggest that Multi-Domain DT
may be employed to learn more effective representations of trajectories, while avoiding
catastrophic forgetting [165].

To address more realistic situations, it is crucial to employ more sophisticated driving
simulators, such as CARLA [36], which takes into account vehicle physics, 3D models,
and many other factors that highway-env and other driving simulators do not focus on.
Crucially, the trade-off between safety and performance observed in our DT experiments
cannot be properly characterized or mitigated in a 2D abstraction: comfort margins, sensor
noise, and spatial continuity require a physics-aware setting, as well as a wide coverage
of socio-behavioral factors, such as driver prudence and driving style variability, which
are essential to accurately reflect human-robot interaction in mixed-traffic scenarios. The
CARLA framework introduced in the following sections addresses this gap, while also
serving as the data collection infrastructure that enables the LC intention recognition and
scenario generation tasks presented in the subsequent chapters of this thesis.

3.5 From 2D Prototyping to 3D High-Fidelity Simulation

Results from DT on highway-env exposed performance–safety trade-offs under simplified
dynamics and sensing. Rather than porting those experiments as-is, we focus here on a
realistic pipeline tailored to long, stable highway runs.

We developed a lightweight yet stable highway environment in CARLA [1]. The con-
tribution is twofold: a custom highway map engineered for stability and controlled variety
(long straights, broad direction-balanced curves) and a data–collection stack that turns the
simulator into a reliable pipeline. The framework [1, 2] offers a first–person driving interface
(mirrors, indicators, gauges, RPM–synchronized audio), procedural traffic that maintains
interaction density without excessive GPU load, and a standardized telemetry pipeline that
exports sessions as analysis–ready time series for DL models.
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3.6 Framework Design

This section illustrates the framework structure. It starts with the map design, featuring
description and statistics. It then follows with the traffic modeling that had been chosen to
limit GPU overload and to make the framework lightweight.

The scientific contribution of this framework is threefold. First, it provides a reusable and
open-source1 [2], simulation stack that can be adapted to different viewpoints, modalities,
and experimental designs without rebuilding from scratch. Second, it addresses a concrete
methodological gap: the absence of stable, long-duration highway environments in CARLA
suitable for human-in-the-loop data collection at scale, as existing maps (Town4, Town12)
suffer from physics instabilities and limited highway geometry. Third, it produces structured,
annotation-ready time series of LC maneuvers, directly enabling the supervised learning
benchmarks presented in Chapter 4. In this sense, the framework is not an end in itself but a
methodological enabler for the data-driven contributions that follow.

3.6.1 Map

At the current version, CARLA offers 15 towns, with Town12 and Town13 featuring large
highway systems, but these maps have issues like invisible walls and uneven pavement. To
address this, we created a custom map using RoadRunner tool by MATLAB [166], shown in
Fig. 3.3. The new map represents a 60 km one–way highway track with two 3.75 m–wide
lanes, featuring both straight and carefully balanced left/right curves, with different radii,
to ensure behavioral variety and prevent road geometry biases in the collected data. Map
parameters were designed to reflect real European highway standards. Specifically, the 3.75
m lane width aligns with Italian highway norms (3.50–3.75 m per lane [167]). The 60 km
circuit length ensures that data collection sessions are not artificially constrained by track
boundaries, avoiding behavioral artifacts from route familiarity. We prioritized simulation
efficiency by minimizing environmental assets and avoiding computationally expensive
elements (e.g., vegetation, water effects, or particle systems). This design choice reduces
GPU load, enabling longer uninterrupted simulation runs and higher frame rates, which are
essential for stable and consistent data logging. Moreover, it isolates the driving task from
visually irrelevant elements, ensuring that the agent’s behavior is shaped primarily by traffic
dynamics rather than by perceptual distractions unrelated to LC decisions. This is consistent
with findings that task-relevant cues such as lane geometry and nearby vehicles are more
important for driving behavior than background scenery, and that simplified visuals can still
support valid driving performance measures when core cues are preserved [168, 34, 169].

1https://elios-lab.github.io/LC-Intention-Framework/
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Fig. 3.3 Top view of the map.

For completeness, Table 3.5 summarizes the main specifications of our highway track
against commonly used alternatives in CARLA-based studies; detailed map and traffic design
choices are documented in the following sections.

Table 3.5 Comparison of available highway maps.

Map
Lane

width (m)

Total
length
(km)

Map area
(km2)

#
Curves

Min/Max
radius (m)

Min/Max
straight length

(km)

NGSIM
rep. [70]

3.70 1 0.1 0 N/A 1/1

CARLA
Town4 [36]

3.50 4 0.8 6 54/500 0.1/0.9

Ours 3.75 60 147 30 232/697 1/4.4

As shown in the table, while the minimum radius of 232 m is below the 339 m rec-
ommended for Italian extra-urban highways (designed for 90 km/h), it remains above the
minimum for lower-speed or urban highway sections (45 m) [167]. This range was deliber-
ately selected to introduce geometrically challenging segments that elicit a broader range of
driver behaviors, including speed adaptation and increased lateral attention during LC maneu-
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vers. While this implies lateral accelerations that exceed typical highway comfort thresholds
at maximum speed, drivers naturally self-regulate their speed on tighter curves [170], as
confirmed by the observed speed variability across participants [2]. The primary design
objective was behavioral diversity in the collected dataset rather than strict adherence to
infrastructure standards, ensuring physically plausible and safe simulation dynamics.

3.6.2 Driver View

Vehicle dynamics rely on CARLA’s PhysX–based model (nonlinear tire lateral forces with
slip), with a maximum EV speed set to 140 km/h to span typical highway limits while
retaining a buffer for safe scenario elicitation. To support human–in–the–loop data collection
and to standardize the first–person viewpoint, we augmented the cockpit with back and left
rear–view mirrors, indicators status, tachometer, and odometer overlays, as shown in Fig. 3.4;
engine sound was tied to RPM to stabilize speed control by the driver.

Fig. 3.4 EV view.

Cockpit augmentations were included to provide an ecologically plausible driving con-
text, following established human-machine interaction and simulator validity literature.
Speed feedback improves speed maintenance accuracy and reduces attentional cost; mirror
configuration systematically influences visual scanning and LC decision times; and RPM-
synchronized audio, as part of multimodal feedback, has been linked to improved reaction
times and more realistic speed perception in simulator environments. Indicator overlays are
standard practice in medium-fidelity HMI evaluation. A formal controlled comparison with
and without these elements was not conducted and is left as future work [171–176].
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3.6.3 Traffic Modeling

Following our two previous studies [160, 159], adding NPVs to the scene was needed
to increase realism, but on the other hand a strategy to keep the simulation smooth and
lightweight to avoid GPU overload was needed.

We implemented two types of NPVs: SNPVs and HNPVs. SNPVs populate the right lane
at a 100 km/h constant speed, to naturally induce LC scenarios. To optimize computational
efficiency in our vast environment, we developed a procedural traffic generation system
that dynamically spawns SNPVs ahead of the EV and recycles them once overtaken and
no longer visible in the rearview mirrors. This approach maintains realistic traffic density
while preventing GPU overload and frame rate degradation. HNPV serves as a stochastic yet
realistic risk element. With a maximum speed of 180 km/h, HNPVs are initialized in the left
lane to create challenging scenarios. Following each encounter, the HNPV is systematically
repositioned behind the EV through a teleportation mechanism. The traffic management
system is formalized in Algorithm 1, while examples of HNPV and SNPVs are illustrated on
Fig 3.5.
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Algorithm 1 NPVs Traffic Management System

1: min_dist← 300; max_dist← 400; offsetS← 300; offsetH← 800
2: while true do
3: for i = 0 to N−1 do
4: if min_dist < EV.pos−SNPV s[i].pos < max_dist then
5: while true do
6: if EV.pos+offsetS is a free location then
7: teleport SNPVs[i] at EV.pos+offsetS
8: offsetS← 300
9: break

10: else
11: offsetS← offsetS+300
12: end if
13: end while
14: end if
15: end for
16: if min_dist < HNPV.pos−EV.pos < max_dist then
17: teleport HNPV at EV.pos−offsetH
18: end if
19: end while
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(a) HNPV (visible in the rear-view mirrors) ap-
proaching from behind.

(b) The HNPV has overtaken the EV, and it is
visible in the left lane.

(c) EV approaching a SNPV, starting the LC ma-
neuver.

(d) EV after overtaking the SNPV (rear-view mir-
ror).

Fig. 3.5 Scenario with HNPV and SNPV: (a) HNPV pre-overtake; (b) HNPV post overtake;
(c) A SNPV is overtaken by the EV; (d) the EV has overtaken the SNPV.

3.7 Results

3.7.1 Data Collection Involving Human Participants

To test the simulation framework, we gathered vehicular data related to LC maneuvers
performed by real human drivers. To do so, we chose the Logitech G920 driving system,
widely referenced in driving simulator development (e.g., [177]). The setup included a firmly
fixed steering wheel and pedals, a 29” ultra-wide curved screen for a broad field of view, and
a dedicated driving seat. An external camera recorded the test sessions and user behavior. A
supervisor was present during the whole experiment and annotated any unforeseen issues,
such as collisions or technical malfunctions.

To conduct the experiments, a computer equipped with an Intel i9-14900K CPU, 32 GB
of RAM, and an NVIDIA GeForce RTX 4080 was used. Four participants of different ages,
genders, and driving abilities took part in the test. In accordance with the General Data
Protection Regulation (GDPR), this research adhered to the requisite standards to ensure
the confidentiality of participants’ data and information. Before testing, participants are
requested to sign the GDPR agreement and provide personal information (e.g. age, sex,
nationality, driving license, driving proficiency. etc.) by filling in a survey. The classification
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of participants includes different perspectives and abilities. To ensure some driving skill,
participants are required to possess a driving license for a minimum of two years and a
minimum of 1,500 km of driving experience. The supervisor is responsible for providing a
comprehensive briefing on key aspects, including the rationale for the test, driving rules and
data collection procedures. Upon the conclusion of the analysis, any personal data have been
deleted.

Each participant drove for 15 minutes, and the whole driving session was recorded.
During the experiment 10 vehicles (excluding the EV) were on the road, and the drivers had
to perform LC maneuvers whenever they felt it safe to do. Simulation stability was monitored
throughout all data collection sessions. The framework sustained a consistent frame rate
above 30 FPS on the test hardware (Intel i9-14900K, RTX 4080, 32 GB RAM) across
sessions of up to 15 minutes with 10 active NPVs. No physics anomalies were observed (e.g.,
vehicle tunneling, abnormal collision geometry, kinematic discontinuities occurred during
logged runs, etc.). Episode resets were triggered exclusively by intentional collision events
or manual interruption, with no simulator crashes recorded across the full data collection
campaign. Table 3.6 resumes the results obtained after the data collection phase.

Table 3.6 Preliminary results.

Users Speed (km/h) LCs
Traveled

distance (m)

User1 140 150 2100

User2 120 100 1800

User3 120 80 1800

User4 110 82 1650

As illustrated in the table, the number of LCs ranges from 80 to 150, depending on the
driver’s average speed and confidence in overtaking SNPVs. Each participant completed a
15-minute driving session, as the primary objective was to generate a dataset for LC intention
recognition rather than to estimate realistic traffic statistics. These preliminary results confirm
that the simulator produces LC events for data collection purposes. However, the limited
sample size and short exposure duration prevent any generalizable conclusions regarding
typical LC rates or overall simulator realism. The observed average of approximately six
LCs per minute should therefore be interpreted as scenario-specific and exploratory.

This preliminary session was designed as a pilot study to validate the simulator setup,
identify usability issues, and estimate LC elicitation rates before the full-scale data collection
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campaign described in Chapter 4, which involved 50 participants. Results are therefore not in-
tended to be statistically generalizable, but to inform simulator refinements and experimental
design.

3.7.2 Participants Feedback

User feedback received upon test conclusion included comments pertaining to various
aspects of the simulation. These aspects included the perceived width of the road, the traffic
simulation, and the GUI displayed on the dashboard. In particular, from two users it was
observed that the road was perceived as narrow, although the map width adheres to the
standards. This discrepancy may be imputed to the relatively narrow field of view of the
main camera, set at 105°, which, on the one hand prevents the driver from experiencing the
sensation of driving too fast compared to reality, but on the other hand, results in a road view
that is somewhat narrow in comparison to reality. One potential solution to the problem
might be employing of two additional cameras, which would provide enhanced side visibility.
However, this would result in a higher computational load.

All the received feedbacks had been taken into consideration to improve the simulator
flow to make it suitable to better driving sessions.

3.8 Conclusion

This chapter combined low-level prototyping in highway-env with a high-fidelty, realistic 3D
pipeline in CARLA. In highway-env, offline DT training on a large dataset yielded higher
returns than the behavior policy but at a higher collision rate, exposing the safety–performance
trade-off under simplified dynamics and sensing. These findings justified the move to a
physics-aware setting where comfort, risk, and failure modes can be measured credibly.

The CARLA framework addressed the main blockers observed in 2D: it enabled long,
uninterrupted runs, providing stable logs and supporting controlled variability through a
custom highway map and procedural traffic. The first-person cockpit and standardized
telemetry turned driving sessions into analysis-ready time series suitable for downstream
learning tasks.

Initial human-in-the-loop experiments, though limited in sample size, consistently elicited
LC maneuvers at a high rate and produced structured annotations with low overhead. Together
with the DT results in highway-env, this establishes a path from rapid policy iteration to
credible data collection: fast hypothesis testing in 2D to shape models and rewards, then
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3D acquisition to quantify safety, comfort, and transferability under realistic sensing and
dynamics.

Practically, the resulting asset is not a one-off prototype but a reusable product. Its
modular map, traffic, cockpit, and logging stack generalize across projects and modalities. It
scales to larger campaigns without excessive computational cost and supports both learning
from demonstrations and closed-loop policy evaluation.

This work underpins two projects later in the thesis: one on LC intention recognition and
one on driving scenario generation and detection, both leveraging the same map and logging
stack while addressing distinct learning problems (see Chapter 4).





Chapter 4

Lane Change Intention Recognition and
Scenario Detection on Highways

4.1 Introduction

This chapter merges together two problems on the same simulation setup: early recognition
of LC intention and detection of highway driving scenarios. Building on the CARLA-based
framework and custom highway map introduced earlier, we use a coherent stack to study
both a fine-grained maneuver task (TTLC-oriented LC intention regression, trained on
telemetry/time-series) and a higher-level context task (video-based scenario classification,
rendered as MP4 clips without telemetry). For the scenario part we reuse the same highway
map to ensure geometric consistency across tasks.

The LC part leverages human-in-the-loop sessions collected on the custom highway
track to model driver intent as a TTLC regression problem and to benchmark alternative
architectures under realistic interaction density. Our LC intention recognition framework [2]1

provides a ready-made dataset of annotated maneuvers and the tools to reproduce and extend
it. Being built on CARLA, researchers can modify scenarios (road layout, traffic density,
driver behaviors) and regenerate data to suit new experiments. The open release of both data
and code enables reproducible research and collaboration. A graphical overview is shown in
Fig. 4.1.

We then address driving scenario generation and detection: using the same highway map,
we synthesize labeled video clips for multiple highway scenarios and export them as MP4s
(no telemetry/time-series). Generation follows configurable templates (traffic density, relative
speeds, gaps) and renders controllable variability while keeping geometry and markings

1https://elios-lab.github.io/LC-Intention-Framework/
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consistent. A reference classifier trained on these clips provides baseline performance and
error analyses for scenario recognition under the same road layout used for LC.

In sum, this chapter uses one map and two data modalities to study LC and scenario
understanding under consistent conditions. We detail the data generation pipelines (vehicular
time-series for LC, clips for scenarios), the annotation protocols, and the model setups for
TTLC regression and video classification. We then report a unified evaluation with common
splits and metrics, analyze failure modes, and discuss how insights at maneuver level inform
scenario recognition and vice versa.

4.2 Lane Change Data Collection

This section details the steps to introduce the open-source framework designed for LC
intention recognition in highway driving settings. The framework combines a large-scale
highway map, an experimental protocol involving 50 drivers, and a dataset comprising
more than 3,400 annotated LC maneuvers. The 60 km map integrates variable curvature
radii and straight segment lengths, ensuring diversity in driving conditions while preserving
consistency and reproducibility.

Fig. 4.1 Pipeline of driving simulation, data collection, and model training.

4.2.1 Participants and Procedure for Data Collection

To ensure a robust representation of driving behaviors, we engaged 50 participants in a
controlled experiment designed to elicit naturalistic responses under standardized conditions.
All participants provided informed consent. The cohort was heterogeneous in age (19–
39 years, average 27), nationality (Italy, Iran, Algeria, Russia, Ethiopia, Lebanon), sex
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(14 females, 36 males), and driving experience. Building on the principles established in
Section 3.7.1, Chapter 3, this chapter serves as an expansion and confirms that the research
adhered to the requisite standards to ensure the confidentiality of participants’ data and
information.

Each session consisted of a 30 km drive, with starting positions varied systematically;
an unconstrained familiarization preceded every session. Each driver session averaged
15 minutes, totaling ∼12.5 hours of recorded data. Hardware included a Logitech G920
force–feedback system, a 29” ultra–wide curved display (106° horizontal FOV), and an
ergonomic seat; a 1080p camera recorded driver behavior and a supervisor documented
critical events.

4.2.2 Logging and Dataset Preparation

During each session, the CARLA log was sampled at 10 Hz and converted into a tabular
CSV. Each file contains 31 features, including timestamp, EV dynamics (acceleration, speed,
indicator status, pedal activity), road geometry (curvature, distance to lane boundaries), and
details about the nearest non-player vehicles (NPVs), either hazardous (HNPVs) and standard
(SNPVs). Features were selected for real-world relevance and validated experimentally.

To capture LC intention, the target is TTLC. Unlike prior work that frames intention as
binary classification [178, 179], we regress TTLC in [0,4] s with 0.1 s granularity. Each
frame is labeled with its TTLC to the next LC; frames beyond 4 s are labeled 4.1 to indicate
absence of LC intention. A 1.5 s window after each LC is excluded to remove ambiguous
dynamics. Time series are segmented into 5 s windows (50 frames at 10 Hz), and each
sample inherits the TTLC of its last frame.

LC dynamics across participants show large variability in frequency (Fig. 4.2). The
trajectory analysis (Fig. 4.3) indicates that lateral motion typically starts between 2.5 and 1.5
s before LC; beyond ∼2.5 s the model must rely more on scenario context than on kinematic
precursors. Distance/time headway to the leading vehicle (LV) at LC varies across drivers,
which impacts both model design and evaluation.

To avoid subject leakage [44], participants are split into disjoint sets: 36 users (72%) for
training, 7 (14%) for validation, and 7 (14%) for testing.
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Fig. 4.2 LC occurrences across 50 participants, split by right/left LCs.

Fig. 4.3 LC trajectories across 50 participants.

4.3 Experimental Assessment

4.3.1 Evaluation Protocol

We report results from an LC prediction experiment conducted in Hi–Drive [180]. The test
included all windows labeled in [0,4] s (LC). To balance LC and Free ride, windows labeled
4.1 s were sub-sampled to match the LC count. The resulting dataset consisted of 165,182
training, 36,602 validation, and 36,100 test samples.

4.3.2 Results and Deployment Implications

We evaluated four time-series architectures: 1D CNN, LSTM, GRU, Transformer. A 50–trial
Bayesian optimization tuned each model on the validation set. RMSE, MSE, and MAE are
computed over the TTLC regression target, expressed in seconds. MAE is defined in Eq. ??
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MAE =
1
N

N

∑
i=1
|ŷi− yi| (4.1)

Table 4.1 TTLC regression on the held-out test set (seconds).

Model
RMSE

[s]
MSE

[s]
MAE

[s]
Model size

[KB]
Inference
time [ms]

Power
[mW]

Energy
[mJ]

1DCNN 0.544 0.296 0.310 331 9.9 70 0.7

LSTM 0.549 0.301 0.302 2,039 217.3 65 14.1

GRU 0.568 0.323 0.299 1,897 193.4 65 12.6

Transformer 0.510 0.260 0.298 799 115 80 9.2

The four architectures were selected to span the main families of sequence models used
in driving intention recognition literature: CNN as a lightweight convolutional baseline [181,
182], LSTM and GRU as established recurrent architectures widely adopted for time-series
prediction in AD [62, 183], and Transformer as the current state-of-the-art sequence model
for long-range temporal dependencies [3]. This selection enables a systematic comparison of
computational efficiency against predictive accuracy across model families.

The best Transformer model consists of a positional encoding applied to the input, fol-
lowed by two encoder blocks with single–head attention (head size of 128) and feed–forward
layers of equal size. The regression head consists of a global average pooling layer, a dense
layer with 160 units and dropout of 0.1, and a final linear output. The model uses Adam with
a learning rate of 0.001.

The optimal 1D CNN includes two convolutional layers with 64 and 32 filters (kernel
size 3), followed by dropout of 0.2 and 0.4. A dense layer with 32 units and dropout of 0.2
precedes the linear output. Training uses Adam with 0.001 learning rate.

The selected LSTM model consists of a single LSTM layer with 192 units and a dropout
of 0.4, followed by a dense linear output. It is trained using Adam with a 0.001 learning rate.

The best GRU model features three stacked GRU layers with 192, 32, and 32 units,
respectively, each one followed by dropout of 0.2. The last layer is mapped to a linear output,
and the model is trained with Adam at a 0.001 learning rate.

Transformer yields the lowest error (RMSE 0.510, MAE 0.298) at higher complexity
(799 KB size, 80 mW power consumption, 9.2 mJ energy consumption). 1D CNN is the most
compact (331 KB) with competitive accuracy (RMSE 0.544), offering a favorable trade-off
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for constrained deployments. Overall, LC intentions are recognized up to 4 s in advance with
average error below 0.6 s across diverse models.

Comparison With Existing Works

Table 4.2 resumes comparison between our work and other significant researches. Rule-based
and computational driver models (e.g., [184]) showed that LC anticipation is feasible but
reliable mainly at onset (1–2 s) and under hand-crafted assumptions. Data-driven classifiers
improved short-horizon performance: LSTM/Bi-LSTM on NGSIM or naturalistic logs reach
F1/Acc. ∼0.8–0.9 at 2–3 s [62, 63], and classical ensembles on SHRP2 NDS report high
accuracy when enriched with curated features [64]. CNN variants push farther (up to 7 s) but
degrade with horizon length [52], reflecting the difficulty of inferring intent before lateral
motion cues become visible.

Compared to this line, our study differs in three aspects. First, we cast LC intention as
TTLC regression rather than (bi/multi-class) classification, providing a temporally calibrated
signal that is directly usable in DM and arbitration. Second, we evaluate up to 4 s with
subject-independent splits on a controlled yet heterogeneous CARLA corpus (50 drivers, 3.4k
LCs), showing sub-0.6 s average error (RMSE 0.51 s, MAE 0.30 s) where many classifiers
either switch to coarse labels or lose reliability. Third, we analyze accuracy–efficiency
trade-offs: a compact 1D-CNN offers strong deployment characteristics, while a Transformer
attains the best error, informing choices under compute constraints.

Overall, prior work excels at short horizons or with rich engineered features; our re-
sults indicate that TTLC regression on L time-series can sustain competitive performance
deeper into the anticipation window, narrowing the gap between maneuver prediction and its
integration in real-time ADF stacks.

Furthermore, with the release of the framework and dataset, we significantly contribute
to the current research.

Table 4.2 LC intention recognition: comparison with representative works.

Paper Task Window Model Dataset Key results

[184] Detection 1–2 s
Rule-based + driver

model
Simulator + instr. vehicle

∼85% detection; reliable only at LC
onset.

[62] Classification 3 s LSTM NGSIM F1 ≈0.82 at short horizons.

[63] Classification 2 s Bi-LSTM Naturalistic (20k seq.) Acc. ≈90%.

[64] Classification 1–5 s
RF, SVM, ANN,

XGBoost
SHRP2 NDS Up to 95.9% with rich features.

[52] Classification up to 7 s Multi-channel CNN NGSIM
∼99% at 3 s; ∼95% at 4 s; ∼87% at 7

s.

Ours Regression up to 4 s Transformer, 1D-CNN
Custom CARLA (50

drivers)
RMSE = 0.51 s, MAE = 0.30 s; direct

TTLC regression.
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Temporal Error Analysis

Fig. 4.4 shows predicted vs. ground-truth TTLC distributions. For 0–1.2 s the trend is close
to ideal. In 1.2–3 s the model tends to overestimate; for 3–4 s it regresses toward the mean.
Free ride cases (4.1) are well separated near the upper bound. For ADF design, a practical
pairing is a binary intention detector (0–5 s) plus a regressor focused on 0–3.5 s.

Fig. 4.4 Predicted vs. ground-truth TTLC distributions (0–4 s). The dashed red line indicates
y = x.

4.4 Generation of Synthetic Datasets of Highway Driving
Scenarios

The LC results above show that beyond ∼2.5 s, anticipation depends increasingly on the
visual scene and interaction context (Fig. 4.3 and 4.4). We therefore expand from maneuver
prediction to scenario generation and detection, reusing the same highway map to render
scenario classes and exporting MP4 clips (no telemetry).

A key link is the simulation environment. Among the road maps employed, one is our
highway introduced earlier, used here alongside a standard CARLA town [185]. Its 60 km
length supports long uninterrupted runs; the mix of long straights (up to 4.4 km) and balanced
left/right curves (radii 232–697 m) creates varied relative-speed and occlusion patterns
(Cut-in/Cut-out, Approach/Follow, LC). The junction-free layout and minimal scenery keep
physics stable and frame rates consistent, improving reproducibility; lane geometry and
markings simplify annotation.
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We formalize a methodology to create synthetic highway scenario datasets grounded in
MOOVE distributions and rendered via an enhanced CARLA/ScenarioRunner stack [98, 185].
The main goal is to address the current shortage of publicly available driving scenario-labeled
datasets. We present a dataset spanning nine scenario classes (Brake, free ride, Cut-in,
Cut-out, Ego LC, Approaching LV, Pulling away LV, Following LV, Following distant LV)
together with a reference classification baseline. The focus here is scenario classification
over synthetic video, complementing the LC intention regression built on human trajectories.
To validate the sim-to-real transferability of the proposed pipeline, the trained model is
evaluated in a zero-shot setting on a real-world highway dataset (PREVENTION [186],
without any fine-tuning. To support open research in the field, the whole dataset has been
publicly released 2 [4].

4.4.1 Data Preparation Methodology

We adopt the PEGASUS functional–logical– concrete hierarchy [87] and the 6LM environ-
ment model [93] as the organizational backbone of the scenario generation pipeline. Its
taxonomy is explicitly compatible with ASAM OpenSCENARIO 2.0 [187], the interchange
format adopted in our scenario generator, ensuring interoperability with industrial toolchains
and coherence with the statistical distributions from the MOOVE project [98, 99].

Table 4.3 summarizes the match between the abstraction levels and our process.
A key tenet, also for development of VR-based tools, is centrality of real-world data.

To this end, a fundamental aspect consists in the specification of the parameter values of
the logical scenarios. To support realism and user need centrality, our generator system
(described in the next section) has been designed to allow the user to specify the distributions
as a configuration file. In this work, we focus on a single dataset implementation, exploiting
a subset (for confidentiality reasons) of data from the MOOVE project. Table 4.4 lists
functional scenarios. The considered classes are illustrated in Fig. 4.5.

2https://zenodo.org/records/17652045
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Table 4.3 OpenSCENARIO 2.0 abstraction levels vs. our dataset process.

Scenario-abstraction
level

Implementation

Functional

Based on MOOVE data [98] and experience in L3Pilot [188] and
Hi-Drive [180], we defined the target scenarios (Table 4.4).

E.g., Cut-in: “A vehicle changes lane and enters the lane in front of
the EV.”

Abstract

Dependencies and relations between attributes and behaviors are
specified via constraints on the scenario actors and their interactions.
Cut-in: EV speed > 0; cutter starts in adjacent lane and ends in EV

lane.

Logical

Each class is formalized in Python and parameterized over road
geometry, traffic dynamics, and environmental conditions. Users

specify probability histograms per parameter (Table 4.5).
E.g., Cut-in: initial EV speed ∈ [8,171] km/h; relative cutter speed
∈ [−118,71] km/h; initial distance ∈ [3,200]m; direction: left or

right.

Concrete

Each sample instantiates a logical scenario by sampling from the
distributions.

E.g., Cut-in: initial distance = 45 m; cutter speed = 87 km/h;
direction: left; rainy weather; medium traffic.
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Table 4.4 Functional scenarios.

Scenario name Description

Cut-in
A vehicle changes lane and enters the lane in front of the

EV.

Cut-out A vehicle in front of the EV leaves its lane.

Ego LC The EV changes lane.

Approaching LV The EV gets closer to the leading vehicle.

Pulling away LV The EV gets farther away from the leading vehicle.

Following LV The EV maintains a speed similar to the leading vehicle.

Follow distant LV The EV follows the LV at > 50 m.

Free ride The LV, if present, is > 200 m away.

Brake The LV brakes in front of the EV.
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(a) Brake scenario. The LV brakes.

(b) Cut-in scenario. a vehicle drives up and positions itself in front of the EV.

(c) Cut-out scenario. The LV moves lanes and no longer occupies the same lane as the EV.

(d) Ego LC scenario. The EV performs a LC.

(e) Pulling away from LV scenario. The LV increases the distance with the EV.
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(f) Approaching LV scenario. The EV narrows the distance with the LV.

(g) Following LV scenario. The EV follows the LV. No significative increase in the distance between
them.

(h) Following distant LV scenario. The EV follows a distant (> 50m) LV.

(i) Free ride scenario. The LV, if present, is > 200 m away.

Fig. 4.5 Scenario classes.

Table 4.5 reports, for each scenario class, its relevant scenario-specific parameters and the
value ranges extracted by MOOVE. Other significant variability elements for any functional
scenarios are represented by generic context parameters, such as environment, illumina-
tion [189] weather conditions, and context traffic (also in the opposite direction). Table 4.6
reports the generic parameters we defined for our generation system and the value ranges we
considered for the case study at hand. For simplicity, and given the lack of relevant informa-
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tion, we consider the scenario-specific and generic parameter distributions as independent of
each other.

Table 4.5 Scenario-specific parameters and their value ranges.

Scenario name Parameters and Value Ranges

Brake
Initial ego speed ([6,137] km/h); Relative lead speed ([−33,19]
km/h); Delta lead speed ([−57,7] km/h); Duration ([0.1,9.4] s);

Initial distance ([5,87] m).

Cut-in

Initial ego speed ([8,171] km/h); Relative cutter speed
([−118,71] km/h); Delta cutter speed ([−62,40] km/h);

Duration ([0.3,40.6] s); Initial distance ([3,200] m); Direction
(Left or Right).

Cut-out

Initial ego speed ([7,173] km/h); Relative cutter speed
([−123,71] km/h); Delta cutter speed ([−74,57] km/h);

Duration ([0.1,50.9] s); Initial distance ([3,200] m); Direction
(Left or Right).

EV LC
Initial ego speed ([1,182] km/h); Delta ego speed ([−55,127]

km/h); Duration ([0.1,18.7] s); Direction (Left or Right).

Following LV
Initial ego speed ([7,170] km/h); Relative lead speed ([−53,47]
km/h); Delta lead speed ([−57,48] km/h); Duration ([0.1,81.3]

s); Initial distance ([6,143] m).

Free ride
Initial ego speed ([10,136] km/h); Relative lead speed ([−41,41]
km/h); Delta lead speed ([−43,32] km/h); Duration ([0.9,98.4]

s); Initial distance ([204,247] m).
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Table 4.6 Generic parameter value ranges.

Parameter name Value range

Weather
Clear; cloudy (four intensity levels); rain (four intensity

levels).

Time of day Dawn, morning, noon, evening, sunset, night.

Fog Yes or no.

Opposite-direction traffic None, low traffic, or heavy traffic.

Same-direction traffic Free ride, low traffic, medium traffic, or high traffic.

Type of traffic vehicle Car, truck, or bus.

4.4.2 System Architecture

Fig. 4.6 sketches the architecture for generating scenario instances based on user-specified
scenario types, parameter distributions, and sensors. The Configurator initializes the LSH
with distributions and sensor settings; the LSH creates the requested number of Concrete
Scenarios by sampling parameters, and initializes a Validator monitoring execution and
recording.

Each Concrete Scenario executes simulation with weather/time-of-day, while the Valida-
tor performs online checks; offline validation inspects the CARLA log. The pipeline produces
variable-length MP4 files at 1280×720 and includes conversion to L3Pilot CDF [190].

Fig. 4.6 System architecture.

Logical Scenario

We designed the Logical Scenario class to define, step by step, the behavior of each actor
in the scenario including the protagonists (i.e., the EV and, if relevant to the scenario
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type, the leading/rear vehicle) and the non-protagonists, such as the traffic components.
An OpenSCENARIO 2.0 logical scenario consists of a hierarchical composition of phases
(composites) specifying the behavior of one or more actors. Events, triggered by triggers,
cause the execution of actions. For instance, proximity to a car on the same lane triggers a
left lane change maneuver We formalized logical scenarios as trees, that are implemented
through PyTree, a python library for tree data structures. We map OpenSCENARIO 2.0
composition to PyTree composites, and OpenSCENARIO 2.0 actions and triggers to PyTree
behaviors.

PyTree composites serve as a structural backbone for managing and executing child
behaviors, that can be sequential or parallel. The description of each scenario in our Gen-
erator (Fig. 4.7) is a sequential composite, containing three parallel composites: (i) traffic
initialization (vehicle spawning and application of the initial speeds), (ii) recording start and
scenario action execution, (iii) recording end. We highlight that the recording starts in the
second block, as soon as all the target parameter values are reached and provided that the
other protagonist than the EV (if any) is not occluded, which requires few seconds since the
initial speed application is not instantaneous.

Fig. 4.7 Generic workflow of a logical scenario.

We added specific rules for traffic generation. We set four traffic intensity clusters:
freeway, low traffic (1 to 10 vehicles around the EV), medium traffic (10 to 30), heavy traffic
(30 to 50). Then we based the traffic density group on the EV speed (ground truth data),
choosing medium/high traffic if the EV speed is low and no/low traffic if speed is high. Also,
we set the distance between vehicles based on the THW (i.e., the time gap between the front
bumper of the EV and the front bumper of the LV) distributions from a real-world traffic
analysis [191]. For instance, for the cut-in scenarios, we set a THW between 1 and 2 seconds
for medium/high traffic scenarios, and a THW of 2 to 5 seconds for low traffic scenarios. We
also added few cases with one or more traffic vehicles having lower THW (until 0.7 seconds),
to account for rare hazardous conditions.
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Algorithm 2 provides the pseudo-code example of a logic scenario implementation,
consisting of four phases. The first one spawns all the specified vehicles. The second applies
the initial speed to all the vehicles and ends as soon as the target distance between the EV
and the protagonist is reached. The third one starts the recording and includes behavior nodes
for the protagonist (execute a LC maneuver) and for all the others (proceed in their lane).
The ending trigger checks whether the protagonist has reached the end of its path. The last
phase ends the recording.

Algorithm 2

1: SCENARIO CUT_IN:
2: vehicle ego_vehicle, vehicle cutter
3: do serial:
4: drive_start: parallel
5: ego_vehicle_drive(path) with speed([25kph,...,80kph]), lane(2)
6: cutter_drive(path) with speed([25kph,...,80kph]), lane(left_of: ego_vehicle)
7: change_lane: parallel(duration: [1s,...,15s])
8: cutter executes lane change into EV lane
9: drive_end: parallel(duration: 1ms)

10: SCENARIO TOP: path.set_map("TownX"); cut_in()

Scenario Execution, Recording and Validation

Each dataset sample is created by instantiating a Concrete Scenario class through the sampling
of the parameters’ probability distributions and of specific trigger, traffic and action values.
The Concrete Scenario executes all the actions defined by the Logic Scenario, also checking
absence of collisions.

Validation is performed online and offline, at the end of the generation, inspecting the
CARLA log file, which reports position and orientation of each vehicle at every simulation
tick. The check concerns the following: (i) absence of off-roads and crashes; (ii) a-posteriori
check of the thresholds (and consequent class assignment) among similar scenarios: free
ride, following LV, following distant LV; (iii) check that the non-EV protagonist is visible in
the video clip. If a violation of type (i) or (ii) is detected, the sample is deleted. Concerning
the (iii) check, if the non-EV protagonist is not visible at the beginning of the scenario,
the recording starts as soon as it becomes visible, while if this happens after the scenario
recording start, the simulation is stopped and the partial clip stored.
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4.4.3 Experimental Results

Dataset Distributions

As anticipated, the generated synthetic dataset is based on the traffic data distributions
provided by the MOOVE project. The virtual environment context is given by one town
available in the CARLA package (Fig. 4.8a) and our custom map (Fig. 4.8b), which allows
to augment the dataset variety and to match the MOOVE specifications in terms of curve
radii, number of lanes and length of straight sections (Table 4.7).

(a) External Ring of CARLA Town5. (b) Our custom highway map.

Table 4.7 Maps used in the dataset.

Map Area (km2)
Path length

(km)
No. lanes

Min/Max
radius (m)

Min/Max
straight (m)

Fig. 4.8a 0.16 2.04 3 97.2–500 6.40–139.39

Fig. 4.8b 147 60 2 232–697 1000–4400

Table 4.8 reports the distribution of scenario classes in the training, validation, and test
sets. While validation and test sets follow the the same distribution provided by MOOVE,
reflecting occurrences of driving scenarios in the real world, the training set distributions
have been rebalanced multiple times to improve the model performances, as the default data
distributions did not yield satisfactory results.

Table 4.9 provides an overview of the high-level parameters characterizing each scenario
class in the training set, including average and standard deviation (computed per video-clip)
of the instance durations, and of vehicular information such as speed and acceleration of
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the EV and of other traffic vehicles, number of surrounding vehicles (within a 100 meter
radius). The training set is quite balanced in terms of types of generated video-clips, but their
time-lengths differ significantly, with Cut-in being the class having (on average) the shortest
clips and free ride the longest (some samples are longer than 60 seconds). Results in the other
columns show the large variability of the produced samples. Variability is within scenarios
(as can be observed by the standard deviation values) and between scenarios. For instance,
we see that low-traffic scenarios (e.g., free ride) are characterized by higher speeds. Data
about speed and number of vehicles clearly show that the majority of the original distribution
datapoints concern highways with medium-high traffic.

Table 4.8 Scenario distributions for training, test, and validation sets.

Scenario Class Train Val Test

# videos # samples % samples # videos # samples % samples # videos # samples % samples

Brake 13,990 292,822 10.4% 1,021 20,673 7.6% 959 20,699 7.6%

Cut-in 14,720 297,555 10.6% 499 9,421 3.4% 497 9,352 3.5%

Cut-out 14,539 297,605 10.6% 362 7,515 2.7% 315 7,548 2.8%

EV lane change 9,545 302,063 10.7% 639 20,157 7.4% 639 20,141 7.4%

EV pulling
away from LV

9,285 285,295 10.1% 633 17,721 6.5% 881 17,582 6.5%

Approaching
LV

10,982 290,554 10.3% 747 17,521 6.4% 755 16,835 6.2%

Following LV 11,910 446,624 15.8% 1,296 43,896 16.0% 1,296 42,245 15.6%

Following
distant LV

6,937 297,743 10.6% 1,078 39,333 14.4% 900 38,835 14.3%

Free ride 4,694 308,989 11.0% 1,460 97,680 35.7% 1,420 97,457 36.0%
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Table 4.9 High-level characterization of the scenario classes in the training set.

Scenario
Mean duration

(std) [s]

Mean EV
speed (std)

[km/h]

Mean EV
acc. (std)

[m/s2]

Mean traffic
speed (std)

[km/h]

Mean traffic
acc. (std)

[m/s2]

Mean # traffic
vehicles (std)

Brake 3.09 (1.82) 40 (25) 0.00 (0.16) 47 (23) -0.01 (0.16) 18 (6)

Cut-in 3.01 (2.37) 65 (32) -0.02 (0.35) 55 (26) 0.00 (0.02) 8 (4)

Cut-out 3.05 (2.35) 64 (31) 0.01 (0.22) 53 (26) 0.00 (0.02) 8 (4)

EV LC 4.16 (1.34) 81 (31) 0.01 (0.21) 57 (33) 0.01 (0.03) 3 (3)

EV pulling away

from LV 4.09 (3.66) 56 (34) 0.01 (0.11) 43 (27) 0.00 (0.02) 8 (4)

Approaching LV 3.62 (2.29) 48 (31) 0.00 (0.16) 45 (24) 0.00 (0.02) 6 (3)

Following LV 4.79 (4.57) 50 (31) 0.00 (0.15) 44 (25) 0.00 (0.02) 7 (4)

Following distant LV 5.18 (4.79) 95 (28) 0.00 (0.13) 91 (26) 0.00 (0.02) 4 (2)

Free ride 7.44 (9.42) 110 (26) 0.00 (0.04) 109 (30) 0.00 (0.02) 1 (1)

Fig. 4.9 shows the scenario-wise breakdown of traffic density in road segments around
the EV. The figure clearly shows the difference between low-traffic scenarios (free ride, but
also EV LC and Following distant LV) and medium/high traffic scenarios (the three other
types of Following LV, but also the Cut-in/out and Brake). The large standard deviation
values show the intra-scenario variability, which is significant particularly in high-traffic.

Fig. 4.9 Scenario-wise breakdown of traffic density around the EV.

Another important aspect of the dataset characterization concerns the distribution of
the weather, time of day and visibility (presence of fog) conditions, reported in Fig. 4.10.
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Rare conditions are over-represented to improve robustness. For the surrounding traffic,
vehicles are randomly instantiated out of twenty-one different car models (each one is further
differentiated in terms of colors). The presented distributions were considered suitable by
the Hi-Drive analysis experts. Examples of scenarios with different weather conditions are
depicted in Fig. 4.11.

Fig. 4.10 Considered weather distributions.

(a) Brake scenario in the rain. (b) Approaching LV scenario in clear weather at
sunset.

(c) Cut-in scenario in cloudy weather with fog. (d) Cut-out scenario in clear weather at noon.

Fig. 4.11 Examples of different scenario with different weather distributions, according to
Fig. 4.10.

While the environmental conditions shown in Fig. 4.10 cover a broad range of weather
and illumination scenarios, CARLA rendering engine (Unreal Engine [192]) approximates
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these conditions through parametric models. As acknowledged in the CARLA documenta-
tion and related literature [36, 37, 193], the simulator does not fully replicate second-order
optical artifacts present in real camera footage, such as lens distortion, sensor noise, and spa-
tially inhomogeneous light scattering. These factors contribute to the domain gap observed
during zero-shot testing on the PREVENTION dataset [74] (Section 4.4.5), where uncon-
trolled illumination and camera artifacts were identified as primary sources of performance
degradation.

Scenario Generation Performance

A major goal of the proposed system is to efficiently generate datasets based on input
configuration. Table 4.10 reports, for each class, the correct-instance generation rates, the
error rate (as said, some clips may contain errors, typically long-lasting occlusions, and
must be removed), and the simulation rate (number of simulation minutes generated per
hour). Results show a significant variance among the different classes, that we essentially
relate to the density of proximity traffic (cf. Fig. 4.9). Notably, production rates strongly
depend on the length of scenario types (e.g., brake scenarios are much shorter than the others).
Variance within classes is more limited (and similar across classes), and reflects the different
conditions (e.g., weather and particularly context traffic) that may happen in each scenario
type. Averaging over all scenario classes, the production time is 148 clips per hour and the
simulation rate is about 17.5 min per simulation hour. Also averaging over simulation hours,
the average simulation rate is similar (∼18 min per simulation hour). Rates are measured on
a workstation with an NVIDIA RTX 4080 GPU with 16 GB of VRAM and a CPU with 21
processors at 3.0GHz.

The Brake scenario achieves the highest number of correct instances rate (240), yet not
achieving the lowest error rate. This is due to the intrinsic dynamic of the scenario, which
led to several collisions to discard. Also, considering the short duration of such a scenario,
the simulation rate is the lowest one among the scenario classes.

The Cut-in/out scenarios achieve overall high instance generation rates (about 190 per
hour), moderate simulation rates (17–18 minutes/hour), and low error rates (8–10%), while
the EV lane change has moderate generation rates (155 instances/hour, 23 minutes/hour) and
relatively high error rates.

The near Following LV scenarios (Pulling away, Approaching, Following) produce fewer
instances (115–120 per hour) and have a moderate simulation output (14–15 minutes/hour),
but suffer from higher error rates (28%–32%), essentially because of the difficulty in main-
taining proper following distances and behaviors during the whole simulation span.
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The Following distant LV scenario has the lowest clip generation rate (85 per hour) and
the second lowest simulation generation low (13 minutes per hour), essentially because of the
highest error rate (52%) and the difficulty of generating simulations keeping distant vehicles
visible without occlusions.

Table 4.10 Scenario–generation rates.

Scenario
Correct inst.

rate (std)
[inst/h]

Error rate
(std) [%]

Simulation rate
(std) [min/h]

Brake 240 (16) 22 (7) 10 (1)

Cut-in 190 (13) 8 (4) 23 (11)

Cut-out 188 (11) 9 (3) 23 (8)

EV LC 155 (31) 36 (16) 23 (7)

Pulling away LV 118 (29) 35 (16) 18 (16)

Approaching LV 115 (38) 30 (19) 13 (10)

Following LV 120 (29) 32 (18) 14 (9)

Following distant LV 85 (44) 52 (20) 13 (11)

Free ride 115 (23) 23 (11) 37 (22)

Scenario Classification Performance

A last, but key assessment of the system concerned the classification ability of a state of the
art NN trained on the generated dataset. Coherently with the dataset design (single-scenario
clips), we developed scenario recognition as a classification task of overlapping TWs of
1 second length (Fig. 4.12a). Each TW is generated with a stride of 0.1 seconds (so, the
system response frequence can be up to 10 Hz) and consists of three equally spaced frames.
The proposed pipeline involves frame-level semantic pre-processing followed by overall
spatio-temporal processing (Fig. 4.12b). All the experiments we present in the following
were conducted on an NVIDIA RTX 4080 GPU, with 16 GB of VRAM.
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(a)

(b)

Fig. 4.12 Time windows 3-frame sampling (a) and scenario classification pipeline (b).

We compare three R3D CNN architectures [194]: the baseline model, one enhanced
with the CBAM [195], and one enhanced with the SE module [196]. We chose this family
of models, after comparing with other state of the art solutions (e.g., CNN+LSTM, Times-
former [197]), for their superior performance and simple structure, leading to a smooth
training process. Each model was trained on the synthetic dataset described in the previous
sections, comprising approximately three million one-second TWs. Specifically, the training
set (Table 4.8, Train column) contains about 2.8 million samples, while the validation and
test sets include around 270,000 samples each. To avoid overfitting, the training, validation
and test sets contain samples taken from distinct videoclips.

Before feeding the network, each 1280×720 frame is processed by YoloPv2 [198] to
extract high-level semantic information such as the vehicles bounding boxes, the drivable
area and the lane line area (Fig. 4.13), implicitly encoding spatial relationships without
requiring explicit depth maps. We acknowledge that depth ambiguity remains a limitation,
particularly for distance-dependent classes such as Following distant LV, and that future work
could incorporate stereo or LiDAR inputs to improve robustness.

These three types of outputs are combined into a single three-channel representation,
including also the original frame, in order to highlight the most informative features. The
frame is cropped to (640×384) pixels, focusing on the driving scene, and finally resized to
224×224.
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(a) Original frame. (b) YoloPv2-processed frame.

Fig. 4.13 Semantic preprocessing with YoloPv2.

The pipeline keeps a real-time performance, with a latency of 17 ms (8 ms of generation
time and 9 ms for detection). Removing background noise and highlighting semantic
information improves the ML metrics by about 2-5% [199, 200]. We also verified that this
solution outperforms a motion-based preprocessing approach (i.e., optical flow [201]) in
terms of both training time and ML performance [200]. We trained the R3D CNNs with
a mini-batch size of 32 for 5 epochs for a total time of ∼200 hours. We used an Adam
optimizer with a learning rate of 10−3, momentum parameters (β1 and β2) set to 0.9 and 0.98
respectively, and an ε value of 10−8. Training was performed using a weighted cross-entropy
loss function, where a sample-specific class weight was applied to mitigate imbalances in
the sample’s dataset distribution. Particularly classes with fewer instances were given higher
weights to reduce the overrepresentation of more common categories and thus prevent biased
convergence towards majority classes. This setup ensured a more balanced learning process
across all classes.

Table 4.11 reports the aggregate classification metrics for each considered model. The
best results are obtained by the R3D CNN+SE module, outperforming standard and CBAM-
enhanced R3D networks.

Table 4.11 Classification performances.

Model Accuracy Precision Recall F1 score

R3D 91.1% 91.5% 91.1% 91.2%
R3D CBAM 91.2% 91.4% 91.2% 91.3%

R3D SE 91.9% 92.1% 91.9% 91.9%

Classification results across the considered scenario classes are presented in the confusion
matrix in Fig. 4.14. The model (we detail best model results only) achieves high accuracy in
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classes such as Brake (98.75%), EV lane change (98.08%), Free-ride (97.36%), and Cut-in
(92.48%).

On the other hand, several misclassifications, occur between behaviorally-similar classes.
For instance, Approaching LV is misclassified as Following LV in 8.78% of the cases, and as
Brake in 3.54%. Pulling away from LV is misclassified as Following (8.07%) and Following
distant (6.28) classes. Pulling away LV is confused with Following LV in the 8.30% of the
samples. In 7.45% and 5.56% of the samples, Following LV is misclassified as Pulling away
from and Approaching LV respectively.

Cut-out is taken as Cut-in 3.78% of the times (2.04% for the vice-versa). This highlights
a limit of the model generalization capability, since the adversarial movement for the two
scenarios is the same, the discriminant being the reference to the EV lane (but different
positions in lane make some samples more ambiguous, particularly on curved road segments).

Fig. 4.14 Confusion matrix on the synthetic scenario dataset.
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Given the highly imbalanced test set (Table 4.8, Test column) we also analyze the PRC,
which is more informative than ROC [202] when dealing with highly imbalanced data [203].
The multi-class PRCs in Fig. 4.15 show that the model achieves consistently high performance
across all scenario classes, with AP values ranging from 0.88 to 1.00. Specifically, Brake,
Free ride, and EV LC classes reach perfect precision and recall (AP=1.00), while slightly
lower values are observed for visually similar classes (Following LV-like classes), suggesting
higher inter-class ambiguity.

The micro-average (black dashed line) aggregates all true positives, false positives,
and false negatives across classes, providing a global estimate of detection performance
(AP=0.98). This metric is particularly meaningful under class imbalance, as it weighs each
sample equally regardless of its class. Therefore, the micro-average better reflects the overall
quality of the model compared to the macro-average, which would overemphasize less likely
driving scenarios according to the distributions provided by MOOVE.

Overall, these results suggest that the model maintains strong precision–recall character-
istics even in imbalanced conditions, yet leaving room for improvement in the discrimination
of maneuvers with similar spatial-temporal dynamics.



4.4 Generation of Synthetic Datasets of Highway Driving Scenarios 81

Fig. 4.15 PRC of each considered scenario class.

The obtained results collectively indicate some criticalities in identifying - using a single
camera, with very short time spans - the nuances in the spatial and temporal features between
visually-similar driving scenarios.

Beyond temporal constraints, another critical factor is the environmental complexity. To
address the potential implications of traffic density on the model accuracy, we analyzed the
relationship between classification performance and the environmental complexity described
in Section 4.4.3. As illustrated in the scenario-wise breakdown (Fig. 4.9), the dataset exhibits
significant variance in the number of traffic participants across different maneuvers and
distance ranges.
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The empirical results from the confusion matrix and PRC reveal several key insights
regarding the robustness of the architecture:

• High-Density Robustness: Despite the high traffic density observed in the Brake
scenario, averaging 18 vehicles (std = 6) as shown in Table 4.9, the model achieves
a near-perfect AP of 1.00. This suggests that the SE blocks effectively recalibrate
the feature maps, allowing the network to prioritize relevant spatio-temporal cues and
ignore environmental noise even when the visual field is cluttered. This robustness is
further supported by the explicit modeling of EV reactions, which proved fundamental
in disambiguating dense scenarios.

• Performance in Sparse Environments: In low-density scenarios such as Free ride and
EV LC, which typically involve only 1 to 3 vehicles, the model maintains maximum
accuracy (AP = 1.00). This confirms that the architecture is inherently stable and does
not suffer from performance degradation in the absence of complex interactions.

• Semantic Ambiguity vs. Traffic Volume: The slight performance drop for the Pulling
away class (AP= 0.88, accuracy = 82.16%) is not strictly correlated with traffic density.
As indicated by the Confusion Matrix, the primary source of error is the semantic
overlap with the Following LV classes. This suggests that the challenge for the R3D
kernels lies in distinguishing subtle longitudinal transitions (kinematic similarity)
rather than the absolute number of actors in the scene.

In conclusion, the integration of 3D convolutions with channel-wise attention ensures
that classification metrics remain consistent across the diverse traffic regimes identified in our
scenario breakdown. These results demonstrate that the model’s high overall performance
is not merely an artifact of "easier" low-traffic cases, but a direct consequence of effective
feature selection in complex driving environments.

The goal of this analysis is to give an assessment of the proposed dataset, providing a
quantitative characterization. A thorough model optimization - investigating new types of
models, and minimizing deployability metrics such as memory footprint, power and energy
consumption, and computational cost - is out of the scope of this article. Thus, we did
not optimize further the model performance and leave this as future research, supporting it
through the open-source release of the dataset.

Here we stress that the DL-based assessment has been particularly useful for assessing
improvements implemented in scenario generation. For instance, we achieved a key classi-
fication performance burst by incorporating in the scenario representation the EV reaction.
Before that modification, the Brake scenario was often misinterpreted as Approaching LV,
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with a classification rate of 43% only. By explicitly modeling the EV driver dynamic in the
scenario definition, the model was able to better capture the actual dynamic, which led to a
dramatic performance improvement (current classification rate: 98.75%).

Results from a classification pipeline that we built exploiting state of the art DL models,
also including semantic pre-processing, indicate that the task is challenging and should
stimulate research on new models, better able to capture the nuances among the patterns
characterizing the different classes.

4.4.4 Comparison with Prior Work

The methodology outlined above was built upon the foundational work of Cossu [45], which
already implemented synthetic generation of highway driving scenarios in CARLA based on
parameter distributions derived from the MOOVE project.

That pipeline represented a reasonable balance between statistical realism and process
automation, but it also presented several structural issues. Some maneuvers were recorded
with excessively long time windows. For instance, the Brake scenario was often ambiguous,
as the EV did not always react consistently to the LV deceleration; the Cut-in, Cut-out and
EV LC classes contained trajectory segments that overlapped with simple following LV
behaviors.

Several improvements and modifications have been carried out to enhance the results
both of scenario generation and detection modules.

Scenario Generation

To address the scenario generation weaknesses, the first and most substantial improvement
lies in the complete rewriting of the generation logic. This change allows precise control
over the timing of maneuver triggering, recording duration, and synchronization between ego
and leading vehicles. The Brake scenario provides a clear example: in the previous dataset,
the LV decelerated, but the EV reaction was often absent, producing video clips in which
the braking event appeared diluted and easily confused with Following LV classes. In the
current version, the EV reaction is implemented and consistent.

The second area of revision involves lateral maneuvers, particularly Cut-in, Cut-out,
and EV LC. In the original dataset, these categories suffered from contextual noise—video
windows often contained frames preceding or following the actual maneuver, or even periods
of steady-state driving. In highway contexts, where visual cues can be highly similar
across scenarios, a few irrelevant frames are enough to blur the semantic boundary between
classes. The updated generation logic solves this by refining the trigger conditions: recording
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begins only when the lateral maneuver starts and ends once the LC is completed. This
refinement produces two desirable outcomes. First, instances of the same class become more
homogeneous, reducing intra-class variance. Second, the separation between kinematically
similar classes becomes clearer, since the temporal noise that masked lateral movement is
now removed.

For instance, after modeling the Brake scenario, the instance generation and simulation
rates nearly doubled (from 118 to 240 instances per hour, and from 5s to 10s respectively),
keeping the the same error rate (∼ 22-23%), mostly due to unavoidable stochastic traffic
events. In large-scale DL pipelines, especially with models requiring thousands of data per
class, this improvement has a direct, measurable impact.

Table 4.12 shows in detail the same scenario generation metrics reported by [45].

Table 4.12 Previous Scenario–generation rates. In bold the scenario classes that we re-
implemented and improved (cf Table 4.10).

Scenario Correct inst.
[inst./h]

Error rate
[%]

Simulation rate
[min/h]

Brake 118 23 5
Cut-in 168 8.7 19

Cut-out 169 6.4 18
Pulling away LV 118 28.2 18

Approaching LV 136 28.1 16

Following LV 119 33 20

Following distant LV 77 53.2 13

Free ride 111 23.4 39

EV LC 136 37.5 20

Scenario Detection

Several differences occur also on the detection side, leading to notable improvements of the
previous work [45]. Both ours and the approach proposed by Cossu employ the same DL
network to detect scenarios. Fig. 4.16 shows the results obtained by the best model in [45],
while Table 4.13 shows the aggregate metrics.
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Fig. 4.16 Previous scenario classification results. Comparing with Fig. 4.14, the differences
in terms of accuracy per class are striking.

Table 4.13 Previous aggregate classification metrics for each model. Best results in bold (cf.
Table 4.11).

Model Accuracy Precision Recall F1 score

R3D 83.3% 84.5% 83.31% 83.2%
R3D CBAM 86.2% 86.7% 86.2% 86.2%

R3D SE 88.9% 89.0% 88.9% 88.7%

By comparing the confusion matrices in Fig. 4.14 and 4.16, it is possible to note that our
new scenario implementations have drastically improved results in detection. For example,
implementing the EV reactions has introduced visual cues, allowing the models to clearly
differentiate Brake from Following LV, which was not feasible in [45]. Furthermore, the
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revised Cut-in/out and EV LC increase detection accuracy, as they only capture lateral
movement without longitudinal driving sessions that may be misclassified as Following
LV-like classes, (Fig. 4.16).

Specifically, accuracy has increased by 55.75% for Brake, 19.48 for Cut-in, 19.71%
for Cut-out, and 13.08% for EV LC. As a consequence, misclassifications have decreased
drastically (cf Fig. 4.14).

4.4.5 Real-World Zero-Shot Learning

We finally assessed the real-world transfer learning ability of the system as a validation of
our simulation-based approach. We performed zero-shot testing evaluating performance of
the trained R3D SE system directly on a small random selection of excerpts taken from all
the records (1-5) of the Prevention dataset [74], with no fine-tuning. As per our ODD, the
selections involve 2/3 lane highway sections, with no lateral merges. We manually annotated
such excerpts, amounting to a total of 3 minutes and 59 seconds, corresponding to 2,390
samples. The resulting scenario distribution (Table 4.14) is quite different from the synthetic
test set extracted from the MOOVE distributions (Table 4.8), representing an additional
challenge. Detection results are reported in Table 4.15 and Fig. 4.17. The R3D-SE model
exhibits a performance degradation compared to the synthetic test set (Table IX), Overall
accuracy and F1-score decrease from 0.919 to 0.828 and 0.848, respectively – a relative drop
of approximately 10%.

This decline is primarily attributable to the domain shift between the controlled virtual
environment and the natural variability of real-world footage. Prevention introduces two
main challenging conditions not present in the synthetic data: uncontrolled illumination
and geometric instabilities. On the one hand, camera glare creates saturated regions and
bright streaks that can resemble lane markings. Abrupt intensity changes occur in shadows
cast by bridges or during high-contrast transitions at tunnel entrances and exits. On the
other, road-surface irregularities and vehicle suspension oscillations induce low-frequency
viewpoint jitter, disrupting temporal coherence across frames. Although CARLA simulator
achieves high photorealism in weather, lighting, and material rendering, such second-order
physical artifacts are only partially represented, likely explaining the performance drop.
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Table 4.14 PREVENTION test set driving scenario distribution.

Scenario # samples % samples

Brake 4 0.14
Cut-in 553 18.75

Cut-out 87 2.95
Pulling away from LV 175 5.93

Approaching LV 12 0.41
Following LV 1901 64.46

Following distant LV 74 2.51
Free ride 16 0.54
EV LC 127 4.31

Fig. 4.17 Confusion matrix on the PREVENTION real-world subset.
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Table 4.15 Aggregate classification metrics on the PREVENTION subset.

Accuracy Precision Recall F1 Score

83.3% 89.0% 83.0% 85.0%

Despite this domain shift, the model demonstrates a robust understanding of structural
scenario cues, as indicated by its maintained precision (0.883) and the preservation of
dominant inter-class relationships (Fig. 4.14 vs Fig. 4.17). Misclassifications are mostly
confined to semantically related categories (e.g., Brake, Approaching, Following), confirming
that the learned features capture underlying motion logic while remaining sensitive to visual
distortions and real-world noise.

Notably, although the PREVENTION dataset was acquired with a multi-sensor setup,
only the forward-facing camera stream was used in this evaluation, consistently with our
monocular pipeline. This alignment ensures that the observed performance degradation is
attributable to the sim-to-real domain gap rather than to sensor modality differences.

These preliminary results underscore the value of the synthetic dataset for developing a
pre-trained model, which shows significant promise for fine-tuning with limited real-world
data. We thus argue that the proposed synthetic framework provides a scalable and cost-
effective pre-training source that effectively captures core scene dynamics and facilitates
subsequent domain adaptation.

4.4.6 Conclusion

This chapter presented a unified study of LC intention recognition and highway scenario
detection on a shared map, using complementary data modalities and consistent evaluation.
On the maneuver side, TTLC regression on human-in-the-loop time series anticipates LC
up to 4 s, with a clear horizon-dependent behavior: below ∼2.5 s, kinematics dominate;
beyond that, scene context becomes more relevant. This supports a practical design pairing
a lightweight intention detector for long horizons with a focused regressor for short ones,
balancing accuracy and computational footprint (1D-CNN vs. Transformer).

On the scenario side, a configurable generator aligned with OpenSCENARIO 2.0 and
grounded in MOOVE distributions was introduced, producing labeled MP4 clips over nine
highway classes on the same map used for LC. A reference R3D-SE model with semantic
preprocessing reached 93% accuracy in simulation, with confusions mainly among visually
similar following patterns. The generated data were further validated on a real-world subset
from the PREVENTION dataset, where the same model achieved 83.3% accuracy, 89%
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precision, and 85% F1-score without any fine-tuning. Despite the strong class imbalance in-
herent to natural driving data, the model maintained consistent performance across dominant
scenarios, confirming the robustness and transferability of the synthetic-to-real pipeline.

The open-world limitation identified by Balasubramanian et al. [? ], which involves the
recognition of genuinely novel scenarios at deployment, remains an open direction for future
work.

The next chapter extends this work from simulated and real-world validation to embedded
deployment of a safety-critical perception function under sensor degradations, completing
the loop from data design to on-device operation.





Chapter 5

Robust Traffic Light Detection under
Sensor Failures

5.1 Introduction

This final chapter turns the data-centric insights of this thesis into a real deployment problem:
robust TLD under sensor anomalies. Building on the lessons of the previous chapters, we ask
whether that accumulated know-how (i.e., data design, simulator realism, scenario coverage,
and embedded constraints) can be composed into a system that works in practice. Concretely,
we reuse and adapt those pieces to design, implement, and assess a TLD pipeline that remains
reliable when the camera stream is degraded.

Reliability matters because DL perception hinges on sensor quality: corrupted inputs can
cascade into unsafe behavior [137, 204, 205]. TLD is central for SAE L3/4 operation [206]
and must integrate cleanly with TOR policies that handle conditions outside the ODD [207].
Rather than revisiting broad adversarial robustness, we focus on realistic degradations and
hardware-like failures that emerge in deployment [42, 43] and are known to impair vision
systems [208, 209, 141].

Our contribution is a modular embedded architecture that (i) detects anomaly-affected
frames, (ii) restores images when possible, (iii) filters unrecoverable inputs, and (iv) triggers
a TOR if reliability falls below a threshold—then monitors for recovery. We study a concrete
use case: an RGB-camera TLD stack built around a quantized (16-bit) YOLOv11 detector [40,
41] on an NVIDIA Jetson Orin Nano, evaluated with two black-box, deployment-plausible
perturbations, TPSeNCE (rain) [42] and Poltergeist (stabilizer-like blur) [43], that require no
prior system knowledge [140]. The design choices reflect embedded constraints on compute,



92 Robust Traffic Light Detection under Sensor Failures

power, and latency typical of in-vehicle platforms [210] and aim at a practical path to robust
operation.

Section 5.1.1 describes the datasets, Section 5.2 details the architecture, Section 5.3
reports results, and Section 5.4 outlines takeaways and future directions.

5.1.1 Dataset Selection and Post-Processing

Based on Table 2.6, we chose Bosch, DTLD, and Valeo for developing our system. The
Bosch dataset ensures variety across cities and a substantial number of annotations. DTLD
offers very high-quality annotations and includes the red-yellow state, which is essential
for cross-regional robustness. The LISA dataset was excluded, aligning with [153], due to
missing annotations, imprecise bounding boxes, and the absence of the off label.

Since the datasets cover different states with different labels, we mapped them into five
unified classes: off, green, red, yellow, and red-yellow.

A post-processing step consisted of injecting perturbations into both training and testing
sets for the FCh and the test set of the complete system. The dataset was divided into
three splits: one perturbed with rain noise through TPSeNCE [42], one with blur noise
through Poltergeist [43], and one left clean. Poltergeist perturbations were injected at three
intensity levels: weak, medium, and strong. Parameters were set following [43]: weak
δ = 0.0128,L = 0; medium δ = 0.0256,L = 5; strong δ = 0.05,L = 10, with β = 0.1 for
rotation. For TPSeNCE, intensity levels could not be varied due to the lack of annotated
datasets with controlled rain conditions.

5.1.2 Noise Selection Rationale and Scope

TPSeNCE and Poltergeist were selected because they represent two structurally distinct
classes of camera anomaly relevant to automotive deployment. TPSeNCE models adverse
weather conditions, specifically rain, which degrades image quality through light scattering,
streak artifacts, and contrast reduction, a naturally occurring and well-documented source of
perception degradation in outdoor driving scenarios [138, 141]. Poltergeist instead models a
hardware-level failure: it exploits acoustic resonance to induce unintended motion compensa-
tion in the camera stabilizer, producing blur artifacts that are independent of weather and can
occur under any lighting or environmental condition [43]. Together, the two perturbations
cover one environmental and one hardware/cyber threat vector, providing complementary
coverage of the anomaly space without requiring prior knowledge of the target system. Both
are black-box, reproducible, and parametrizable at controlled intensity levels, which enables
systematic evaluation across a defined severity range.



5.2 System Architecture 93

The use of synthetic perturbations rather than real-world noisy data is a deliberate method-
ological choice. No public dataset provides TLD images with controlled, annotated camera
anomalies at multiple severity levels. Synthetic injection via TPSeNCE and Poltergeist is
therefore the only approach that guarantees reproducibility, parametric control over intensity,
and ground-truth knowledge of the anomaly type.

The architecture’s robustness is intentionally scoped to the two selected perturbation
classes. A FCh trained on three classes (clean, TPSeNCE, Poltergeist) will not generalise to
unseen anomalies such as low light, lens flare, or fog without retraining. This is a limitation.
However, the modular design of the architecture directly addresses it: extending coverage to
a new anomaly type requires only retraining the FCh with additional samples and integrating
a corresponding cleaner module, without modifying the core detector. This extensibility is a
deliberate architectural property, not a workaround.

5.2 System Architecture

The proposed system architecture implements a comprehensive reliability workflow designed
to maintain operational integrity during sensor failures. At its core, the framework integrates
four principal components working in concert. The frame checker (FCh) module is responsi-
ble for real-time detection of sensor perturbations, while the frame cleaner (FCl) attempts to
mitigate corrupted input data. The system incorporates two critical DM modules: the takeover
decision maker (TODM), which evaluates when driver intervention becomes necessary and
issues a TOR, and the AD Revert Decision Maker (ADRDM), which determines when AD
operation can safely resume. Central to this architecture is the YOLOv11-based TLD system,
which serves as the foundational perception component.

The workflow comprises two execution modes: an AD mode and a manual driving mode,
which is activated when the ADF is disabled. The system consists of five modules: a Frame
Checker for classifying the sensor failure (no anomaly, TPSeNCE, or Poltergeist); a Frame
Cleaner for mitigating image corruption; a Traffic Light Detector, a decision-maker to trigger
a TOR in case of persisting perturbations; and a second decision-maker responsible for
re-activating the ADF once the checker verifies the absence of anomalies.

5.2.1 Target Workflow

The proposed workflow (Fig. 5.1) incorporates a comprehensive safety protocol that in-
cludes both TOR initiation and, when conditions permit, ADF resumption. This dual-mode
operation mirrors the fundamental safety paradigm of autonomous systems, where TORs
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are triggered either when the ODD boundaries are violated [211] or in response to system
malfunctions [212].

Fig. 5.1 Proposed TLD workflow. Black arrows indicate AD mode execution, red arrows
indicate the manual driving mode.

A fundamental design decision involves implementing a modular architecture with
dedicated subsystems for object detection and anomaly detection. While previous studies
have explored noise-robust neural networks [136, 213], our partitioned solution offers distinct
advantages. In our framework, the object detector is trained exclusively on clean (non-
corrupted) images, while system robustness is achieved through two specialized components:
(1) an anomaly detection module and (2) anomaly-specific frame-enhancement modules.
This separation provides scalability and extensibility, as adapting to new anomaly types
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only requires updating the anomaly detection component and adding a corresponding frame-
enhancement module, without modifying the core TLD system.

5.2.2 Frame Checker

The FCh is a classifier that processes the TLD input and outputs the estimated failure type
or “clean” if no failure is detected. It is trained using the TLD dataset with perturbations
injected as described in Section 5.1.1. The dual training workflow (object detection and
anomaly detection) is sketched in Fig. 5.2.

Fig. 5.2 Dual training workflow for traffic lights and anomaly detectors.

As the basis for the FCh, we use MobileNetV2 [214] pre-trained on the ImageNet dataset.
MobileNetV2 is a model optimized for mobile deployment, thus suited also for an automotive
environment in terms of memory footprint and computational demand. We fine-tune this
model on a 3-class task (‘clean’, ‘tpsence’, and ‘poltergeist’). We classify as ‘tpsence’ the
rainy images and as ‘poltergeist’ the samples affected by the relevant adversarial attack or
camera’s stabilizer malfunction. The MobileNetV2 classifier head is thus replaced by an
output layer consisting of a 3 fully-connected neurons with softmax activation. In addition,
to enhance the model’s ability to capture task-specific patterns, the four deepest layers of
the MobileNetV2 are unfrozen for fine-tuning, while the rest of the layers remain frozen to
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preserve the robust feature extraction capabilities learned on ImageNet, and favor training
convergence. These include the input layer size, which has been kept at 224×224×3.

For the training phase, we employed the ADAM optimizer over the Cross-Entropy loss,
with a weight decay of 10−5 and learning rate 0.001. We trained the classifier for 12 epochs,
using Early Stopping with patience 5 and batch size 256.

5.2.3 Frame Cleaner

Whenever a frame is classified as perturbed, the FCl module is in charge of enhancing it. We
decided to apply two different image recovery techniques given the significant difference
between the two types of sensor failures considered.

To restore TPSeNCE-perturbed frames, we employed SAPNet [145], a Segmentation-
Aware Progressive Network which utilizes progressive dilated units to clear multi-scale rain
streaks while preserving semantic details via unsupervised background segmentation.

To restore images generated by Poltergeist, we opted for a more complex method, as per
the more sophisticated nature of the perturbation, which involves both linear and rotational
motion blurs. So, we used a specific GAN (i.e., DeblurGAN-v2) purposely designed for
image deblurring [215]. Also in this case, we employ a MobileNetV2 backbone [214],
keeping into account the limitations of the target execution environment.

The TLD module is run only on images that are deemed as clean by the FCh. Thus,
frames that cannot be effectively cleaned (i.e., are still classified as anomalies after the
mitigation attempt) are discarded.

5.2.4 Takeover Decision Maker

The TODM is in charge of deciding whether to execute or not a TOR if an attack/sensor
failure is detected. For our baseline implementation, we employ a sliding-window detection
approach where we:

1. Count the number of anomalous frames (A) within a window of N consecutive frames.

2. Normalize this value to obtain the anomaly percentage:

Ã =
A
N
·100 (5.1)
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3. Compare against a threshold Athres using the decision function:

D(Ã) =

1 if Ã > Athres

0 otherwise
(5.2)

where D(Ã) = 1 triggers a TOR, while D(Ã) = 0 maintains normal operation. The most
conservative Ã = 1/N threshold initiates a TOR upon detection of even a single anomalous
frame, prioritizing maximum safety at the potential cost of increased false positives.

Alternative approaches to change point detection, including statistical methods based
cumulative sum control chart [216] or pruned exact linear time [217], or AI-based solutions
such as autoencoders and LSTM-based anomaly detectors, could offer improved sensitivity
and adaptability. However, for the purposes of this work, the sliding-window approach was
selected for its simplicity, low computational overhead, and ease of interpretability, leaving
the exploration of more advanced methods to future investigations.

5.2.5 Automated Driving Revert Decision Maker

Once the TOR has been issued, the driver takes control of the vehicle, and the system toggles
its working mode. However, the ADF can be resumed if the system judges that the sensor
anomaly issue has been overcome. This decision is delegated to the ADRDM. For this
module, we propose a dual logic of the TODM (Eq. 5.1 and Eq. 5.2), with a different TW
length N and decision threshold Ã. A discussion on the setting of such parameters is given in
the experimental section of this article.

5.2.6 Traffic Light Detector

At the core of our system, we have chosen the YOLOv11 model [40, 41] as the solution to
detect traffic lights at various scales and in real time.

As the YOLOv11 architecture comes in different sizes (from nano to extra-large), we
selected the nano size, to be able to deploy the trained model on an embedded computing
platform with reasonable inference times. The nano architecture involves 2.6M parameters
and 6.5B FLOPs. We trained the model for 1,000 epochs, with batch size 32, and enabled
early stopping with patience of 50 epochs.

The dataset was partitioned into three sets: 80% for training, 10% for validation, and
10% for testing. To properly assess generalization, the dataset was split by cities. The imgsz
parameter was set to 640×480 pixels, which was chosen as a trade-off between computational
efficiency and detectable object size. We disabled the rect setting, to ensure the mosaic data
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augmentation, which is used to create composite images from multiple inputs to enhance
model generalization. The SGD optimizer was employed, which is the default for YOLOv11.

5.2.7 Overall System Architecture

Fig. 5.3 provides a high-level overview of the in-vehicle deployed system, highlighting the
two different impact points of the considered perturbations, the computing devices, and the
final UI.

Fig. 5.3 High-level overview of the system architecture

As the core hardware platform, we selected the NVIDIA Jetson Orin Nano [218], which
is well suited for DL-centric automotive applications because of its compact dimensions (100
mm × 80 mm × 29 mm), robust computing capabilities, and powerful GPU. This platform
features a quad-core ARM Cortex-A57 MPCore Processor CPU and a 128-CUDA core
NVIDIA Maxwell GPU running at 1.43 GHz. It also features a CPU-GPU shared memory
of 4 GB of 64-bit LPDDR4 RAM and is equipped with 16 GB of eMMC 5.1 storage.

Fig. 5.4 details the overall workflow supported by the proposed system architecture.
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Fig. 5.4 Functional workflow supported by the proposed system architecture. Black arrows
indicate execution in AD mode, while red arrows indicate execution in manual driving mode.

The system receives as input a stream of frames. Each frame is first verified by the
FCh. If it is classified as non-perturbed, it is processed by YOLOv11 to detect traffic lights.
Otherwise, the frame is enhanced with the FCl and fed again to the FCh. If it is again
classified as anomalous, it is discarded, and the TODM decides whether to give the control
back to the driver through a TOR. In this case, the system execution continues (dashed red
arrows) to check if other attacks are coming. The decision on whether to re-enable the AD
mode rests with the ADRDM. If the second check is passed, the cleaned frame is instead
sent to YOLOv11.

The system’s modular architecture ensures independent operation of each component,
providing two key advantages: (i) generalization capability beyond TLD applications, and (ii)
straightforward updatability of individual modules (e.g., seamless integration of improved
object detection algorithms as they become available).

5.3 Experimental Results

5.3.1 YOLO11 TLD Performance on Clean Dataset

The YOLO11 TLD model trained and tested on the original (i.e., unperturbed) dataset
described in Sec. 5.1.1 achieves a precision of 86.4%, a recall of 77.7%, and an F1-score
of 81.8% on the test set. We also report a mAP50 of 84.7%. We report mAP50 rather
than mAP50-95 because traffic light bounding boxes are small and tightly annotated across
datasets; mAP50-95 penalizes localization error more heavily, while mAP50 intuitively
reflects overall performance especially in small object detection scenarios [219]. We argue
that performance is negatively influenced by the class imbalance present across the three
datasets used. Specifically, the majority of samples belong to the ‘green’ and ‘red’ classes,
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while the ‘yellow’ class contains an order of magnitude fewer samples. The ‘red-yellow’ and
‘off’ classes are severely under-represented (two orders of magnitude fewer samples than the
‘green’ and ‘red’ classes) and less accurately detected. The class imbalance directly impacts
model performance, as evidenced by the lower mAP50 scores, which are averaged per class.
mAP50 values are 92.9%, 87.6%, and 87.5% for the ‘green’, ‘red’, and ‘yellow’ classes,
respectively. But values for ‘red-yellow’ and ‘off’ are 84.3% and 71.2%, respectively.

To deploy the model on the Jetson Orin Nano target platform, we exported it to the
TensorRT format [220] with the FP16 quantization (floating point half precision), which is
the maximum quantization supported by the board. The quantized model achieves a similar
performance as the original one, with a precision of 86.1%, a recall of 77.6%, an F1-score
of 81.6%, and a mAP50 of 84.6%. While the preservation of model performance under
quantization has been previously established in the literature (e.g., [135]), our work provides
the first empirical validation of this effect specifically for TLD tasks. The quantized model’s
inference time is 59 ms and size 9.5 MB.

Polley et al. [134] present a TLD application based on four datasets, each one with a
different set of target classes. For each dataset, they report performance for the three-class
problem (green, yellow, and red). Thus, for the sake of comparison, we performed a similar
analysis considering the three-class problem and the BSTLD and DTLD datasets separately.
Results in Table 5.1 show that our FP16-quantized model far outperforms their full-precision
model. A broader comparison covering additional metrics (precision, recall, inference time,
model size) is reported in Table 5.2 and Table 5.4 for our full five-class system, which
operates under more challenging conditions than the three-class baselines.

Table 5.1 mAP50 for the 3-class task on BSTLD and DTLD datasets

Model BSTLD DTLD

YOLOv7 [134] 83% 74%

YOLO11n (ours) 93% 95%

5.3.2 YOLO11 Robustness Analysis

This section analyzes the performance of the YOLO11 model in scenarios with TPSeNCE
and Poltergeist camera sensor anomalies, using the perturbed dataset presented in Sec. 5.1.1.
Table 5.2 (YOLO11 column group) shows the performance of the YOLO11 at the three
perturbation intensity levels.
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Table 5.2 Performance against frame perturbations

Perturbation Intensity
YOLO11 Re-trained YOLO11 Proposed System

Prec Rec F1 mAP50 Prec Rec F1 mAP50 Prec Rec F1 mAP50

No - 86.1% 77.6% 81.6% 84.6% 82.6% 76.9% 79.6% 80.5% 86.1% 77.6% 81.6% 84.6%
TPεNCE [42] - 80.2% 75.1% 77.6% 79.0% 81.8% 75.5% 78.5% 80.8% 86.2% 77.6% 81.7% 84.6%
Poltergeist [43] weak 88.2% 75.3% 81.2% 84.3% 85.5% 78.8% 82.0% 84.1% 86.0% 77.5% 81.5% 84.4%

medium 78.8% 75.0% 76.9% 77.7% 79.1% 74.6% 76.8% 78.2% 85.9% 77.5% 81.5% 84.4%
strong 69.0% 42.1% 52.3% 49.4% 76.3% 55.9% 64.5% 66.3% 85.9% 77.9% 81.7% 84.8%

Results show that both TPSeNCE and Poltergeist significantly affect performance, under
every considered metric. With TPSeNCE, mAP50 drops from 84.6% (original) to 79.0%
(strong perturbation), and degradation is more pronounced for Poltergeist (49.4% with strong
perturbation). Fig. 5.5 gives an example of the impact on YOLO11 inference, showing TLD
detections on the original frame, with TPSeNCE noise and three levels of Poltergeist.

Fig. 5.5 YOLO11 performance visualized. Inference of TLD model before (in red) and after
(in green) FCl intervention for both cases.

The different performance in the two anomaly types indicates that YOLO11 is quite
robust to adverse weather (TPSeNCE) perturbations, but very weak to camera malfunctions
(Poltergeist), in the TLD task. We thus tried to re-train the YOLO11 detector with a dataset
augmented with TPSeNCE- and Poltergeist-perturbed frames at different intensity levels.
Results (Table 5.2, Re-trained YOLO11 vs YOLO11 column groups) show that mAP50
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increases for perturbed images (particularly, strong Poltergeist 66.3% vs 49.4%) but falls in
the more common, clean case (80.5% vs 84.6%).

These findings - representing, to our knowledge, the first comprehensive perturbation
analysis of YOLOv11 - have motivated our development of a novel system architecture
specifically designed for robust real-world deployment.

The proposed system architecture emphasizes modularity and extensibility to accommo-
date new perturbation types. To enhance the robustness against novel noise patterns, the
framework requires only: (i) retraining the FCh with additional perturbed samples, and (ii)
integrating a new dedicated cleaner module. Notably, this approach preserves the original
YOLO detector, which remains optimized for processing clean images - the predominant
case in normal operation.

5.3.3 Frame Checker

The FCh is intended to identify perturbed frames. In our implementation, it recognizes three
classes: ‘clean’, ‘tpsence’, and ‘poltergeist’. The training configuration reported in Sec. 5.2.2
achieves 99.8% accuracy, 99.6% precision, 99.6% recall, and 99.6% F1-score. As per our
target workflow , frames flagged as perturbed are submitted to the FCl for a cleaning attempt
and then processed again by the FCh, to check the outcome of the attempt.

A common issue for deployment concerns the false alarm rate, which may undermine the
user trust in a system causing stress or distraction. In this view, it is important to report that
the FCh flags 0% of clean frames as perturbed. On the other hand, there is 0.27% of false
negatives (0.25% due to TPSeNCE-perturbed images misclassified as ‘clean’, 0.02% to weak
Poltergeist).

5.3.4 Frame Cleaner

Table 5.3 (column group: Final version) illustrates the recovery rate (RR) achieved by the
proposed system, segmented by perturbation type and intensity.
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Table 5.3 FCH’s RR and system’s mAP50 per attack type.

Attack Type Intensity Early version Final version

RR mAP50 RR mAP50

TPεNCE - 90.7% 84.6% 90.7% 84.6%

Poltergeist weak 99.8% 84.3% 99.3% 84.4%

medium 59.7% 84.2% 56.6% 84.4%

strong 96.9% 52.8% 29.9% 84.8%

To calculate such values, we process each attacked test-set image through the whole
system. RR is as follows Eq. 5.3:

RR =
CC2
PC1

(5.3)

where CC2 is the number of images that are classified as clean by the FCh after the FCl
processing, and PC1 is the total number of images sent to the FCl (i.e., the input images
flagged as perturbed by FCh).

The RR per se is not a performance indicator for the overall system. Results from an early
version of the system (Table 5.3, Early version columns) show an average RR of 86.8% and a
final mAP50 of 76.5%, with a performance drop of about 8% with respect to the unperturbed
case (Table 5.2, YOLO11). In this early version, we trained the FCh with clean and perturbed
images only.

In this work, mAP50 is adopted as the sole quality criterion for the FCl output. This choice
reflects the perspective of the downstream detector rather than human visual perception:
what matters for the system is whether the restored frame allows YOLOv11 to detect traffic
lights correctly, not whether the frame looks clean to a human observer. This distinction is
supported by recent work showing that conventional IQA metrics such as SSIM and PSNR,
being designed to align with human perceptual judgements, are weak predictors of DNN
performance in detection and classification tasks [221, 222].

We acknowledge that this choice has a limitation: mAP50 measures the aggregate effect
of image quality on detection, but does not provide insight into which aspects of the restored
image (sharpness, contrast, artefact level) drive the recovery. A complementary analysis
correlating standard or task-oriented IQA scores with mAP50 on the restored frames would
help characterise the FCl behaviour more completely, and is left as future work.

To improve the overall system performance, we then extended the FCh dataset with
samples representative of its second iteration, particularly from strong Poltergeist, which had
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high RR (96.9%) but low mAP (52.8%). Such additional samples are perturbed images that
underwent the FCl but were not cleaned well enough (i.e., achieved a mAP50 value lower
than 85%). This fine tuning led to a reduction in RR (69.1%), but a surge in final mAP50
(84.6%) (Table 5.3, Final version column). The implemented system demonstrates enhanced
capability to identify critical scenarios, with the TODM dynamically evaluating whether to
trigger a TOR based on anomaly frequency. Our approach maintains the original clean-image
detection accuracy (84.6 mAP50, Table III), though with a measurable frame rate reduction
due to the conservative frame-discarding policy.

As shown in the last group of columns of Table 5.2, the defended YOLO11 maintains
consistent performance across all tested perturbation types and intensity levels, sustaining
nearly 85% mAP50. This represents a significant improvement over the baseline unprotected
YOLO11 implementation (which degraded up to 49.4% mAP50 under same conditions),
validating the effectiveness of the proposed defense architecture.

5.3.5 Resource Analysis

We evaluated the computational performance of the proposed architecture on the Jetson Orin
Nano platform in terms of both inference time and memory footprint. The software stack is
built on Python 3.8, PyTorch 2.0, and the Ultralytics library for YOLO. Inference time was
computed within the python code.

Table 5.4 presents the breakdown of the inference times for the various components of
the system using the Jetson Orin Nano platform.

Table 5.4 System architecture components’ inference time.

Component Inference Time [ms]

TPSeNCE Poltergeist

FCh 16 16

FCI 27 28

YOLO11 Detector 23 23

Total – perturbation filtered out 82 83

Total – perturbation not filtered 59 60

Total – no perturbation detected 39 39

The YOLOv11 detector has a latency of 23 ms. The overhead introduced by the FCh is 16
ms. The normal (i.e., no-attack detected) system latency is thus 39 ms. The overhead posed
by the FCl is 27 ms in the case of TPSeNCE perturbation, and 28 ms in Poltergeist scenarios.
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When a perturbed frame is detected, another FCh run is needed, leading to a total latency of
83 ms (82 ms for TPSeNCE). This is the maximum latency. The system demonstrates three
distinct operational modes with varying frame rates:

1. Attack mitigation mode: 12 FPS (during active perturbation filtering)

2. Normal operation mode: 25 FPS (attack-free conditions)

3. Frame discard mode: 16 FPS (when perturbations cannot be filtered)

For context, at a vehicle speed of 50 km/h – a common urban speed limit with traffic
lights – under the worst-case latency (12 FPS), the system processes frames approximately
every 1 meter of travel distance. While our datasets lack precise distance metadata, manual
inspection reveals that labeled traffic lights typically appear at 70–80 meter distances in
sample images. This detection range provides margin for the system’s operational latency,
even in worst-case scenarios.

Table 5.5 reports the parameter counts and VRAM consumption of the system architec-
ture’s core components. Hardware resource analysis was conducted using jtop, allowing to
monitor GPU and CPU utilization.

Table 5.5 Hardware resources usage.

Component # Parameters Memory [MB]

TPSeNCE Poltergeist TPSeNCE Poltergeist

YOLO11 Detector 2.6M 2.6M 60 60

FCh 2.2M 2.2M 10 10

FCI 0.1M 4.3M 62 65

The YOLOv11 detector requires 2.6M parameters and ∼60 MB, while the FCl adds 62
MB for TPSeNCE and 65 MB for Poltergeist. The FCh remains lightweight, with 2.2M
parameters and 10 MB, also thanks to the reduced input size (224×224×3 vs 640×480×3).
Thus, when the system processes non-perturbed frames, the peak memory usage is 60 MB;
when perturbed frames require cleaning, the peak rises to 62 MB for TPSeNCE and 65 MB
for Poltergeist.

Overall, the memory footprint of the system remains well within the 4 GB VRAM
capacity of the Jetson Orin Nano, confirming the feasibility of real-time deployment on
embedded automotive hardware.
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5.3.6 Decision Maker (TODM and ADRDM) settings

To design the TODM, we first determined an optimal window length N for anomaly monitor-
ing. Given a frame rate of 12 FPS (the operational rate when the TLD system fails to filter
perturbations), a 5-frame window spans approximately 0.4 seconds, corresponding to a tra-
versed distance of 5.6 meters at a velocity of 50 km/h. This window duration strikes a balance
between rapid detection of sustained perception degradation and sufficient smoothing of tran-
sient noise, which may intermittently arise under normal operating conditions—particularly
in urban environments.

Within the 5-frame window, we evaluated different threshold values Athres of the maxi-
mum acceptable number of discarded frames before issuing a TOR. The goal is to keep the
attack-less mAP50 value (≥84%), while accepting a FPS degradation from 25 FPS until a
real-time performance threshold (≥10 FPS [223]). FPS reduction may be due to two factors:
the increased latency due to the cleaning attempt (the worst-case execution time occurs when
an attack is cleaned) and the loss of discarded unrecoverable frames.

With Athres = 0% (where a single discarded frame triggers a TOR), the worst-case latency
is ∼0.06 s. Combined with a distracted driver’s average reaction time of 2.5 s [207], this
yields a total takeover time of 2.56 s, corresponding to ∼35 m at 50 km/h. While this setting
preserves a minimum frame rate of 12 FPS, its high sensitivity to isolated disturbances (e.g.,
minor vibrations from uneven pavement) increases false positives.

Increasing Athres to 40% (requiring ≥3 perturbed frames in the window) delays TOR
issuance to a maximum of 0.18 s (3 consecutive frames), extending the total response time
to ∼2.68 s (∼37 m). This threshold risks sub-real-time performance: if two frames are
discarded and the remaining three are filtered by the FCl, no TOR is issued, but the frame
rate drops to 8 FPS.

To balance reliability and responsiveness, we selected Athres = 20%, requiring ≥2 per-
turbed frames per window. This results in:

• Maximum TOR latency: 0.12 s.

• Total takeover time of ∼ 2.62 s (∼36 m).

• Worst-case FPS: 10 (one frame is discarded and four are filtered), still meeting real-time
requirements [223].

When the TLD system is used by a highly vigilant driver (reaction time 0.7 s [223]), the
total latency drops to 0.82 s, with the vehicle traveling only ∼11 m before control is regained.

Differently from the TODM, the ADRDM module—responsible for resuming AD—
requires a longer-term assessment. Specifically, we decide to re-enable AD only after a 25 s
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interval without any detected perturbation (i.e., N = 300 and Athres = 0%). This conservative
design strategy ensures that automated driving functionality is restored only after sustained
perception stability is confirmed, thereby mitigating the risk of premature re-engagement
under uncertain operational conditions.

The selected threshold value of Athres = 20% was empirically determined from our dataset
and experimental setup to balance responsiveness and reliability. In fact, both the threshold
values and window lengths are tunable parameters that can be optimized for specific vehicle
platforms ODDs, driver preferences or regulatory requirements.

5.3.7 Trip-Segment Analysis

The final experiment evaluates the system under an authentic application scenario simulating
live video stream processing. Given the significant impact of Poltergeist perturbations (as
demonstrated in Table 5.2 and Table 5.3) we simulate an acoustic-based camera attack
scenario, where the sensor is compromised by Poltergeist-generated noise patterns. These
perturbations were injected at controlled intensity levels directly into the Valeo test set frames
(which are temporal sequences), ensuring flexible, reproducible conditions for testing.

Prior literature provides very few examples of attack pattern generation with some
similarity to our use case ([224–226]). In [224], only a few frames at the end of each video
are altered, which is not adaptable to an AD case, in which the vehicle may be attacked
at any time. In [225], a white-box approach is adopted: the adversary is assumed to have
access to the training data and model parameters of the video classifier. This setting allows
carefully crafted perturbations but does not align with our use case, where we model sensor
anomalies that occur without such privileged knowledge. In [84], adversarial patches are
applied to frame sequences from BDD100K sampled at 30 FPS. The patch is inserted at a
random time between seconds 1 and 10 and then moved across the image for 0.2–2 seconds
before disappearing. This produces short bursts of corruption within the video stream and is
suited to model only external attacks, not also realistic sensor anomalies. A patch attack is
a localized perturbation applied to part of the image to mislead the detector. Unlike sensor
anomalies such as rain or blur, patch attacks are digitally crafted and do not originate from
intrinsic failures of the sensing or computing pipeline.

To address this gap, we developed two distinct attack test cases: Sporadic Attack (i.e.,
intermittent perturbations) and Massive Attack (i.e., sustained perturbations). Each scenario
comprises a 600-sample time series (50 s video). In both cases, the initial anomaly threshold
(Ã) is set to 0, reflecting the assumption of no prior attacks in the pre-analysis frames.
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Sporadic Scenario

The sporadic attack scenario features randomly distributed perturbations concentrated in
specific intervals (Fig. 5.6a): frames 1-100: 5 ’weak’ Poltergeist attacks; frames 100-200: 10
’weak’ attacks; frames 200-400: no attacks; frames 400-600: 15 ’medium’ attacks. The 30
resulting attacked frames are the following: 31, 47, 71, 91, 99, 106, 112, 127, 157, 158, 182,
186, 191, 192, 196, 407, 416, 431, 466, 481, 490, 503, 523, 536, 547, 568, 572, 586, 594, 597.
This configuration simulates imperfect camera stabilization due to poor road conditions (e.g.,
uneven surfaces), resulting in minor image oscillations. The scenario enables evaluation of
the system’s ability to maintain AD mode during low-intensity noise events.

In this scenario, we evaluated four system configurations:

1. Baseline: Athres = 0%, FCl disabled (Fig. 5.6c)

2. FCl-enabled:Athres = 0%, FCl active (Fig. 5.6d)

3. Threshold-adjusted: Athres = 20%, FCl disabled (Fig. 5.6e).

4. Optimized Athres = 20%, FCl active (Fig. 5.6f)

Fig. 5.6 shows an example of sporadic attack during a trip. It depicts the attack scenario,
the FCh result, the Ã metric evolution and the TOR threshold.

(a)

(b)

(c)
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(d)

(e)

(f)

Fig. 5.6 Trip-segment analysis, sporadic attack. (a) depicts the attack scenario; (b) represents
the FCh results, blue for pre-cleaning FCh classification and red for post-cleaning FCh
classification; (c–f) show the Ã metric evolution with the two thresholds described in IV.D
and IV.E represented by red and green dashed lines, respectively. In (c) and (d), the take-over
threshold (red line) is set to 0%, in (e) and (f) to 20%. In (c) and (e) FCl is disabled.

The FCh activity in the scenario is reported in Fig. 5.6b.
We can observe the following:

• FCh effectiveness: the FCh is able to detect 100% of the perturbed frames

• FCl effectiveness: the FCl successfully cleans all ’weak’ perturbations and 56.6%
of ’medium’ perturbations (FCl recovery rate: 59.7%), preventing premature TOR
triggers (which occurred at frame 31 in configuration 1 and frame 157 in configuration
2).

• Threshold Optimization: the Athres = 20% setting maintained AD mode throughout the
entire sequence (Configuration 4). While some frames (400-600) were discarded due
to ’medium’ perturbations, the cumulative anomaly threshold Athres approached but
did not exceed the 20% limit.
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• System Robustness: the combined FCl/Athres = 20% configuration effectively miti-
gated sporadic noise impacts, demonstrating stable AD maintenance despite intermit-
tent perturbations.

The trip quality assessment is presented in Fig. 5.7 through two metrics: (a) 5-frame
moving average mAP50, and (b) count of discarded frames.

(a)

(b)

Fig. 5.7 System performance with and without FCh and FCl in the sporadic scenario. (a)
shows the YOLO performance, (b) the discarded frames in the TW.

In the initial trip segment (frames 0-200), we observe that: (i) weak perturbations show
negligible impact on mAP50 (consistent with Table 5.2 findings); the FCh-only configuration
(with no FCl - orange line) triggers a TOR at frame 158. In the final segment (frames
400-600) we observe that: (i) medium-intensity perturbations reduce baseline mAP50 by
7% (Table 5.2); (ii) the baseline system response shows a minor mAP50 degradation (the
effect is actually mitigated in the plotted average), while the employment of FCh+FCl
allowed maintaining the target performance (84.6% mAP50), also preventing a TOR at frame
572, which instead occurred in FCl-disabled configuration. Thus, the integrated system
(with Athres = 20% threshold) demonstrates effective noise compensation across perturbation
intensities, preserving YOLO’s nominal performance (84.6% mAP50), eliminating two
critical TOR events (frames 158 and 572), and keeping an FPS ≥ 10.
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Massive Scenario

The massive attack scenario (Fig. 5.8a) features a first phase (frames 1-300), with 30 random
’strong’ Poltergeist attacks (10% concentration) and second phase (frames 301-600), with no
attacks (recovery phase). The resulting attacked frames are the following: 8, 18, 32, 56, 69,
79, 94, 103, 114, 134, 140, 145, 161, 166, 180, 185, 198, 202, 208, 218, 228, 229, 245, 253,
255, 257, 270, 273, 283, 294.

(a)

(b)

(c)

Fig. 5.8 Trip-segment analysis, massive attack. (a) is the attack scenario, (b) the FCh results,
and (c) the Ã evolution.

This represents a critical adversarial acoustic attack scenario, as ’strong’ Poltergeist
perturbations demonstrate the lowest recovery rates (Table 5.3, final version). The anomaly
threshold (Ã) is initialized at 0, assuming no prior attacks.

Fig. 5.8c shows that some attacked frames are correctly cleaned (e.g., frames 18 and 78),
whereas some others cannot be recovered (e.g., frames 8, 32, and 56). Also in this scenario,
the recorded FCh detection rate is 100%. The system is able to keep the ADF enabled until
step 228, when the critical threshold is overcome. The ADF is enabled again at step 493,
because of the cessation of attacks at step 300.

The system quality assessment under a massive attack scenario (Fig. 5.9) focuses on the
first 300 frames, as the latter trip segment was attack-free.



112 Robust Traffic Light Detection under Sensor Failures

Fig. 5.9 System performance with and without FCh and FCl in the massive scenario, attack
phase (frames 1–300). Top shows the YOLO performance, (b) the discarded frames in the
TW. Dashed lines in bottom indicate traveling in manual driving mode.

The baseline ADF’s mAP50 drops to 64% under intense attacks, whereas enabling the
FCh and FCl maintains the target mAP50 ( 84%) at the cost of discarding some corrupted
frames. TOR triggers earlier without FCl (frame 202 vs. frame 229 with FCl), demon-
strating FCl’s attack-dampening effect and its role in extending user reaction time, critical
consideration for HMI design.



5.3 Experimental Results 113

Extended testing (3,600 frames, 5 minutes) reveals no TOR in sporadic attacks but three
in massive attacks, highlighting the need for robust cleaning strategies and balanced TOR
thresholds to ensure system responsiveness and safety under sustained threats.

5.3.8 Comparison with State-of-the-Art Defense Systems

While the TOR-including complete defense system is completely original in literature, we
can compare the performance of the proposed TLD pipeline with two highly representative
recent systems for defense against perturbations in object detection: [226] and [227].

Mu [226] proposes ADAV, which combines temporal consistency checks with attribution-
based masking to counter object-vanishing patches in AD scenarios. Their system improves
adversarial mAP from 22% to 36% (clean = 44%) while sustaining 56 FPS in clean condi-
tions and 20 FPS under defense. However, also in this case, no embedded deployment is
considered.

Yu et al. [227] address adversarial patch attacks on person detection, introducing a
Universal Defensive Frame. The proposed method reduces attack effectiveness substantially,
raising mAP from ∼18–24% under patch attacks to ∼47–51%. Experiments are conducted
on a desktop GPU (NVIDIA GeForce GTX 1080Ti), but no embedded deployment or
system-level integration is presented.

Performance comparison is summarized in Table 5.6. Overall, compared to these state-
of-the-art defenses, our proposed approach stands out for:

1. focusing on realistic sensor-degradation anomalies instead of digital adversarial patch
manipulations,

2. working on an embedded platform while still maintaining real-time performance, and

3. providing a modular defense architecture that ensures robust performance through high
recovery rates (mAP50 drops from 84.6% to 49.4% under attack, but our FCl is able to
restore a mAP50 close to the original one, differently from the compared systems).



114 Robust Traffic Light Detection under Sensor Failures

Table 5.6 State-of-the-art defense systems comparison.

[226] [227] Ours

Task Object detection in AD Person detection Traffic light detection

Perturbation Adversarial vanishing patches Adversarial patches Sensor anomalies

Checker ✓ × ✓

Defense Saliency map masking Universal Defensive Frame SAPNet, DeblurGAN-v2

Detector YOLOv5s YOLOv2 YOLO11n

Fail-safe management × × ✓

mAP50

no atk 44% 89.63% 84.6%

atk (no def) 22% 18.80–24.32% 49.4–84.3%

atk (w. def) 36% 47.22–51.96% 84.4–84.8%

FPS
no def 63 43 43

w. def 20 35 12–25

Embedded × × ✓

Platform Workstation Workstation Jetson Orin Nano

GPU Tesla T4 GTX 1080Ti GM20B

This is achieved by introducing the two TOR management modules (TODM and ADRDM)
which supervise the ADF and guarantee a safety exit through human intervention when
anomalies cannot be adequately recovered. This form of fail-safe management is absent
in [226, 227], whose objective is to clean adversarially perturbed frames and restore accept-
able mAP and FPS, without considering a real-world deployment.

5.4 Conclusion

To evaluate real-world viability, we rigorously tested the robustness of our TLD system
against state-of-the-art camera sensor vulnerabilities. Our assessment of a cutting-edge
YOLO11 detector revealed substantial performance degradation across all standard metrics,
with the most severe failure case – simulated using Poltergeist noise injection to emulate
stabilizer malfunction – driving mAP50 down to just 49.4%. These findings highlight critical
vulnerabilities that must be addressed before deployment in safety-critical automated systems.

To mitigate these vulnerabilities, we propose a novel modular architecture comprising
five components: Frame Checker, Frame Cleaner, TOR Decision Maker, AD Revert Decision
Maker, and Traffic Light Detector. This design adopts an anti-virus inspired paradigm that
decouples noise mitigation from core detection tasks, enhancing both performance and
system extensibility. Notably, this represents the first documented architecture incorporating
explicit TOR protocols for camera sensor failure scenarios.
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Experimental validation demonstrates robust performance across operational conditions.
In nominal operation, the system achieves 86.1% precision (77.6% recall, 84.6% mAP50).
The FCh achieves 0% false alarms with only 0.3% false negatives. In sensor failure (strong
Poltergeist), the system achieves 85.9% precision (77.9% recall, 84.8% mAP50), at a cost of
a processing speed degradation until the minimum real-time performance threshold of 10
FPS. The system implements a fail-safe protocol when the FCl cannot adequately remediate
corrupted frames, triggering TOR initiation.

We contend that the proposed system architecture and its associated evaluation represent
a substantial step forward in enabling trustworthy TLD systems. Addressing sensor failures
remains a critical challenge, particularly due to the constrained TOR reaction time in scenarios
where driver vigilance is insufficient. Currently, no straightforward solution exists for this
issue.

The presented work opens significant perspectives for future research. The system
should be tested under different sensor failure scenarios, including more complex and
rarer failures (e.g., fog, ice) [141]. The current evaluation considers single-perturbation
scenarios, which represent a necessary baseline for systematic assessment. Real automotive
deployments, however, may expose the camera to multiple simultaneous anomalies, such
as rain combined with low-light conditions or hardware failures under adverse weather.
Extending the architecture to handle compound perturbations, including the design of a
multi-class FCh and combined cleaning strategies, represents a natural direction for future
work.

More sophisticated DM modules for TOR and AD resume could be investigated as well.
The system timing performance should also be improved, via hardware and/or software. For
instance, stronger quantization techniques could be explored (e.g., binarization [228]) to
reduce latency and make the system architecture deployable also on microcontrollers. An
extensive human-factor analysis should be performed as well, through simulation and even-
tually real-world field tests. Although our analysis concentrated on sensor-level anomalies,
computing devices are another significant source of faults, representing a critical area for
future system-level investigation.





Chapter 6

Final Conclusion

This thesis followed a data–centric path to AD, moving from controlled prototyping to
human–in–the–loop collection and, finally, to deployment under sensor anomalies. Chapter 3
combined DT with high–level simulation to probe offline RL for highway DM, and introduced
a stable CARLA highway map and tooling to overcome practical limitations of built–in
towns. The outcome was twofold: algorithmic insight into sequence modeling for DM, and
an instrumented environment that removes friction for long, reproducible runs.

Chapter 4 then used the same highway map to study two complementary perception and
decision-making problems under consistent conditions. First, LC intention was reframed as
TTLC regression on DL-ready time series collected from 50 drivers, resulting in a public
dataset and baselines that anticipate maneuvers up to 4 s ahead with a mean error below
0.6 s. Second, scenario generation and detection scaled the viewpoint from individual ma-
neuvers to contextual understanding: a configurable pipeline rendered labeled MP4 clips
across nine highway scenarios, trained a reference R3D classifier, and analyzed separability
and confusions among classes. The synthetic models were further validated on real-world
data from the PREVENTION dataset, achieving 83.3% accuracy without fine-tuning, thus
confirming the robustness of the synthetic-to-real transfer and the realism of the generated
distributions. Overall, these results demonstrate how shared geometry, logging, and annota-
tion design enable consistent evaluation across temporal and semantic levels while providing
a reproducible foundation for cross-domain generalization studies in highway perception.

Chapter 5 translated the accumulated experience into an embedded, safety–oriented use
case: robust TLD on resource–constrained hardware. A modular architecture integrated
anomaly detection, image recovery, and TOR logic around a quantized YOLOv11, preserving
near–nominal mAP50 under representative perturbations (TPSeNCE, Poltergeist) in real
time. This demonstrates how simulation–grounded design choices and dataset discipline can
carry into deployable perception functions.
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Across chapters, three themes recur. First, careful data design (signals vs. video, win-
dowing, labels) is as decisive as model choice. Second, holding maps and tooling fixed
enables fair comparisons and faster iteration. Third, robustness requires thinking beyond
clean benchmarks: variability, edge cases, and failure handling must be designed in from the
start.

The study’s primary limitations stem from the absence of on-vehicle experiments and
explicit out-of-distribution evaluations. The degree of realism exhibited in the text is subject
to variation across chapters, attributable to the heterogeneity of the ODDs. The deployment of
a DRL-based DM agent on a vehicle prototype entails costs, safety constraints, and assurance
activities that differ categorically from those involved in maneuver recognition or scenario
classification. These are not merely speculative concerns; rather, they are fundamental to the
practice of responsible translation.

Nevertheless, a consistent methodology underlies the work: simulate from empirically
grounded distributions to achieve coverage; use controllable, scalable simulation to stress
the components that matter; define targets and labels that enable actionable predictions; and
enforce real-time constraints wherever code is expected to run. The frameworks, datasets,
and models developed here operationalize this philosophy and provide a practical basis for
controlled on-vehicle trials, enabling fair comparisons under shared conditions.

In summary, the thesis proposes a coherent methodology that can be applied from the
initial design of data principles to the development of executable systems. The argument
posits that dependable AD is contingent upon three factors: (i) the selection of appropriate
prediction metrics and their rigorous measurement, (ii) the curation and integration of data
that accentuate the behaviors of interest, and (iii) the enforcement of runtime constraints that
are consistent with the vehicle platform.
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