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Abstract. Safety critical systems require careful verification of their performance
in well-defined operational conditions. We have verified the performance of an
automated driving (AD) parking agent trained through a reinforcement learning-
based automated driving (AD) parking agent in three exemplary critical scenarios
in the CARLA driving simulation environment. Results, obtained through the
Marabou formal verification tool, show that the system does not produce outputs
in a range that would violate expert-defined safety assumptions. Analyzing
robustness to input signal perturbation, we observe that injection of Gaussian and
pixel noise decreases slightly the safety performance. Interestingly, especially at
higher noise levels, the agent frequently decides to remain stationary, which
would allow the system to safely issue a take-over request to the driver. These
results indicate significant further research in the field.
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1 Introduction

Automated parking is an automated driving (AD) function that is now spreading also
at the commercial level [1]. However, research in the field is very active [2]. Adoption
of AD functions (ADFs) requires robustness. To this end, various techniques and tools
have been developed for verification and testing (e.g., [3]). This is particularly
important for neural network (NN) architectures, whose decision-making process is
substantially a black box, that needs very careful handling (e.g., [4]).

Reinforcement learning (RL) has emerged as a powerful tool for training decision-
making agents for AD functions (e.g., [5, 6]), particularly benefiting from the latest
advancements in simulation technologies (e.g., [7]). RL agents learn optimal policies
through interactions with the environment, by trial and error. However, robustness of
such RL agents, especially in safety-critical applications, remains a concern [8].
Ensuring that these agents can handle a wide range of scenarios without failure and in
an explainable way (e.g., [9]) is crucial for their deployment in real-world settings.



This study investigates effectiveness of robustness verification of a deep RL (DRL)
agent trained for automated parking. We apply Marabou [10], a state-of-the-art open-
source framework for NN verification and analysis, to a DRL automated parking agent
[11] we developed in the Hi-Drive project [12]. In the experiments, we define a set of
parking maneuver scenarios within the CARLA driving simulator [13], with noise. The
goal is to propose a benchmark for robustness automated parking verification.

2 Related Work

Verification of NNs is crucial in ensuring that automated parking systems operate
reliably and safely under various conditions. Verification is a complex task due to the
non-linear and high-dimensional nature of NNs. The goal is to provide guarantees about
network behavior under specific conditions, such as the robustness against adversarial
attacks or the absence of undesirable outputs. Verification methods include
Satisfiability Modulo Theories (SMT) solving [14], Mixed Integer Linear
Programming (MILP) [15], and Reachability Analysis [16].

Some open-source tools have been developed to support research on automated
verification. VeriNet employs MILP for verification and a symbolic interval
propagation-based approach for formal guarantees of safety, security, correctness, and
robustness [17]. VeriNetBF is an extension to verify NN image classifiers against
intensity perturbations in computer vision, also addressing scalability [18]. Marabou is
another state-of-the-art tool for verifying deep NNs [19]. It encodes the network and
property to be verified into constraints, that are solved using a combination of linear
programming (LP) and SMT. Marabou supports different NN activation functions,
topologies, parallel execution, and multiple input formats. Grese et al. [20] present a
detailed use case for local robustness verification and sensitivity analysis. Liu et al. [21]
verify an aircraft collision avoidance NN trained through RL. Besides studying local
robustness, the authors also analyze six schematic, critical scenarios (implemented in
Marabou as sets of input constraints), verifying, with mixed results, whether the NN’s
single output (angular speed) could violate the expectations in those contexts. Taking
inspiration from this, we transfer the analysis to the AD domain, utilizing a more
complex simulation environment and sensor and actuator architecture, and also
measuring the impact of various types and intensities of noise on the agent’s behavior.

3 Experiment

We use Marabou to verify the decision-making of the mentioned DRL agent for real-
time trajectory planning and tracking [11], with different perturbation levels. Marabou
takes in input a set of constraints on the agent observations and actions (i.e., its NN
inputs and output, respectively) and verifies their satisfaction. This is used to exclude
that some undesirable actions are performed by the agent in the scenarios specified by
the observation constraints. The agent, which achieves a 96% success rate in parking a
car in a target lot (e.g., Fig. 1), controls a CARLA-simulated Audi e-tron car, equipped
with a lidar sensor placed at the center of the roof, having a 360° horizontal field of
view. The model takes in input 61 complanar lidar rays and some vehicular signals, and



outputs throttle, brake, steer (the maximum steering angle is 35°, with NVIDIA's PhysX
model [22]), and reverse commands, all normalized between [-1, 1]. 5 input frames are
stacked at each decision point (5 Hz frequency), to make the model aware of the car’s
latest dynamic (1 second). We focus on three potential collision scenarios (Fig. 1).
Distances and angles were chosen arbitrarily, but with the goal of defining challenging
settings, where the agent should avoid dangerous actions, even in the presence of noise.
The three data points were taken from three successful simulation episodes of the agent.
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Fig. 1. Tested critical scenarios. The front of the ego vehicle is indicated with a red triangle. In
(A) the agent has to avoid the two vehicles positioned on either side of the parking slot, in (B)
the vehicle behind, and in (C) the two vehicles on its left.

Study of perturbations is important to understand how robust an NN is to variations and
inaccuracies in real-world data, which is not immediate to assess, given the opaque
nature of an NN’s decision process. By examining how perturbations impact the NN,
we can identify potential weaknesses and consequently improve the model's robustness.

To study perturbations in the lidar signal, we implemented Gaussian noise [23], a
statistical noise with a probability density function equal to that of the normal
distribution. We add it to the original signal, as it is often used to simulate real-world
inaccuracies and disturbances in signals [24]. We also implement pixel noise, aka “salt
and pepper” in image processing. It completely alters the value of one or more pixels,
depending on its intensity, while staying in the [-1, 1] range (differently from the



additive Gaussian noise, which may exceed the bounds). Pixel noise may simulate a
permanent pixel failure or rain, since raindrops may interfere with laser pulses, causing
reflections and distortions, which may result in false detections or missed objects.

The first experiment phase involved testing the three critical scenarios using clean
(i.e., noiseless) input. For each scenario, we defined two exemplary sets of output
constraints (Table 1). We defined each constraint as a set of output value ranges that, if
satisfied, could represent a collision-risk. The values were defined empirically based
on trials in the simulator. For instance, the two constraints for scenario A check that the
vehicle does not take a strong acceleration to the left (Al constraint) or the right (A2).
In the second scenario we check that the agent does not proceed in reverse either with
middle-low (B1) or high throttle levels (B2). The third scenario constraints check that
the vehicle does not take a strong left (C1) nor right (C2) turn.

Then, we introduced Gaussian noise to the lidar sensor signals, starting with a low
level of noise and gradually increasing it. Finally, we did the same for pixel noise. For
each test involving noise, we run 1,000 iterations, to account for the environment’s
stochasticity, counting the number of unsatisfactory (UNSAT) and satisfactory (SAT)
verification outcomes. Marabou returns SAT if an input exists for which the NN
satisfies the given property or set of constraints. For each SAT outcome, Marabou also
provides a counterexample that fulfills the specified conditions. If Marabou returns
UNSAT, it indicates that no input can satisfy the given property or set of constraints.

4 Results

Verification of all test scenarios using clean (i.e., noiseless) input is summarized in
Table 1, which shows that, in the absence of noise, the NN always fulfills the stated
expectations (i.e., the reported set of outcomes is never produced by the agent).

Table 1. Verification of parking scenarios in no-noise conditions.

Scenario Id Constraints Result
A Al Throttle > 0.9, Steering < -0.75, Brake < 0.01, Reverse = False UNSAT
A2 Throttle > 0.9, Steering > 0.75, Brake < 0.01, Reverse = False UNSAT

B B1 0.05 < Throttle < 0.5, Brake < 0.01, Reverse = True UNSAT

B2 Throttle > 0.75, Brake < 0.01, Reverse = True UNSAT

c C1 Throttle > 0.25, Steering <-0.75, Brake < 0.01, Reverse = False UNSAT

C2 Throttle > 0.25, Steering > 0.75, Brake < 0.01, Reverse = True UNSAT

Results (reported scenario-wise for Gaussian noise, and pixel noise in Fig. 2, 3, and 4)
show that, in almost all cases (e.g., Al Gaussian and Al Pixel), there is an initial
decrease in UNSAT rates. This was expected, as it indicates that the agent is being
increasingly misled by the increasingly noisy signal measurements. However, once a
threshold is overcome (which varies with scenarios and constraints, e.g., 0.6 noise
intensity in A1 Gaussian or 0.4 attack ratio in Al Pixel), the trend is inverted. This may
be understood through observation. In several cases (their percentage is represented in
dark blue in the bar charts), the agent decides to remain stationary rather than taking
risky actions (even if it was not trained in such noisy conditions). After a certain
threshold (e.g., 0.6 noise intensity in A1 Gaussian or 0.2 attack ratio in Al Pixel), as



noise significantly increases, the agent understands the difficulty and correspondingly
increases the percentage of times it avoids moving, thus reducing the percentage of
constraint violation. On the other hand, results show that there is a percentage of cases
(particularly at low-mid noise levels) in which the agent is deceived (i.e., a constraint
is SAT, indicating violation of safe behavior, as it happens in 11% of the cases in Al
Gaussian). In several other perturbation cases, the agent remains stationary in a safe
condition, in which the vehicular system may issue a take-over request to the driver
[25] or an alternative maneuver. The only one exception to the trend inversion pattern
is represented by the second constraint in (A2). In this case, the vehicle is more robust
towards a strong right acceleration, which deserves more in-depth analysis, also
considering the agent’s actual decision in the recorded case.

Considering the noise types, we observe that Gaussian is more impactful, leading to
a greater reduction in UNSAT rates. Differently from the Gaussian case, we also notice
a saturation, in pixel noise, of the stationary case frequency to 50% (it never overcomes
60%). With Gaussian additive noise, as standard deviation becomes greater than 1, the
input more frequently exceeds the [-1, 1] training range, and correspondingly the
vehicle shows a greater tendency to stand still. Notably, the agent was not trained for
this behavior with noise. But we argue that, through conservative training (involving
significant collision penalties), the agent learned to move only in safe cases. This is
significant, also considering that the agent achieves an overall 97% goal reach rate [11].
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Fig. 2. UNSAT rates for scenario (A), with different constraints (1, 2, cf. Table 1) and types of
noise. Dark blue fill indicates the fraction of UNSAT cases in which the vehicle remains
stationary, while light blue color denotes the fraction in which the vehicle moves.
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Fig. 3. Same as Fig. 2, for scenario (B).
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Fig. 4. Same as Fig. 2, for scenario (C).

5 Conclusions and Future Work

Safety critical systems require careful verification in well-defined operational
conditions. We have verified performance of a DRL-based AD parking agent in three
critical scenarios. Results show that the system does not produce outputs in a range that



would violate expert-defined safety assumptions. Analyzing robustness to input signal
perturbation, we observe that injection of Gaussian and pixel noise decreases slightly
the safety performance. Interestingly, especially at higher noise levels, the agent
frequently decides to remain stationary, which would allow the system to issue a take-
over request to the driver. To the best of our knowledge, this is the first analysis
applying an automated verification tool in AD parking critical scenarios.

Future work should consider input range constraint verification. Other research
direction may include local robustness, sensitivity and liveness analysis.
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