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Abstract. High-Rate Pulse (HRP) Ultra-Wide Band (UWB) technology is used
for secure distance measurement. It was standardized by IEEE 802.15.4z in 2020
and is implemented in chips widely deployed in consumer devices. However, due to
the use of proprietary signal processing algorithms, complex implementations, and
subtle physical layer considerations, evaluating the security of such chips against
distance-reduction attacks analytically is challenging. In this work, we investigate
how to empirically evaluate the security of HRP UWB chips against random-guess
attacks that were recently proven practical on real-world chips (GhostPeak). We
propose FAST, a generic and efficient testing methodology that we use to accurately
characterize the security of HRP UWB chips against random-guess distance reduction
attacks. FAST relies on importance sampling and can accurately estimate very low
success rates using a small and practical number of tests.

Using FAST, we characterize the security of four HRP UWB receivers having different
levels of obscurity (Qorvo DWM3000EVB, PURE, NXP SR040, and NXP SR150)
across different chip configurations and attack conditions. FAST revealed success rates
ranging from 2719 to as low as 271%% using only tens of thousands of test samples.
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1 Introduction

High Rate Pulse Repetition Frequency (HRP) Ultra-Wide Band (UWB) chips are increas-
ingly common. They are currently deployed in the Apple iPhones for spatial awareness
[app], Google’s Pixel 6 Pro [Li22] for accurate ranging and spatial orientation, and Sam-
sung smartphones as safe digital car keys [sam]. BMW launched the BMW Digital Key
compatible with smartphones on both Android (Google and Samsung) or iOS (Apple)
operating systems [noa]. In 2024, Apple announced that its Apple Home application in
devices with iOS 18 will support hands-free unlocking for smart locks thanks to the Ul
UWB chip [Tuo24]. Coppola et. al [CCAT24] recently proposed to integrate HRP UWB
with the Europay Mastercard Visa (EMV) protocol to protect contactless payments from
relay attacks.

These applications require HRP UWB chips to measure distances securely, i.e, an
attacker should not be able to reduce the measured distance and gain unauthorized access.
To prevent such distance-reduction attacks, the IEEE 802.15.4z standard defining HRP
UWB introduces an unpredictable field to ranging packets, called Scrambled Timestamp
Sequence (STS), used by the receiver to verify the distance measurement. Its purpose
is to prevent an attacker from reducing distance by crafting valid messages earlier than
they were transmitted by the legitimate devices. While the standard specifies how to
securely generate the Scrambled Timestamp Sequence, it does not describe how receivers
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should verify it during distance measurements. Hence, current chips deploy proprietary
algorithms.

These algorithms were shown to be vulnerable to distance reduction attacks [SRZ" 21,
LCH"22, ACC23] and notably random-guess attacks. Ghost Peak [LCH'22] attack is
a random-guess distance-reduction attack that was shown to be practical and efficient,
with success rates as high as 4% on Apple Ul chips found in iPhones, AirTags, and
HomePods. This attack uses a standard device to reactively inject HRP packets with
random STS, which are mistakenly accepted, causing a distance reduction of several meters.
This sparked research into countermeasures and better receiver designs [JLJC23, CCA ™24,
LKZ7"24], including a reception algorithm with provable security guarantees proposed by
Apple [LKZT24].

Given the closed nature of distance measurement and in particular of STS verification
algorithms, in this paper, we take a different approach to UWB chip security analysis -
empirical testing. We propose Fast Accurate Security Testing (FAST), the first testing
methodology that can be used to characterize the security of real-world ranging devices. We
specifically use FAST to characterize the security of commercial UWB chips against random-
guess distance reduction attacks, represented by the Ghost Peak attacks. FAST is useful for
evaluators who can interact with the chip but do not know its closed-form security level, for
example, security researchers, system integrators, and especially manufacturers interested
in testing the compliance of their chips or other chips with which theirs interoperate to
defined security levels.

One of the main challenges of empirical testing is obtaining enough successful events to
accurately estimate the success rate. In fact, when estimating the success of random-guess
attacks, sending random attack signals can take an impractical amount of time to obtain
one successful sample. There is an asymmetry between the attacker, who is only interested
in obtaining one distance reduction to break access control, and the evaluator, who needs to
run a successful attack enough times to estimate the success rate. With a low success rate,
the latter might require an impractically high number of tests, or even be infeasible. The
problem is even worse when considering that the evaluator might want to systematically
analyze different attack parameters and receiver configurations.

To overcome this challenge, in FAST we leverage importance sampling [TK10] which
ensures a quick convergence to a good estimate. Importance sampling biases the attack
toward generating more successful signals and corrects this bias when calculating the
success rate. Introducing this bias is possible because the evaluator knows which signal
is expected by the legitimate device (i.e., knows the expected STS sequence in the chip
that is under evaluation). With this method, the evaluator can accurately estimate the
success rate with a limited number of samples and systematically analyze many scenarios.
Interesting case studies can be constructed based on the physical characteristics of the
attack signal, the environment, and the configuration of the chip. Examples are the
amplitude and shape of the attacker’s UWB pulses relative to the legitimate ones, the
type of wireless channel, and the chip registers that configure the verification algorithm or
enable additional consistency checks.

The motivation behind proposing a testing framework for random-guess attacks comes
from the emergence of GhostPeak [LCH'22], a random-guess attack proven practical
against off-the-shelf chips with a success rate that can be as high as 4%. This shows
that this attack, which is easy to implement, makes HRP UWB chips vulnerable to
distance-reduction attacks. After validating FAST in simulation with a receiver for which
we know the ground-truth success rate, we used it to characterize real-world chips, the
Qorvo DWM3000EVB, NXP Trimension SR040, and NXP Trimension SR150. Moreover,
we implement the PURE receiver proposed in [CCAT24] on the QorvoDWM3000EVB chip
and evaluate using FAST. We make interesting observations on the role of different attack
and receiver parameters. For example, using only a few tens of thousands of samples,
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we characterized the attacker’s success rate against this chip from 271% down to 27128,
depending on the configuration of the receiver. In summary, our contributions are:

e We propose FAST, the first practical empirical testing methodology that can be used
to characterize the security of real-world receivers against random-guess distance-
reduction attacks.

e FAST leverages well-crafted physical-layer attack signals and importance sampling
to accurately estimate the attack success rates when naive testing fails. It can be
broadly applied to different types of receivers. It is particularly useful to study
HRP UWRB receivers because they: i) use algorithms with unknown security levels,
ii) are based on proprietary implementations, and iii) are vulnerable to practical
random-guess distance-reduction attacks such as Ghost Peak.

e We use FAST to evaluate Ghost Peak attacks on a commercial HRP UWB chip,
the Qorvo DWMB3000EVB on three commercial HRP UWB chips, the Qorvo
DWM3000EVB, NXP Trimension SR040, and NXP Trimension SR150, and a pro-
posed receiver, PURE, implemented on top of a Qorvo DWM3000EVB chip. Using
a small number of measurements, we can fully characterize the success rate of Ghost
Peak attacks in many different scenarios.

The remainder of this paper is organized as follows. In Section 2, we explain relevant
concepts about HRP UWB security. In Section 3, we give an overview of our problem,
introduce FAST, and validate it on a known receiver. We then present the experimental
evaluation on real-world Qorvo and NXP chips in Section 4. Then, in Section 5, we discuss
the limitations of FAST as well as a broader application to a wide range of technologies
and attacks. Finally, we discuss related work in Section 6 and conclude in Section 7.

2 Background

2.1 UWB Ranging

Ultra-Wide Band is a wireless technology commonly used for distance measurements thanks
to its excellent accuracy and ability to work in challenging environments. In this paper,
we focus on the HRP mode defined in the current IEEE 802.15.4z standard. It is largely
available in consumer devices like smartphones [app, Li22], and is used for security-critical
applications such as Passive Key-Less Entry and Start (PKES) for cars [noa).

In cases where access control is based on the distance measured between an asset and
the legitimate user, an attacker able to shorten this measurement may obtain unauthorized
access. To prevent an attacker from shortening the distance by transmitting malicious
packets before the legitimate devices, a field named Scrambled Timestamp Sequence was
introduced in the IEEE 802.15.4z standard. It consists of a sequence of 4096 unpredictable
pulses generated by AES in counter mode. The legitimate transmitter and receiver share a
secret key used for the generation of the STS, so the legitimate receiver knows what STS
sequence to expect. Once the receiver obtains a signal from a transmitter, it checks the
similarity between the received STS field and the expected one and, if the similarity is
high enough, it accepts the received signal and calculates its time of arrival. The distance
between two chips is calculated from the round-trip time of multiple messages, knowing
that they travel at the speed of light. Since the attacker does not know the unpredictable
4096-pulse-long STS sequence, it has a low probability of generating an STS similar to the
expected one.
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Figure 1: HRP UWB Receiver. The proprietary algorithm in the chip verifies at the
physical layer whether the input STS is sufficiently similar to the expected STS* to accept
the received packet or not. The security level is unknown since the algorithm is proprietary
and/or uses techniques for which a closed-form security expression has not been found.

2.2 Cross-correlation-based Receivers

To find the similarity between two STSs, some receivers’ algorithms rely on cross-correlating
the two received signals and look for the highest peak of the cross-correlation. However,
this peak is not necessarily the first peak that indicates the earliest arrival time of the STS
to the receiver. For that, these receivers perform leading-edge detection; they look for the
potential early peak (EP) that occured before the highest one, and if this EP passes a
threshold preset by the chip manufacturer or sometimes configurable by the evaluator, the
received signal is considered legitimate and accepted by the chip. The authors in [SRZ121]
present detailed explanations and analyses about cross-correlation-based receivers.

2.3 Attacks on HRP UWB

Even though HRP UWB aims at securing the integrity of ranging using an unpredictable
STS field, research has demonstrated that its verification can be vulnerable to practical
distance-reduction attacks [SRZT21, LCHT22, ACC23|. Singh et al. [SRZ"21] provide the
first open security analysis of HRP UWB ranging. They observe that the verification of
the STS field is not standardized and likely follows a cross-correlation-based approach for
which a closed-form expression of the security level does not exist. Through simulation,
they show that such receivers cannot be easily configured to be both reliable in challenging
environments and secure against the injection of random pulses. Leu et al. [LCH"22]
demonstrate Ghost Peak, a practical distance-reduction attack on Apple Ul chips deployed
in iPhones, AirTags, and HomePods. This attack is easy to implement since it consists of
sending random STS sequences until succeeding in reducing the distance measured by the
receiver, and HRP UWB receivers have been proven to be vulnerable against it. The attack
is implemented with an inexpensive off-the-shelf UWB device that reactively injects an HRP
UWB packet with random STS on top of the legitimate exchange. The success probability
higher than 1% is significantly lower than the one expected for security applications
(e.g., 2748 for mobile payments), and several reductions of several meters of the measured
distance can be observed in a short time. Anliker et al. [ACC23] demonstrate Mix-Down,
another practical distance-reduction attack on Qorvo DWM3000EVB devices used in
Single-Sided Two-Way Ranging (SS-TWR) mode. The attack consists of manipulating
clock-offset correction by applying a frequency shift over-the-air with a simple analog
circuit, and can only be prevented by using Double-Sided Two-Way Ranging (DS-TWR).
Yang et al. [YWZ124] show practical jamming attacks on UWB ranging using off-the-shelf
hardware. They rely on the observation that normalized cross-correlation is not a robust
method for packet detection, as the contribution of the legitimate signal to the correlation
peak decreases in presence of an interfering signal with higher power.



504 FAST: Fast and Accurate Security Testing of HRP UWB Chips

2.4 Improved Receiver Designs

There exist several proposals to counter Ghost Peak attacks and improve the security of
HRP receivers. Joo et al. [JLJC23] suggest securing HRP UWB receivers by splitting the
verification of the STS field into multiple chunks and computing various consistency checks.
Coppola et al. [CCAT24] secure contactless payments from relay attacks using HRP UWB
ranging. They demonstrate how using a high absolute threshold on cross-correlation can
achieve both good security and reliability in the specific conditions of mobile payments,
where phones are close to the terminals. The security analysis is based on the observation
that pulses cannot have an arbitrary power, and each of them has a limited contribution to
the total cross-correlation. This is because if the attacker sends pulses with an amplitude
exceeding the physical limits of the radio front-end, their value will be clipped to the
limit. The performance analysis is based on the measurement of the wireless channel
between phones and terminals in typical payment scenarios. Even though this approach
is effective for mobile payments, it cannot easily scale to other applications because, in
the general case, a high threshold results in impractically high false rejection rates. Luo
et al. [LKZ%24] propose a novel HRP UWB receiver with a proven security level against
an arbitrary attacker. This design can abandon the cross-correlation approach and its
limitations, thanks to the Signal-to-Noise Ratio (SNR) increase provided by the secure
cancellation of multi-path interference in the time domain.

2.5 Ghost Peak

Ghost Peak [LCH'22] is the first practical distance reduction attack against HRP UWB
distance measurement systems. It is done without any knowledge about the STS sequence
shared between the sender and the receiver and succeeds up to 4% of the time. It consists
of injecting a peak strong enough before the legitimate signal’s peak and getting it accepted
by the receiver. This will lead the receiver to calculate a distance smaller than the actual
one, which can lead to serious security implications depending on the applications, e.g.,
opening a car without the knowledge of its owner.

3 FAST

Distance-reduction and position-spoofing attacks on ranging and positioning technologies
often involve a guessing component because signals contain unpredictable elements. In this
paper, we propose Fast Accurate Security Testing (FAST) as an efficient empirical testing
methodology that can quickly and accurately estimate the success rate of fully random-
guess attacks on a wide range of receivers. Here, to illustrate FAST, we consider Ghost Peak
attacks, which are proven practical distance reduction attacks based solely on random
guessing, on an HRP UWB receiver. An HRP UWB receiver takes as input a transmitted
STS sequence and compares it to an expected ST'S* with an unpredictable sequence of
pulses only known to the legitimate transmitter and receiver. Then, it accepts or rejects
it based on the proprietary verification algorithm of the chip that sets an acceptance
condition depending on the level of similarity between the two STSs. The goal of the
attacker, who does not know ST'S*, is to cause a distance reduction by injecting a random
ST'S, hoping that it is still accepted by the receiver at an earlier time than the legitimate
signal. The receiver has a certain tolerance in accepting the incoming signals because
channel effects can cause distortions and bit flips in natural conditions. Hence, the success
rate SR of the attack might be non-negligible. The goal of FAST is to efficiently provide an
accurate estimation SR of the success rate SR, even when the algorithm, implementation,
and security level of the receiver are unknown, as is the case for currently available chips.
It could also be applied to future proposals for better receivers, should they be deployed
on real devices.
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Given the proprietary design of the receiver, we find SR using empirical testing by
sending different STS sequences to the receiver. Each STS sequence is accepted or rejected
based on an unknown algorithm. We then calculate the success rate of the sent STS
sequences, as the ratio of the number of STS sequences accepted by the receiver to the
total number of tested STS sequences. Despite the commercial receivers using proprietary
algorithms, we know that their goal is to accept only ST'S sequences that are similar to a
template ST'S, called ST'S*, shared by the legitimate transmitter and receiver.

The first and most intuitive method that one could consider is naive testing, which
relies on two options:

e Sending a few random ST'S sequences to the receiver without biasing the choice,
which means that all the ST'S sequences have an equal probability of being drawn.
Since successful ST'S sequences are rare, randomly sampling ST'S sequences will also
rarely take into account successful ones. Therefore, this method might miss these
sequences and give us SR = 0, creating a false sense of security.

e Sending many random S7T'S sequences with the hope of collecting enough successes
to compute the average SR. Since successful ST'S sequences are rare and many
successes are needed, this would require a very large number of measurements.

The second option is similar to running the attack itself and waiting to get enough successful
samples. So, the main difference between naive testing and the attacker’s approach is
that in naive testing, the goal is to gather as many successful ST'S sequences as possible,
whereas for the attacker, the main goal is to send ST'S sequences to the receiver until one
gets accepted.

On the contrary, FAST leverages the evaluator’s knowledge of the expected ST'S* to
apply a better testing strategy. FAST makes successful samples, which are originally rare,
more probable by biasing the sampling strategy towards ST'S sequences more similar
to the correct STS* value. We compensate for this bias by weighting the samples as
discussed in Section 3.3, and obtain an accurate estimate of the success rate even with
few samples. This approach can be repeated for different choices of physical-layer attack
signal, wireless environment, and receiver configuration. Our biased sampling strategy is
based on a beta-binomial distribution whose parameters, a and b, are tuned via a previous
calibration phase on a small pilot set of measurements. This allows us to concentrate on
the important regions of the sampling space based on the similarity to ST'S*, which are
those lying on the frontier between successful and failed attacks.

In the rest of this section, we will give an overview of the receiver assumptions, then
we will discuss the naive testing approach and its limitations, which leads us to present
FAST as an accurate and fast testing method. Finally, before moving to the experimental
evaluation on a commercial receiver, we will validate our testing approach by simulation
on a receiver with a known success rate.

3.1 Receiver Assumptions and Successful Attack

For a receiver to accept an ST'S sequence, its similarity with the ST'S* template should
be high, i.e., they should share a large number n. of bits in common.

However, when a signal travels through a channel, it might experience a 180° phase
rotation that will cause the bits to flip, i.e., bits 1 become 0 and bits 0 become 1. So, under
natural conditions, there could be an ambiguity between a message and its bitwise negation
(i-e., all bits are flipped). This means that an ST'S is likely to be accepted if it is either
highly similar or highly dissimilar to S7'S*. This phenomenon is observed on a real chip
and is consistent with assumptions made in papers dealing with cross-correlation-based
receivers [LCH'22, SRZT21, CCAT24]. To describe the receiver, we introduce a success
function f(n.) that returns 1 if an ST'S with n. pulses in common to ST.S* is accepted,
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Figure 2: Overview. Ghost Peak [LCH"22]: The adversary injects random STSs in the
chip until one is accepted earlier than the legitimate one, causing a distance reduction.
The probability that a random STS is similar enough to the expected one to be accepted
is low (the number n. of pulses in common is binomial). Naive Testing: Observing enough
successes to obtain a good non-zero estimate of the success rate requires running the
attack for a long time. FAST: By biasing the sampling strategy such that successes are
more likely (importance sampling), FAST obtains good estimates using significantly fewer
samples.

and 0 otherwise. While f is unknown due to the proprietary nature of the receiver, we
can observe its output by transmitting an ST'S and observing if is accepted or rejected.
The function f captures the full process of receiving a physical-layer signal and validating
it based on its similarity to the expected STS*. We are only interested in observing its
“accept/reject” output from real chips and not in modeling it. Hence, for clarity, we express
it as a simple function of the number of correct pulses n.. In Section 4 we show how we
further control for attack parameters and receiver configurations that might influence the
success rate.

To achieve a distance reduction attack, the attacker aims to send an ST'S sequence
earlier in time and fool the receiver into accepting it as if it were legitimate. In this
paper, we assume the Ghost Peak attack, a random guessing attack where an attacker
exhaustively samples random S7T'S sequences until one is accepted. The attacker cannot
predict the STS sequence because it is securely generated by AES in counter mode and
made of random independent pulses (see Assumption 1 by Luo et al. [LKZ"24]). Since
the attacker samples ST'S independently from STS*, the probability of sampling an ST.S
with n. bits in common to STS* follows a binomial distribution. Successful STS sequences
with very high or very low n. are extremely rare, and there is instead a high probability of
sampling ST'S sequences that are unsuccessful. This is illustrated in Figure 2.

3.2 Naive Security Testing

Naive testing consists of randomly sampling ST'S sequences, transmitting them to the
chips, and counting how many succeed over the total. More formally, the estimation of the
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success rate given by naive sampling is:

. 1 X
SR = N;f(n”) W

ey ~ p(nc7‘, )

where n., is the number of bits in common between a sample ST'S; and the expected
sequence STS*, p(n.) is the probability of sampling an ST'S having n., and f(n.) is the
output of the chip; 1 for acceptance and 0 for rejection.

The main problem of this method is that, as depicted in Figure 2, it is most probable
to sample ST'S sequences that get rejected by the receiver, which results in SR = 0. This
is because the probability of sampling an ST'S having a specific n. follows a binomial
distribution that is maximal at 40%, and becomes smaller for very high and very low
n. that corresponds to the successful ST'S sequences. Therefore, this approach fails to
produce an accurate estimate and results in a false sense of security.

To sample more successful ST'S sequences, one might think of sending ST'S sequences
to the receiver continuously until enough successes are obtained and then estimate the SR.
However, this approach takes a lot of time, especially when the true probability of success
is low. Consequently, this method fails to perform fast testing.

We conclude that naive testing is not a practical approach for quick and accurate
empirical testing. We observe that the root problem is that sampling a successful STS is a
rare event for the evaluator as much as for the attacker. The following subsection shows
how to leverage the evaluator’s knowledge of the expected ST'S* to overcome this problem.

3.3 Fast and Accurate Security Testing

Since successful samples are rare, drawing them is also rare, leading to inaccurate SR
estimations. Our goal is to make successful samples more likely, using importance sampling.

3.3.1 Importance Sampling

Importance sampling is a family of Monte Carlo methods used to estimate the expectation
of functions of random variables. It is beneficial in scientific, engineering, and financial
applications requiring assessing the probability of rare events (e.g., false detection in
radars). Biasing sampling toward the rare cases allows for collecting enough rare events to
provide good estimates of their probability in a reasonable time. Importance sampling
theory and applications were explored in an extensive corpus of specialized literature; we
refer to Srinivasan [Sril4], Biondini [Biol5], and Owen [Owel3] for an introduction.

We apply importance sampling to our problem where successful ST'S sequences are
the “rare event”. We bias our sampling distribution towards regions having both successful
and unsuccessful samples, and then compensate for this bias, as we will see in the rest
of this section. To perform fast and accurate testing, we must appropriately choose this
bias to ensure a fast convergence to the real value of SR. In other words, we need to get
SR ~ SR and make its variance as small as possible.

3.3.2 FAST’s Success Rate Estimator

FAST’s approach works as follows. When selecting which ST'S to transmit, instead of
sampling n. according to its original probability p(n.), we sample according to a new
sampling probability distribution pus(n.) of our choice, where a and b are two tuning
parameters. We first show how to correct for this bias and still obtain an estimate of the
true success rate, and then explain how to select p,;, to optimize convergence. Intuitively,
if a successful n.. is sampled because pgp(n.) is higher than p(n.), then this success should



508 FAST: Fast and Accurate Security Testing of HRP UWB Chips

count less in the computation of the success rate. In particular, it should be weighted by
the ratio between p(n.) and pap(n.). The estimate of the success rate becomes

TN S pa(ne) @)

where the only differences with the naive estimate in Equation 1 are the different sampling
distribution and the corresponding weighting factor. It can be proven from the theory
of importance sampling that, with a sufficient number of samples, this estimate of the
success rate converges to the correct value [Biol5, Srild]. The only condition is that the
new sampling probability cannot be zero when there is a non-zero probability of sampling
a successful sample according to the original distribution.

3.3.3 FAST’s Confidence Interval

To express the accuracy of the success rate estimate SR provided by FAST, we can compute
a confidence interval. The smaller the confidence interval, the lower the uncertainty we
have around our knowledge of the value of SR, the better we can consider our result. Since
SR is a sum of many independent random variables, we can assume that it is normally
distributed, compute its standard deviation &@, and write the confidence interval as:

oI = {SR—z&@, SR+ 26 (3)
where z is a multiplier chosen to obtain the desired confidence level (i.e., 90 %).

The standard deviation is a function of both the variance of the weighted samples and
their number:

1 —~ p(nc)
6 =4/ =Var n 4
SR \/N Pab |:f( C)pab(nc) ( )
By choosing a good sampling probability p,, biased towards more successful samples, we
can minimize the variance and obtain a tight confidence interval using a few samples.

3.3.4 Adaptive Sampling Strategy

The main challenge in the application of importance sampling to real-world applications
is crafting an effective sampling probability distribution, as it depends on knowing the
importance regions of the target function f that we want to characterize in the first place.
The choice involves both choosing an appropriate parametrized distribution, which requires
domain knowledge about the target, and estimating the optimal values for the parameters,
which requires an adaptive strategy with an efficient calibration phase before testing.
Compared to purely mathematical problems, in FAST this is made even more challenging
by the presence of noise and time required to test each sample against a real chip.

To bias our sampling toward the important regions, i.e., regions having successful
samples along with the unsuccessful ones, we use a beta-binomial distribution, since it
belongs to the same family as the original binomial distribution of n., but with parameters
(a,b) that we can tune to minimize the variance of our estimation. The betabinomial is a
distribution in which samples are drawn from a binomial whose probability parameter was
first sampled from a beta distribution with parameters a,b. This gives us fine control over
how we distribute the samples over the important region, both in terms of how biased
towards a higher mean they are, and how spread around the mean they are. The latter is
particularly convenient in real-world experiments with noisy signals, where there might be
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Algorithm 1 Pseudo-code for FAST with Adaptive Sampling for Variance Minimization

n.: number of bits in common between attack and legitimate 4096-bit STS.
f(n¢): Function returning 1 iff the chip accepted an attack signal with n..

p(nc): Original binomial distribution for n., centered in 4096/2.

pu(ne): Uniform distribution from 0 to 4096 used for the pilot samples.

ph(ne): Betabinomial distribution with parameters a, b, covering 4096,/2 to 4096.
pop(ne): Distribution symmetrical to pf, (n.) covering 0 to (4096/2) — 1.

r: Parameter controlling regions to sample: positive only (1), both (0.5).
pav(ne): Mixture (1 —7) - p,, (ne) + 1 - ply(ne) used for testing.

]yéal, Niest: Number of samples for calibration and testing.

SR, CI: Estimated success rate and confidence interval.

— =
= O

12: function FAST(Neai, Niest)
13: Step 1: Calibration pilot sampling.

14: Sample N,q; samples, n¢,, Ney,y - - - Mey s from the uniform distribution p,(n.).
15:
16: Step 2: Identify which regions require sampling to choose the appropriate mixture.

17: if f(n.) =0 for all n. samples in [0,4096/2] then r =1 else r = 0.5
18:

19: Step 3: Estimate A using importance sampling.

20: for each possible candidate pair of parameters (a,b) in a desired range do
21: Define the beta-binomial mixture pay(ne) = (1 —7) - p,,(ne) + 7 - ply(ne).
22: Initialize /Alab = 0.

23: for each sample n., from the pilot samples do

24: Compute the importance weight: w; = (pii?nc Z))Q Zib((::)).

25: Update the estimate: Agp < Agp + f(ne) - w;.

26: Normalize the estimate: /Alab — % . /Alab.

27: Store the pair (Agp, (a,b)).

28:

29: Step 4: Find the optimal parameters (a,b) corresponding to lowest stored Ay
30:

31: Step 5: Testing phase sampling with optimal r, a, b from previous steps.

32: Define the optimal beta-binomial mixture pap(ne) = (1 —7) - p,, (ne) + 7 - phy (ne).
33: Sample Nies; samples, ey, Neys - -+ s Ny, 5 from pap(ne).

34:

35: Step 6: Estimate success rate with importance sampling.

36: Initialize SR = 0.

37: for each sample n., from the test samples do

38: Compute the importance weight: w; = pf ET(LTL: 2)

39: Update the estimate: SR « SR + f(ne,) - w;.

40: Normalize the estimate: SR « % - SR.

41:

42: Step 7: Estimate the confidence interval.

43: Estimate the variance Varp,, the weighted samples f(n.,) - w;.

44: Estimate the standard deviation of the S/'J\% as Ogy = \/@pab /Niest.
45: Estimate CI = |SR — z &§1\2’ SR+ z &ﬁz} with desired z.
46: Return (SR, CI).
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a large transition region between values of n. that always fail and values of n. that always
succeed. In contrast, simply biasing the probability parameter of a binomial distribution
would not give us this control and would result in sampling very thin regions for high
values of n.. Because both high and low values of n. are likely to be accepted, we actually
use a mixture of two symmetric beta-binomial distributions, one leaning towards the high
values of n., and one leaning towards the low values. Since high values of n. are most
likely to be accepted, we bias this distribution towards the high values of n.. However,
often the chips take into account possible phase rotations on the channel and accept STSs
close to having all bits wrong (low n.), that is, the chip behaves symmetrically around
4096/2.

In this case, we are biased towards both high and low values using a mixture of two
symmetrical distributions. We design it as follows. To cover high values of n., we use a
betabinomial distribution over the range 4096/2 to 4096 controlled by parameters (a, b).
We denote the probability of sampling from this distribution as p:b(nc). To cover low
values of n., we use a symmetrical betabinomial distribution covering values from 0 to
(4096/2) — 1. We denote the probability of sampling from this distribution as p_, (n.). We
then define the probability of sampling n. as pa»(ne) = (1 —7) - p,, (ne) + 7 plhy(ne) where
r is a parameter that lets us control which regions we want to sample. Specifically, with
r = 1 we bias only towards the region with high n., whereas with » = 0.5 we bias towards
high and low n. equally.

We want to find a, b, and r that minimise the following variance:

Vary,, {W] - %Z [WF S (5)

Aapb

Ne ~ pab(nc)

To minimize the variance, after fixing SR ~ SR, we need to minimize the term Eab
highlighted in Equation 5. The a, b, and r parameters are chosen during a short calibration
phase on a small number of pilot samples. Repeating the pilot phase for different values of
a, b, until good ones are found would be highly impractical even if the pilot size is small.
Instead, we first sample the calibration pilot using a uniform distribution p,(n.). We
can easily choose the parameter » which controls the regions covered by the betabinomial
mixture by observing whether or not a successful sample with low n. exists. Then, we
optimize the parameters a and b. We can use the importance sampling formula to estimate
Agyp for different values of a and b without actually resampling. In other words, we first
sample uniformly and then use those samples to estimate what would have happened if
we had sampled with a certain p,p, without actually doing it. Starting from the uniform
distribution p,(n.) instead of the original binomial p(n.) guarantees that we broadly
cover the n, range and have some samples in the interesting regions (i.e., those where n,.
succeeds). Hence, we avoid invalid corner cases in the estimates, specifically the case in
which the variance is zero because no sample succeeded. The process can be formalized as
follows:

A,- L 5 [f(nc) p(ne) r Pab(nc) Va.b

N pab(nc) pu(nc) (6)
Ne ~ Pu (nc)
a,b= arg Iznbn (flab> (7)

where N samples are drawn only once from p,(n.). Once a and b are found, we can
proceed with the testing phase during which we sample following the beta-binomial
distribution. Algorithm 1 summarizes notation and provides the pseudo-code description
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Table 1: Simulation. For different threshold values (Equation 3.4), the success rate SR
found by FAST (1000 samples for calibration and 3000 for testing) is close to the ground

truth SR, which falls in the confidence interval (5’7%15 to 5/'1\%“;))

Threshold Neal Niest SR §E ﬁlb gﬁub

81 1000 3000 2723 2723 2724 2-21
122 1000 3000 =42 2742 2~43 g—41
204 1000 3000 2795 2795 2797 2794
368 1000 3000 2726‘9 2726,9 2727.2 2—26.7
450 1000 3000 27391 =391 9-39.4  9-—38.8

of the entire FAST algorithm, from parameter estimation during the calibration phase to
success rate estimation during the testing phase. For simplicity, and to highlight that
minimization does not require resampling at each step, in this pseudocode, we represented
the minimization of A,; as a simple for loop over candidate values of a and b. In our
(open-source) implementation, we use the Nedler-Mead minimizer from scipy.optimize with
initial parameters (a=1,b=1). With these initial values, the initial p,; is equivalent to the
uniform distribution p, used to take the pilot samples. We empirically found this to be a
good starting point for the minimization. A comprehensive visualization can be found in
Appendix A.

3.3.5 Additional Considerations

The STS is a sequence of random independent pulses generated by AES in counter
mode [LKZ"24]. Since an attacker that knows the initialization vector and randomly picks
the secret key could recover the STS with a probability no lower than 27128, we can safely
assume 27 ' as a lower bound for the success rate estimated by FAST. For example, we
can clip the results to 27128 if SR < 27128, This is a corner case because we are mostly
interested in success rates down to 2740, where attacks are a threat. In Section 4 we will
explain how our implementation of FAST controls several parameters that might influence
the success rate (e.g., attacker and receiver configuration) and minimises the number and
effect of remaining uncontrolled variables (e.g., thermal noise, temperature).

3.4 Validation on a simple example

To validate the efficiency and accuracy of FAST, we consider the receiver proposed in
[CCAT24], for which we have the following analytical formula of the success function:

|2n. — Np| > threshold (8)

where the threshold is absolute. The ground truth success rate can be computed analyti-

cally [CCAT24, Eq. 3]. We estimate SR using FAST and compare the result to the ground
truth SR. Results in Table 1 show that, for different values of the threshold, the estimate
SR is very close to the expected SR. Moreover, the real SR falls between SRy, and SR,p.
This convergence requires only 3000 samples for an SR of 2740,

4 Experimental Evaluation

In Section 3.4, we have validated FAST by simulating a simple receiver with a known
attack success rate. In this section, we leverage FAST to analyze real-world HRP UWB
chips: a Qorvo DWM3000 [Qorc], the PURE [CCA*24] receiver implemented on a Qorvo
DWM3000, an NXP Trimension SR040 [NXPal, and an NXP Trimension SR150 [NXPb].
We design several case studies to both showcase the capabilities of FAST and provide
interesting insights into the behavior of Ghost Peak attacks against the chips.
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Figure 3: Experimental Setup for Qorvo DWM3000EVB and PURE. We use
FAST to estimate the success rate of different attacks on different HRP UWB transceivers.
Attack signals are generated by the host computer and transmitted with an R&S SMW200A
signal generator connected to the victim device via cable. The victim returns whether the
signal was accepted or not, and some diagnostics. The host estimates the success rate
(and a confidence interval) by counting the number of successes, appropriately weighted
according to the importance-based sampling strategy that privileges successful inputs. The
analysis is repeated for different scenarios specified in the configuration, for example, for
different values of the threshold registers. Low success rates (e.g., 271%) can be quickly
and accurately estimated with a small number of samples (e.g., 10000). The experimental
setup for NXP SR150 and SR040 chips is shown in Figure 6.

Motivation: With these receivers, we demonstrate three main usage scenarios for
FAST. First, the Qorvo chip has a proprietary verification algorithm, but the development
kit provides in-depth interactions, configuration, and monitoring. This case is similar to
that of a system integrator testing a chip before adding it to a more complex product.
Second, the PURE receiver is a state-of-the-art proposal for secure verification with solid
security arguments that can be implemented on existing cross-correlation-based chips.
This case is similar to that of a designer evaluating the concrete implementation of their
proposal on real hardware. Finally, for the NXP chips, we analyze a full two-way ranging
demo, where we can only observe the distance reported and the over-the-air packets. This
case represents that of a security analyst testing a proprietary ranging application, without
low-level access to the chips.

Experimental Setup: Figure 3 depicts an overview of our experimental setup for
the Qorvo DWM3000EVB and PURE receivers, whereas Figure 6 shows the setup for the
NXP chips. We describe the different setups in detail in each subsection of this section. In
these setups, we have an R&S SMW200A signal generator to inject attack signals into
different receivers during distance measurements.

Ghost Peak: The attacker transmits its signal that is a standard HRP UWB packet
that could be transmitted by a standard device, but with random STS as in [LCHT22]
(we leave other strategies as future work). The attack and legitimate signals, if any, are
added and transmitted at a specified power in dBm. The shape of the UWB pulses follows
the Minimum-Phase Square Root Raised Cosine specified in the standard.

Sampling Strategy and Success Rate Estimation: We implement the sampling
strategy and success rate estimation explained in Section 3.3, and, for comparison, the
naive approach described in Section 3.2. We report the success rate estimate SR and
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the upper and lower bounds of the 90 % confidence interval (§Rlb to @ub) We can
also transmit signals that always have all correct pulses. FAST explicitly controls various
parameters (e.g., attack power) that might influence the success rate. At each iteration
of an experiment, their value is picked from a desired range. FAST can then estimate the
aggregate success rate, or the success rate conditional on the controlled variables.

4.1 QorvoDWM3000EVB
4.1.1 Setup

FAST uses an adaptive importance sampling strategy and an R&S SMW200A signal
generator to inject attack signals in the QorvoDWMB3000EVB chip. Attack and receiver
parameters are specified in a configuration file. Acceptance and rejection outcomes,
collected from the chip via a debug monitor and other diagnostics, are then used to
estimate the success rate (and a confidence interval) for each choice of the parameters.
The victim receiver is directly connected to the signal generator via a coaxial cable, and
the wireless signal corresponding to the full Ghost Peak attack scenario is completely
generated in software by FAST before being fed to the chip. This approach maximizes the
repeatability of the experiments and facilitates the systematic study of the factors that
impact the success rate.

4.1.2 Ghost Peak and Attack Success

The attacker transmits either on top of a legitimate signal [LCH'22], or alone [CCAT24].
The legitimate signal is fed through a desired channel. Channels are generated in Matlab
following the IEEE 802.15.4a channel models [MBC"04] as [SRZ*21]. They include
several scenarios (e.g., residential, office, outdoor, industrial), each in Line-of-Sight (LoS)
or Non-Line-of-Sight (NLoS) conditions. The attack signal is transmitted at a specified
time before the legitimate one. The maximum amplitude of the attack signal is chosen
as a specific ratio of the maximum amplitude of the legitimate signal. An attack is
considered successful if all of the following three conditions are met. First, the packet
is correctly received without errors or timeouts. Second, the chip has selected the Time
of Arrival (ToA) corresponding to the attack signal (when the legitimate transmitter is
also present, the early peak of the legitimate channel serves as reference). Third, the STS
quality indicator, read with the dwt_readstsquality API function [Qorb], is positive.
In addition, FAST can be configured to check the STS-related warning flags in the STS
Sequence Time of Arrival Status Indicator (STS_TOAST) [Qorb, Qoral.

4.1.3 Chip Description and Configuration

The Qorvo DWM3000EVB (v1.4) [Qorc], driven by Nordic Semiconductor nRF52DK [Nor],
is an excellent target to demonstrate FAST. It is well documented [Qora, Qorb], and firmware
to interact with it is available [Git]. The proprietary ToA estimation and verification
algorithm, which is not part of the firmware, can be tuned by three configuration registers.
To allow the firmware to decide whether a packet should be accepted, the chip provides an
STS quality indicator and additional warning registers. The chip also provides a significant
number of diagnostics, including the full Channel Impulse Response (CIR), which are very
useful to analyze the results.

The chip is set to continuously receive HRP UWB packets consisting of a preamble
followed by a 4096-pulse ST'S on channel 5. At each iteration, the expected STS is specified
by setting the key, iv, and counter of the AES generator. The user manual [Qora] mentions
the following three registers that configure the ToA verification algorithm. The STS Noise
Threshold Multiplier (STS_NTM) specifies how many times higher than the noise level is
the threshold for accepting early peaks in the CIR. The threshold cannot be smaller than
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Figure 4: Visualization of a Ghost Peak attack. We inject an early copy (marked
in orange) ~ 67 ns before the legitimate copy (marked in green). The relative amplitude
between attack and legitimate signals is denoted by att2mp. Both a copy with all correct
pulses but low amplitude (a) and a copy with fewer correct pulses but higher amplitude
(b) generate a similar peak, accepted by the device. The similarity between the two
CIRs shows that distinguishing attack signals from attenuated legitimate signals based on
cross-correlation is hard.

the noise peak multiplied by the STS Peak Multiplier (STS_PMULT). If set to 0, the early
peak can be in the window used for noise estimation. In addition, the threshold cannot
be smaller than the STS Minimum Noise Threshold (STS_MNTH). FAST uses either their
default value or one in their allowed range. The DWM3000 chip is controlled by firmware
running on the Nordic Semiconductor nRF52DK. The Python implementation of FAST
interacts with it via a monitor based on Avatar? [MNFB18]. Our current implementation
requires approximately 1.5s per measurement for both naive and FAST.

4.1.4 Preliminary Analysis of the Chip

We analyze the Channel Impulse Response estimated by the chip in different conditions.
The CIR is an estimate of the channel paths, used by the receiver to identify the earliest
arrival time of the signal and compute the distance [SRZ'21]. The experiment consists of
transmitting an early copy of the signal around 67 ns earlier than the legitimate signal.
The first time, shown in Figure 4a, we send all 4096 correct pulses at 10 % the amplitude
of the main copy of the legitimate signal. The second time, shown in Figure 4b, only 2185
of the pulses are correct, but the amplitude is 150 % higher than the legitimate signal.
The two produce a similarly small early peak that is accepted by the device, resulting
in a shorter distance. The two CIRs are similar, apart from a higher noise floor in the
attack case. It is then hard for the receiver to use cross-correlation to distinguish between
honest signals (i.e., with correct pulses, but low power) and dishonest signals (i.e., with
few correct pulses resulting from random guessing, but higher power).

4.1.5 Backsearch Window

In a multi-path channel, several copies of the signal arrive at the receiver at different
times and with different amplitudes. The chip first identifies the strongest copy and then
performs a backsearch to find the earliest one [SRZT21]. Before testing Ghost Peak, we
study the backsearch window size. We take 5000 measurements with random channels.
For each one, we inject an early copy with 4096 correct pulses and 10 % the amplitude of
the main copy, placed 100 to 600 samples before the legitimate first copy. The earliest
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Figure 5: Convergence for Decreasing Success Rate. Few calibration samples are
enough to find a sampling strategy that minimizes Ay in Equation 6 (a), optimizing FAST’s
convergence during testing (b). FAST quickly converges to an accurate estimate of the
success rate. The 90 % confidence interval, denoted by the shaded area, is tight. When the
lower bound is —128 it is not depicted, and only the upper side of the confidence interval
is visualized. The different curves correspond to different values of the STS_NTM threshold,
ranging from 12 to 31, which require a different tuning of the sampling strategy and lead
to different success rates. In (a), the curves having higher values of - logy(Agp) correspond
to higher thresholds. In (b), curves having higher values of —logQ(ﬁ) correspond to lower
thresholds.

successful advancement with respect to the legitimate early copy is 248 ns. The impact
on distance reduction depends on the type of ranging sequence and on which packets are
attacked [LCH™22]. Tt corresponds to a reduction of 74 m if all packets in the exchange are
successfully attacked, or approximately 20 m if only one packet of a DS-TWR is targeted.
These reductions are significant for access control.

4.1.6 Convergence of Calibration

As explained in Section 3.3, FAST uses a calibration phase to find a sampling strategy that
minimizes the variance and ensures fast convergence to a good estimate of the success
rate. To do so, it finds the parameters a and b that minimize A (Equation 6) over
a set of calibration measurements sampled with uniform n.. The optimal parameters
change in different scenarios, for example, for different values of the STS_NTM threshold.
We collect around 500 measurements for values 12 and 31, and we plot the optimal Ay
for an increasing number of calibration samples. Figure 5a shows that 500 samples are
sufficient to identify a good sampling strategy in both cases.

4.1.7 Convergence of Testing

After identifying the optimal sampling strategy, we can run a test. Figure 5b depicts
the success rate and the confidence interval for increasing the number of samples, for
ten values of the STS_NTM threshold. The numerical results are provided in Table 3. In
most cases, the estimation quickly converges to an accurate estimate, and the cases are
clearly distinguishable among each other. For the lowest three success rates the lower
bound is 27128, as discussed in Section 3.3.5. Since FAST adapts its sampling strategy
to the success rate in the calibration phase, the number of samples for each case remains
the same (around 5000). Instead, naive sampling would require an increasing number of
samples (more than 1/SR to collect enough successes for an accurate estimate). Table 2
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Table 2: Convergence of testing for FAST and baseline (naive). FAST converges
quickly for both values of STS_NTM, whereas naive testing is less accurate for STS_NTM = 12
and does not observe even one success for STS_NTM = 16.

Method STS_NTM Now  Nies: SR SRy  SRu
Naive 12.00 - 10096 2794 97102 9-89
Naive 16.00 - 10016 21280 :

FAST 12.00 1005 10057 27101 9-103  9-99
FAST 16.00 978 9831 2148 9-153 9-l145

further compares FAST with naive testing in the same conditions. While FAST converges
quickly for both thresholds, naive testing is less accurate with the low threshold, and it
fails completely for the high threshold because 10000 samples are not enough to observe
even one success. We report 27128 (instead of 0) because we know that it is the lower
bound for an attacker that bruteforces the key (Section 3.3.5).

4.1.8 Studying Ghost Peak Strategies with FAST

We set the chip to its default configuration and analyze the role of the attack and
configuration parameters individually.

Presence of the Legitimate Signal: The success rate changes significantly depending
on whether the attacker transmits on top of the legitimate signal or alone. If the attacker
transmits alone, then the success rate is extremely low, below the 27128 probability of
guessing the full STS by brute-forcing the AES key used to generate the STS sequence
in counter mode. This could happen because the receiver first looks for the strongest
copy of the signal, then performs a backsearch to look for a possible weaker early copy.
Since the main copy is expected to be strong, the chip strictly checks the validity of the
STS. Instead, since the early copy can be attenuated, the receiver applies more tolerance
when verifying its similarity to the expected STS. When the attacker transmits alone, it
must pass the higher threshold of the main peak. Instead, when it transmits on top of a
legitimate signal, it just has to pass the lower threshold of the early peak. We will only
consider the second case that corresponds to the reactive injection scenario in [LCH™22].
Role of the Security Thresholds: We collect three datasets with a total of 12000
calibration and 160 000 test measurements, in which we sweep individually the values of the
STS_MNTH, STS_NTM, and STS_PMULT thresholds. Results in Table 3 show that increasing
the thresholds can significantly decrease the success rate, with STS_MNTH having the largest
effect. We stop increasing it when the success rate reaches the lower bound of 27128, Given
the very low success rates, performing this study with naive testing would have been highly
impractical. Because stricter and more secure configurations are likely to result in a much
worse reliability [SRZ*21, CCAT24], their practical applicability depends on the channel
conditions and performance requirements.

Role of the Attack Amplitude: The analysis of the receiver characteristics by Coppola
et al. [CCAT24] shows that the receiver adapts its gain to match the overall incoming
signal with the dynamic range of its analog front-end. Additionally, a signal that is too low
might not be amplified to full range, and a signal that is too high is clipped, capping the
contribution of the attacker pulses. The attacker does not have an interest in transmitting
at powers higher than the clipping point. In this paper, we focus on the relative amplitude
between the attacker signal and the main copy of the legitimate signal (denoted as att2mp),
rather than the absolute attack power. We set the advancement to a significant value of
~ 20m, the transmit power to —60dBm to avoid any clipping, and the receiver to the
default configuration. We collect 5000 calibration samples and 50 000 testing samples for
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Table 3: Qorvo DWM3000, Role of Security Thresholds. Increasing the security
thresholds can significantly decrease the success rate (at the price of reliability). We
fixed the following parameters: power = -50 dBm, attacker-to-main peak ratio = 0.9,
advancement = 50 samples. The default values of the thresholds are the following:
sts_ mnth = 0x10, sts_ ntm = 12, sts_ pmult = 0x0.

STS NTM N.,;, Ny SR SRy, SRu

12.00 502 4944 2121 9o-134  o-1ld
14.00 490 4941 2-149 9-156  9-l4d
16.00 483 5047 27199 9-206  9-19.5
18.00 518 4980 27236 9-243  9-23.1
20.00 485 5067 27275 9-289  9—26.8
22.00 509 5001 27328 92-350  9—320
24.00 504 5150 27372 9383  9-365
26.00 482 4890 2-41.0 9-1280 9-40.0
28.00 507 4899 27412 9-1280 9-39.8
31.00 520 5081 279567 9-1280 9—555

STS MNTH N.yy Niest SR SRy, SRy

16.00 719 10073 2-125 9o-128  9-12.2
28.00 722 10038 27245 9-254  9-239
40.00 724 10058 27475 9-128.0 9—464
52.00 707 9845 2-779  9-1280 9-769
64.00 683 9908 21082 9-1280  9-107.0
76.00 716 10141 271280 9-128.0 9—128.0

STS_PMULT N,.; Nis: SR SRy SRy

0.00 509 2446 2-128 9-13.8 9-122
1.00 523 2518 27127 9o-132 9-12.3
2.00 467 2503 27135 9o-143 9-129
3.00 501 2533 27128 o-138 9-123
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Table 4: Qorvo DWM3000, Role of Attack Amplitude. The att2mp parameter
denotes the ratio between the amplitude of the attacker signals and the main copy of the
legitimate signal. Above 0.75 the success rate does not visibly increase. We fixed the
following parameters: power = -50 dBm and advancement = 50 samples. The default
values of the thresholds are the following: sts_ mnth = 0x10, sts_ ntm = 12, sts_ pmult =
0x0.

att2mp  Near  Niest 5/']\% ﬁlb S/'Rub

0.25 502 4941 27340 9-1280 9-—328
0.50 490 5016 2-175 9o-19.7  9-16.7
0.75 483 5019 27148 9o-I155  o9-l44
1.00 518 4956 2114 9o-1280 9-10.3
1.25 485 4997 27115 9-134  9-107
1.50 509 5007 27125 2-130  9-l21
1.75 504 5013 27120 9o-16.8  o-110
2.00 482 4956 27148 9-168  9-140
2.25 507 5009 2-144 9o-152  9-I38
250 520 5086 2°172 9-183  9-166

att2mp ranging from 0.25 to 2.5. As shown in Table 4, a low relative attacker amplitude
leads to a poor success rate, possibly because the attacker’s peak in the CIR is smaller
than the cross-correlation side-lobes caused by the strong copies of the legitimate signal.
As the attacker’s amplitude increases, the success rate stabilizes at a higher value, This
might be due to the stong attack signal contributing to the noise floor.
Success Function and n.: We observe that the Qorvo DWM3000 accepts STSs sequences
with all bits flipped, hence a two-sided acceptance region (high and low n.). Additional
results about channel, advancement, and warning registers are provided in Appendix B.
False Rejection Rate: Table 6 shows the false rejection rate for different values of every
threshold: STS_NTM, STS_MNTH, and STS_PMULT. We send STSs identical to the expected
STS, i.e., having 4096 common bits (n.). These sequences undergo different channel
conditions for every threshold value, and some of them are rejected by the receiver due to
the alterations they can undergo, depending on the range of acceptance for each threshold.
We calculate the False Rejection Rate (FRR) by counting unsuccessful STSs among all the
ones we sent. We observe that at this power (i.e., =50 dBm), the effect of multi-path (and
threshold values) on the FRR is visible in some cases but generally not pronounced. In
these conditions configuring the chip to be secure without paying a large price on reliability
is possible. To see a more pronounced and problematic security-performance trade-off, we
need to consider more challenging channels at lower power, were peaks become smaller
and more difficult to detect. We demonstrate this in Table 9 for PURE.

4.2 PURE

4.2.1 Setup

Since it is implemented on top of the Qorvo DWM3000EVB chip, PURE has the same
experimental setup as the one described in Section 3.4.

4.2.2 Ghost Peak and Attack Success

The attack works as described in Section 4.1.2. PURE sets an absolute threshold that
a peak should pass to get accepted, instead of using the proprietary STS quality metric
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Table 5: PURE, Role of the Threshold. The Th parameter denotes the similarity
threshold set by the receiver to accept or reject an incoming signal. We fixed the following
parameters: power = -50 dBm, sts_mnth = 0x10, sts_ntm = 12, sts_ pmult = 0x0,
advancement = 50 samples.

Th Ncal Ntest g-\R S/’Rlb S/’\Rub

300 5982 10914 2-148 9o-153  o-l145
400 6025 11061 2727 27259 9-229
500 5993 11025 27354 27388 9-345

returned by the chip. Implementing this strategy is possible and efficient because the
chip provides the full CIR, including the amplitude of the first peak in the diagnostics.
Specifically, we accept the first peak as long as the amplitude of any of its first three
samples (i.e., stsF1, stsF2, or stsF3) is above the threshold.

4.2.3 Chip Description and Configuration

PURE [CCA™24] is a protocol that protects contactless payments from relay attacks with
a secure UWB receiver. We implemented it on a QorvoDWM3000EVB chip and tested it
with FAST. The only configurable parameter is the PURE absolute threshold.

4.2.4 Preliminary Analysis of the Chip

In this case, we know how the chip works, instead of just getting results without any
knowledge about why or why not they have been accepted or rejected by the receiver.

4.2.5 Studying Ghost Peak Strategies with FAST

We study the effect of different parameters on the security of PURE.

Role of the Threshold: As seen in Table 5 the estimated success rate SR of the attack
decreases when the threshold increases. This is expected since the higher the similarity
threshold between the received STS and expected STS* sequences, the lower the chance
that the attacker will pass this threshold by randomly guessing STS*.

Presence of the Legitimate Signal: Table 7 shows that, for a fixed threshold, sending
the attack signal on top of the legitimate one slightly increases the success rate compared
to sending it alone. This can be explained as in Section 4.1.8.

Role of Attack Amplitude: Table 8 shows how lowering the attack amplitude decreases
the success rate, in line with the observations in [CCA124]. This is because for the same
n., the correlation peak becomes smaller, decreasing the chances of passing the absolute
threshold.

Success Function and n.: By design, PURE accepts STSs with all bits flipped (i.e., low
n.) in addition to those with all bits correct (i.e., high n.). This is because it takes the
absolute value of the cross-correlation peaks as a similarity metric.

False Rejection Rate: PURE [CCA™24] has demonstrated that the threshold can be set
to a high (secure) value when operating in the good channels of mobile payments, with the
phone in proximity to the terminal. In more challenging conditions, when the reception
power is low (e.g., because of larger distances, less efficient antennas) and/or the channel
has severe non-line-of-sight and multi-path conditions, peaks become smaller and more
challenging to identify. Hence, in these cases setting a higher threshold generally increases
the false rejection rate. To highlight this performance-security trade-off in challenging
conditions, we set the power to —77 dBm. As done for the Qorvo DWM3000 chip, we send
STSs identical to the expected STS, i.e., having 4096 common bits (n.). Then, we get the
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Table 6: QorvoDWM3000, False Rejection Rate vs. Thresholds. Same settings as
in Table 3 but with signals sent by the legitimate transmitter in different channel models.
Approximately 1000 samples per case for a total of 180000.

Channel / STS_NTM 12.00 14.00 16.00 18.00 20.00 22.00 24.00 26.00 28.00 31.00
Ind. LoS 0.015 0.014 0.018 0.011 0014 0.019 0.016 0.018 0.021 0.015
Ind. NLOS 0.026 0.020 0.029 0.018 0.024 0.034 0.020 0.027 0.017 0.028
Office LoS 0.025 0.024 0.021 0.024 0.019 0.025 0.026 0.026 0.018 0.020
Office NLoS 0.030 0.029 0.024 0.020 0.025 0.025 0.028 0.024 0.031 0.035
Out. LoS 0.023 0.024 0.021 0.020 0.017 0.027 0.032 0.029 0.020 0.028
Out. NLOS 0.090 0.073 0.072 0.083 0.075 0.071 0.077 0.070 0.078 0.080
Res. LoS 0.020 0.025 0.023 0.017 0.026 0.032 0.018 0.029 0.031 0.028
Res. NLoS 0.021 0.026 0.019 0.020 0.022 0.027 0.020 0.030 0.035 0.027
Open Out.

B NLOS 0.033 0.026 0.029 0.029 0.031 0.039 0.034 0.027 0.042 0.044
Channel / STS_MNTH 16.00 28.00 40.00 52.00 64.00 76.00

Industrial LoS 0.012 0.017 0.013 0.015 0.012 0.013

Industrial NLOS 0.020 0.016 0.010 0.013 0.020 0.019

Office LoS 0.014 0.014 0.013 0.015 0.014 0.024

Office NLoS 0.016 0.016 0.018 0.022 0.022 0.045

Outdoor LoS 0.010 0.017 0.011 0.020 0.025 0.030

Outdoor NLOS 0.069 0.073 0.058 0.060 0.086 0.117

Residential LoS 0.000 0.010 0.016 0.012 0.015 0.028

Residential NLoS 0.010 0.015 0.010 0.025 0.023 0.032

Open Outdoor

B UNLOg 0028 0026 0011 0022 0.027 0.026

Channel / STS_PMULT 0.00 1.00 2.00  3.00

Industrial LoS 0.021 0.014 0.012 0.028

Industrial NLOS 0.023 0.020 0.020 0.032

Office LoS 0.015 0.024 0.026 0.028

Office NLoS 0.018 0.040 0.036 0.033

Outdoor LoS 0.023 0.025 0.020 0.018

Outdoor NLOS 0.060 0.071 0.073 0.074

Residential LoS 0.025 0.025 0.022 0.026

Residential NLoS 0.024 0.019 0.030 0.022

Open Outdoor 0.020 0.024 0.029 0.025

Environment NLOS

Table 7: PURE, Role of Legitimate Signal. The Th parameter denotes the similarity
threshold set by the receiver. The legit_on parameter indicates whether the attacker
signal is sent on top of the legitimate signal or not. We fixed the following parameters:
power = -50 dBm, sts_ mnth = 0x10, sts_ ntm = 12, sts_ pmult = 0x0, advancement = 50

samples.

Th legit_on Neq  Niest S/'R S/'Rlb S/'Eub
400 False 4431 5499 27275 9-290 9-26.7
400 True 4546 5527 27233 9-262 9-224
500 False 4507 5483 27430 9o-128  9-41.6
500 True 4516 5491 27361 9-372 9-355
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Table 8: PURE, Role of Attack Amplitude. As PURE uses an absolute threshold
(400 in this case), the attack amplitude (0.9 in previous experiments) is impactful. We fixed
the following parameters: power = -50 dBm, sts_ mnth = 0x10, sts_ ntm = 12, sts_ pmult
= 0x0, advancement = 50 samples.

att2mp  Negi  Niest §R @lb §\Rub

0.25 998 6022 27598 9-128  9—587
0.50 997 6087 27276 9-3822 9-267
0.75 1019 5945 27260 9-268 9-25.5
1.25 986 5946 27252 92-258 9-248

Table 9: PURE, False Rejection Rate vs. Threshold. Same settings as in Table 5
but with signals sent by the legitimate transmitter in different channel models, and power
reduced to —77dBm to highlight the security-performance tradeoff in channels with low
link budget. Approximately 500 samples per case for a total of 13500.

Channel / Threshold 300.00 400.00 500.00

Industrial LoS 0.01 0.02 0.02
Industrial NLOS 0.15 0.39 0.60
Office LoS 0.03 0.09 0.21
Office NLoS 0.17 0.37 0.56
Outdoor LoS 0.07 0.23 0.37
Outdoor NLOS 0.39 0.52 0.67
Residential LoS 0.04 0.10 0.22
Residential NLoS 0.09 0.21 0.43

Open Outdoor

Environment NLOS 0.03 0.03 0.04

FRR by counting the ones that failed out of all the STSs we sent. Results are shown in
Table 9.

4.3 NXP Trimension SR040 and NXP Trimension SR150
4.3.1 Setup

In this case study, the two NXP chips perform two-way ranging. When one transmits, the
other acts as a receiver. These chips are connected to a Qorvo DWM3000EVB chip acting
as a trigger: after receiving a message sent by one of the chips, the trigger triggers the
signal generator after a suitable delay to transmit on top of the legitimate signal to the
acting receiver, which is exactly what Ghost Peak does. Then, the generator transmits
the attack signal, and the target chip receives it through an antenna (both chips have
their antenna above them). We can read the distance between the two chips and notice its
significant drop in case of a successful attack. For every n. sample, we restart the ranging
application and collect 50 distance measurements.

4.3.2 Ghost Peak and Attack Success

We send the attack signal on top of the exchanged signals between the two chips. We then
read the resulting distance and deduce whether any attack succeeded or not. As the chip
is proprietary, we only have access to the distance but no other diagnostics or knowledge
about how or why the receiver accepted or rejected a STS sequence.
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Figure 6: Experimental Setup for NXP SR040 and SR150.The two chips face
each other and perform ranging. A Qorvo DWM3000 monitors the packets and acts as a
trigger. When the victim chip (receiver) of the attack is the NXP SR150, we link it to
the signal generator from which we send the attack signal. We link the NXP SR040 chip
(transmitter) to the oscilloscope. When the NXP SR040 starts transmitting, the trigger
triggers the oscilloscope to start recording the packets it is receiving from the chip via
Antenna 1 so that we can decode them. Then, at our desired delay, we trigger the signal
generator to send the attack signal to the victim chip via Antenna 2. When the NXP
SR040 is our victim receiver, we repeat the same procedure, but linking it to the signal
generator and linking the NXP SR150 to the oscilloscope. The setup is enclosed in an
anechoic box to minimize interference and favor replicability.

4.3.3 Chip Description and Configuration

We use the default ranging demo from the MK UWB Kit, without any custom configuration.
As testers, we can only send STS sequences into these chips and read whether they have
been accepted or rejected. The two chips perform ranging, so they both alternate between
transmitting and receiving. We cannot set a fixed STS.

After starting the ranging between the two chips, we decode the STS sequence set
by each of them. Appendix C provides more details on our decoder. This allows us to
bias our sampling when applying FAST. We generate the attacker signal using the signal
generator. When we analyze the security of NXP Trimension SR040, we consider it as the
receiver, and therefore the signal generator inputs the attacker STS to it via antenna, and
sends it to the NXP Trimension SR150 otherwise.

4.3.4 Chip Insights

These two proprietary chips allow for limited interaction. When NXP Trimension SR040
transmits, we can decode its set STS, and when NXP Trimension SR150 transmits, we
can decode its set STS. By observing the packets over the air, we also learn their number
and timings. We can then configure the attacker to transmit at the right time.

4.3.5 Studying Ghost Peak Strategies with FAST

We study the role of different attack parameters on NXP chips.
Presence of Legitimate Signal and Role of Attack Amplitude:

Like in a real attack scenario, in this setup, the attacker transmits on top of the
legitimate signals from the two NXP chips that are performing two-way ranging. Hence,
the legitimate signal is always present, and the relative power between the attack and
the legitimate signal is indirectly set by the transmit power and relative distances of
the attacker and victims. Following a trial-and-error approach, we coarsely adjust the
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Table 10: NXP SR040, Role of Preamble to STS Amplitude Ratio. The pre2sts
parameter denotes the ratio between the amplitude of the preamble and the STS. We

fixed the following parameters: power = -10 dBm, attacker-to-main peak ratio = 0.7,
advancement = 1600 samples.
pre2sts Neal Niest SR S/’Eb @ub

0.25 40000 50000 274075 24287 9-39.93
0.50 40000 75000 274633 2128 9-45.29
1.00 20000 180000 27984 97128 9972

Table 11: NXP SR150, Role of Preamble to STS Amplitude Ratio. The pre2sts
parameter denotes the ratio between the amplitude of the preamble and the STS. We

fixed the following parameters: power = -10 dBm, attacker-to-main peak ratio = 0.7,
advancement = 1600 samples.
pre2sts Near Niest S/'R @lb §Rub

0.25 20400 4750 27149 971518 -4
0.50 19100 5050 271738 271768 9-16.97
0.75 20350 5450 271397 -3t 9-18.67
1.00 20150 4750 271838 971735 91242

advancement and power of the attacker to be similar to that of the legitimate transmitter
and to obtain reductions.
Role of Preamble to STS Amplitude Ratio:

Table 10 shows a noticeable decrease in the success rate of the attack for a higher
preamble to STS amplitude. The chip might compute the CIR with both preamble and STS
and check their consistency. For the same power, the amplitude of the peak generated by
the correct preamble is likely higher than that created by a random STS. Hence, reducing
the amplitude of the preamble is necessary to keep the consistency. The Ghost Peak paper
[LCH™22] also observes that reducing the preamble power helps avoid jamming. However,
table Table 11 shows a little and inconsistent effect of the pre2sts ratio. Our analyses
remain speculative since the two chips are proprietary, and we do not know how they work.
False Rejection Rate: Since the STS and other thresholds cannot be set by the evaluator
the case of the NXP chips, the only parameter we can change that can affect FRR is the
physical channel in our setup. However, this requires physical changes to our setup, which
is out of the scope of this study.

Success Function and n.:

The SR040 accepts only STSs having high n., leading to a one-sided acceptance region.
On the other hand, the SR150 accepts STSs with all bits flipped, hence a two-sided
acceptance region (high and low n.).

5 Discussion

5.1 Limitations

The main limitation of FAST is that it can only estimate the “insecurity” of a chip to
a specific attack, not its security level against arbitrary attackers. While FAST cannot
replace a formal security analysis, it is useful in several practical scenarios. First, when a
closed-form expression for the security level does not exist and chips deploy proprietary
algorithms, as is the case for HRP UWB. Second, to complement a theoretical analysis with
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empirical tests on real hardware. Indeed, the real physical-layer behavior of the chip might
deviate from the assumptions made in the analytical models, or models might depend on
some unknown physical parameters. In addition, while attackers cannot leverage FAST
against a victim device with unknown STS, they can use it to study a similar device with
known STS (e.g., development kit) and identify optimal parameters.

Another limitation is that the number of parameters to control could be large, leading
to an exponential increase in the number of cases to study. In practice, an iterative
approach guided by experience and knowledge of the attacks and receivers could help
identify the most relevant factors. In addition, FAST requires few samples per case.

Finally, FAST needs some control on the target device: knowing the secret STS to
optimize the sampling strategy, and information about acceptance of the attack signal to
estimate the success rate. FAST also needs to inject signals in the chip in receive mode,
which is easier if the chip can be configured to listen for messages continuously.

5.2 Broad Application of FAST

Ranging and positioning systems generally embed some form of unpredictability in the
signals to protect against distance-reduction/position-spoofing attacks. This aims to
prevent the attacker from transmitting the signal expected by the receiver in advance.
The security of the system relies on the verification of such signals [LSR*20]. Examples
are: the STS in HRP/LRP UWB [IEE20a, IEE20b], randomization of the bit-to-pulse
mapping in UWB-PR [SLC17], phase randomization in ODFM ranging [LKRC21], the
Secure LTF field in Wifi Ranging [IEE], sounding sequence randomization for narrow-
band secure ranging with Bluetooth [Blu, ASR*21], encrypted spreading codes in some
services of GPS, Galileo, BeiDou, and GLONASS [ZP19], spreading code puncturing in
CHIMERA [ACD™17], and message authentication in Galileo [EUS, FHRSG™16].

Because of this unpredictability, attacks often involve a probabilistic guessing phase.
Ghost Peak [LCH'22] randomly samples the STS before transmission. In Stretch-and-
Advance [ACC23], the attacker leverages a time stretch to learn some of the unpre-
dictable bits towards the end of the packet but has to guess the initial ones. Guess-and-
Compensate [SLC17, LSR*20] adaptively decides whether to stop guessing or double
the power and continue, after learning if the previous guess was correct. An advanced
adaptive strategy that accounts for random pulse reordering is used to numerically eval-
uate the security of UWB-PR [SLC17]. In Early-Detect/Late-Commit (ED/LC) at-
tacks [CHKMO06, ZP19], the overall success rate depends on the probability of learning and
committing the correct symbol. If it is randomized at the physical layer, the attack strategy
is complex, and analytical expressions of the success rate might not exist [SLC17, LKRC21].

FAST could be applied to these technologies and attacks, by biasing the distribution of
the random guesses and/or the physical variables impacting the success rate.

6 Related Work

Distance Bounding In applications requiring physical proximity between devices, distance-
bounding protocols [ABB*19] can establish a secure upper bound on their distance. As
distance is derived from the timings of wireless exchanges between the devices, spe-
cial care is required to guarantee the integrity of the time-of-arrival measurements
at the physical layer [LCH"22]. Distance measurements and distance bounding have
been implemented with several wireless technologies, such as UWB [RC10, TLKC15],
BLE [ASR'21], and NFC [RCNT22]. Over the last few years, chips implementing HRP
UWB (IEEE 802.15.4z [IEE20a, IEE20b]) have been widely deployed in smartphones
and other devices, fueled by many potential applications [FiR]. Several recent studies
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have investigated the security of HRP UWB [SRZ™21], practical distance-reduction at-
tacks [LCHT22, ACC23]|, practical jamming attacks [YWZ124], applications [CCAT24],
more secure receiver strategies [JLJC23, CCAT24, LKZ"24], and performance [HKPH23].

Importance Sampling Importance sampling has been applied to many scientific prob-
lems [Sril4, Biol5]. In computer security, it has been used to evaluate security against
guessing attacks, which discover a secret (e.g., password or cryptographic key) through
many guesses. These smart guesses are guided by a model obtained through an infor-
mation leak. This could be a password generation model trained on a corpus of leaked
passwords [MYLL14], or the scores assigned to key bytes by a side channel attack given a
physical information leakage [VCGRS13]. Attackers generally assign a score s(x) (e.g., an
estimated probability) to each guess x, and perform guesses sorted by decreasing score. In
such cases, attack strength is evaluated as the number of guesses g needed to find the secret;
in other words, ¢ is the rank of the correct guess: the number of incorrect guesses with a
larger score than the correct one. The rank g can be found by simulating the guessing
attack, but such an endeavor may be prohibitive for expensive attacks. This problem is
very different from estimating the success rate of distance-reduction attacks. However,
in this case, classic Monte Carlo methods are also inefficient and can be improved with
importance sampling. A naive Monte Carlo approach would uniformly sample m guesses
over the secret’s n > m possible values (assuming that n is finite), and use the scores of
elements in the sample to estimate g/n and hence g. However, this procedure would require
an enormous sample size if, as is often the case, g < n. Importance sampling can bias
the sample generation towards higher-score guesses and result in accurate estimates with
small sample sizes [DF15, CDS22]. It can be used even when the set of possible secrets is
infinite, like for passwords [DF15]. Adaptive approaches are useful when scores output
by the model are not well-calibrated posterior probabilities [CDS22]. Liu et al. [LBB23]
provide tight bounds for rank estimates based on importance sampling.

7 Conclusion

Distance-reduction attacks like Ghost Peak threaten security applications that rely on
ranging, such as seamless access control. In this paper, we have proposed FAST, a general
methodology to efficiently and accurately characterize the security of real-world receivers
by empirical testing, even when closed-form security level expressions are not available.
To facilitate future research, our code is available on Zenodo https://zenodo.org/re
cords/17295874.
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Appendix

A Sampling Strategy Visualizations

20 ¥ 1.0
att2mp ratio: 0.25 L — . att2mp.ratio: 0.25
IS P18 | I WY | = e .
500 1000 1500 2000 2500 3000 3500 4000 500 1000 1500 2000 2500 3000 3500 4000
N, N
= 1.0
att2mp ratio: 0.5 1 — att2mp ratio: 0.5
- S
0 e e gk aloadd ]S ) L
(&
o (Y F P S SN 0 IOV R SO A
0 500 1000 1500 2000 2500 3000 3500 4000 0 500 1000 1500 2000 2500 3000 3500 4000
N N
1.0
 2(2mpratio: 0.75 L] I — . att2mp_ratio: 0.75
0l u i .u § ‘I | AT £ 05 . .
§
(&
) 0.0 . OO R |
0 1500 2000 2500 3000 3500 4000 0 500 1000 1500 2000 2500 3000 3500 4000
ne n,
10
att2mp ratio: 1.25 I I — att2mp_ratio: 1.25
- S .
210 Myl e 1 2. A .
§ .
(&
o 00k v b D A N
0 500 1000 1500 2000 2500 3000 3500 4000 0 500 1000 1500 2000 2500 3000 3500 4000

n, N,

(a) Calibration with Uniform Sampling, High and Low n. Succeed.

1.0 Fa- -
m AfE2mp-ratio: 0.25 — . att2mporatio: 0.25 |
B =05 3 -
‘ <O] ;
0 0.0 i -i
0 500 1000 1500 2000 2500 3000 3500 4000 0 500 1000 1500 2000 2500 3000 3500 4000
ne n,
1.0 - -
50 | g 2020 ratio: 0.3 — . atZmporatios 05 3 -
- 3 g
£ 1 i & 05 }-
0 500 1000 1500 2000 2500 3000 3500 4000 0 500 1000 1500 2000 2500 3000 3500 4000
T e
1.0 - =
5o wmm att2mp satio: 075 . . att2mpratio: 0.75
7 <
g E’U.S ~ %
25 ! o <{0 .
0 00 - ..
0 500 1000 1500 2000 2500 3000 3500 4000 0 500 1000 1500 2000 2500 3000 3500 4000
N ne
1.0 - -
50| mmm Att2mporatios 125 — . att2mpratio: 1.25 g
8 o i & 05 1 j
0 0.0 i-
0 500 1000 1500 2000 2500 3000 3500 4000 0 500 1000 1500 2000 2500 3000 3500 4000
N, N,
(b) Testing with Betabinomial Mixture, High and Low n. Succeed.
150 1.0 W e v A
. POV ShE 1  powershr: 1 Ry
100 =
-~ = &
S <cc 0.5 ;
50 0 [ P
0 ‘ 00 4 = e
0 500 1000 1500 2000 2500 3000 3500 4000 0 500 1000 1500 2000 2500 3000 3500 4000
Ne Ne
(c) Calibration with Uniform Sampling, Only High n. Succeed.
1 | ! !
power_shr: 1 . _ power shr: 1
. 40000 | Il S05 <
3 =
S 20000 & H
0 -'l 00 J
0 500 1000 1500 2000 2500 3000 3500 4000 0 500 1000 1500 2000 2500 3000 3500 4000
n, Ne

(d) Testing with Betabinomial, Only High n. Succeed.

Figure 7: Sampling Strategies. The uniform sampling step is effective at identifying
the important regions to sample with the betabinomial mixture during testing.
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Figure 7 visualizes our sampling strategies. The left side shows the sampling distribution
(cnt denotes the number of samples for each n.). The right side shows the average success
rate ,S/’R(nc) as a function of n., which represents the behavior of the success function
f(n.) of the chips. From Figure 7a and Figure 7c (correponding to Table 8 in Section 4)
we can observe that the calibration step with uniform sampling can easily identify whether
a chip accepts both high and low n. or only high n., and what are the important transition
regions to sample depending on the attack and chip parameters. From Figure 7b and
Figure 7d (Table 10, last row) we can observe the corresponding testing strategy with a
betabinomial mixture that focuses the sampling to the important regions.

B Additional Results for QorvoDWM3000EVB

Table 12: Role of Wireless Channel. For a given receiver configuration, the type of
channel does not have a significant impact on success.

Channel model Near Niest §R §Rlb @ub
Residential LoS 219 1128 2798 2-103 9-94
Residential NLoS 228 1069 2795 27103 9-89
Office LoS 224 1145 27103 2-108  9-10.0
Office NLoS 223 1069 2799 27104 9-95
Outdoor LoS 246 1147 2795 2-104 9-90
Outdoor NLOS 216 1080 27106 9-132  9-97
Industrial LoS 222 1115 27107 92-120  9-100
Industrial NLOS 298 1152 27100 9-106  9-9.5

Open Outdoor

—11.1 —12.2 —~10.5
Environment NLOS 237 1152 2 2 2

Role of the Wireless Channel Using the same dataset as for convergence with the default
configuration, we now study the effect of using different channel types. Table 12 suggests
that the type of channel does not have a significant impact. However, in practical use
cases, one might choose the configuration (e.g., threshold) not based on its security level,
but on its performance in a given type of channel. This leads to the security-performance
trade-off observed in [SRZ"21], where a lower security level must be tolerated to have
good reliability in challenging channel conditions.

Role of the Amount of Advancement We collect 5000 calibration measurements and
50000 test measurements, where we vary the amount by which the attack signal is advanced
compared to the legitimate one. We observe in Table 13 that the success rate is high for
reductions up to approximately 100 ns, corresponding to 30 m. After that, the rate decreases
significantly, from around 27'° down to 2722. The true acceptance rate for legitimate
signals also decreases towards the extremity of the backsearch window (Section 4.1.5). In
all other experiments, we consider an advancement of approximately 66.8 ns (20 m), which
is meaningful in realistic scenarios (e.g., attacks on physical access control).

Role of the Warning Registers In addition to the STS quality indicator, the chip offers
9 additional warning flags. We collect 2000 calibration measurements and 4000 test
measurements, where we either check the additional warnings or not. Results in Table 14
indicate that checking the registers does not significantly reduce the success rate. We
attribute this to the good physical-layer design of our signal, matching the expected one.
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Table 13: Role of Advancement. The success rate is stable until approximately 100 ns
(30m) of advancement.

tadv (IlS) Ncal Ntest S/VR @lb AS/v]\%ub

—222.58 520 4964 27283 9-1280 9-27.1
—200.32 507 4872 27201 9-1280 9-187
—178.06 482 5031 27251 9—305  9-24.1
—155.80 504 5023 27247 9-264  9-23.9
—133.55 509 5140 27241 9-253  9-23.5
—111.29 485 5057 27143 9-146  9-13.9
—89.03 518 5029 2-131 9o-135  o-l127
—66.77 483 5041 27133 9o-138  9-129
—44.52 490 4906 27127 9-154  o-118
—22.26 502 4937 27127 9o-131  o-l124

Table 14: Role of Warning Registers. With a well-configured attack, checking the
warning registers does not seem to have a significant impact on the success rate.

Warnings checked Ngu  Niest S/’R @lb S/'F%ub

Ob0 976 1976 2797 27103 9-9.3
Ob111111111 1024 2024 2°10.7 9-113  9-10.3

C More Details on the Decoder

Reception We collect HRP UWB packets using an R&S RTP164b oscilloscope in direct
sampling at 40 GSa/s, a UWB antenna, and a band-pass filter. To trigger acquisition,
we use a Qorvo DWMB3000EVB in reception mode. After being awakened by the first
packet in a two-way ranging sequence, it waits for the appropriate amount of time until
the desired packet in the sequence, and then raises a digital pin to trigger the oscilloscope.

Preprocessing We apply the following preprocessing steps. Data are turned into their
complex representation and normalized. A band-pass filter is applied to attenuate interfer-
ence. A simple energy detector is used to extract the preamble and STS from the received
signal. After detecting the carrier frequency, these samples are digitally down-converted to
baseband, where an additional fine-grained adjustment of the frequency offset is applied.

Decoding The STS is modulated with Binary Phase Shift Keying (BPSK) pulses. After
having identified each of the 4096 peaks corresponding to each pulse, we feed their samples
to a Costas Loop to correct phase rotations, and finally demodulate the bits as ones and
zeros. This method is neither effective nor secure for ToA verification because it works on
the main copy of the signal, which does not necessarily represent the line-of-sight path
and could be manipulated by an adversary. However, using the main copy is effective for
decoding the STS bits with a high signal-to-noise ratio, avoiding bit errors. We confirmed
that the signal-to-noise ratio in our setup is sufficient to correctly decode the full STS by
testing the decoder with a transmitter with known STS. The decoding of the preamble
is similar but slightly more complex because of the ternary modulation, which requires
identifying possible gaps between successive BPSK peaks.
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