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ABSTRACT

Video anomaly detection is vital for public safety but remains challenging due to complex motion patterns, limited robustness

to motion-related perturbations, and the heavy computation demands of modern transformers. To address these challenges,
swin-3DART is introduced as a unified framework that improves both efficiency and resilience. First, the proposed TG-RGB*
modality enhances RGB frames with temporal-gradient motion cues, improving motion sensitivity. Second, it designs T-GAP

(temporal gradient adaptive perturbation), which generates worst-case perturbations to expose vulnerabilities and strengthen

the model through adversarial training. Third, an adversarial defence mechanism is embedded to ensure robustness, achieving
consistently low attack success rates (4%-7%) across datasets. Finally, the framework incorporates the 3DART (3D adaptive receive
transformer), which reduces memory footprint by ~12% and FLOPs by ~11.9%, making it suitable for deployment in real-time
surveillance or edge computing scenarios. Comprehensive evaluations show that swin-3DART achieves state-of-the-art AUCs of
95% on UBI fights, 86% on UCF-crime, and 99% on RLVS. These results highlight swin-3DART’s potential as an efficient and robust

solution for real-time, safety-critical video anomaly detection.

1 | Introduction

Automated violence detection in surveillance video has become
increasingly critical for public safety, particularly as modern
societies seek real-time responses to potential threats. This need is
underscored by the rapid expansion of surveillance infrastructure
worldwide. In Europe alone, the video surveillance market is
projected to grow at a compound annual growth rate (CAGR)
of 10.9% to 13.9% between 2024 and 2030 [1], reflecting a surge
in camera installations across cities, transportation hubs and
sensitive public areas. As surveillance feeds multiply, manual
monitoring becomes infeasible, creating a pressing need for
intelligent systems that can detect violent or abnormal behaviour
in real time [2, 3]. Beyond urban infrastructure, surveillance
systems are also widely used in workplaces, hospitals, airports
and other public spaces, where they serve as both a deterrent

and a forensic tool. However, the inefficiency, cost and error-
prone nature of manual analysis make it unsuitable for real-time,
large-scale use [4, 5]. As a result, video-based violence detection
has emerged as a central focus in computer vision and artificial
intelligence research [3, 5, 6].

However, accurately detecting violence in videos is challenging
due to a combination of factors. Varying illumination, diverse
camera angles, occlusions and cluttered or dynamic backgrounds
can all obscure violent actions, while the subtle and often
brief nature of some violent behaviours makes them difficult
to distinguish from normal activities [3, 5, 6]. These challenges
are further amplified in the context of real-time video anomaly
detection (VAD) for public safety, where existing methods suf-
fer from high computational costs, making them difficult to
deploy on edge devices. They also lack sufficient robustness
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against sophisticated, motion-aware adversarial perturbations
[5]. Therefore, designing VAD systems that are both efficient and
reliable in real-world conditions remains a significant research
challenge.

Unlike standard action recognition, where activities are often
well-defined and structured, violence detection requires iden-
tifying spatiotemporal anomaly detection and unpredictable
behaviour. By analysing changes across both space (location,
appearance) and time (motion, dynamics)[5, 6]. Furthermore,
violence can manifest in multiple visual forms, such as physical
aggression, shooting, explosions and armed attacks, making it
necessary for detection models to generalize effectively across
different scenarios [4, 7]. Despite recent progress, many state-
of-the-art methods still perform poorly on challenging datasets
for their real-world deployment [3-7]. To address this particular
challenge, there is a need for a more reliable, efficient, and gen-
eralizable model that improves detection capabilities, ensuring
its effectiveness in real-world scenarios [4]. Leveraging advance-
ments in artificial intelligence, particularly deep learning (DL)
and computer vision, can significantly enhance the identification
of violent incidents, enabling faster response times and improving
overall security [4, 5, 8].

In this work, a novel weakly supervised framework is proposed
to balance detection performance, computational efficiency and
resilience to environmental variability. The method detects vio-
lent events in videos, including deliberate actions like physical
aggression and unintended ones like explosions, by addressing
four core challenges: first, scene diversity, which undermines
reliance on static spatial cues; second, motion complexity, where
rapid, non-rigid motion and camera jitter obscure meaning-
ful temporal patterns; third, adversarial vulnerability, wherein
small perturbations can mislead fragile models; and fourth,
domain shift, which causes model performance to degrade
across datasets with different illumination, viewpoints and
environments.

To solve these issues holistically without incurring high compu-
tational costs, an early fusion strategy is adopted that combines
Temporal Gradient (TG) and RGB features into a unified input
modality TG-RGB*. This fusion enables the model to capture
subtle, fast-moving actions and appearance context in a single
representation, which is critical for detecting violent behaviours.
The enriched stream is fed into a video swin transformer [9],
enabling robust feature extraction with global context modeling.
Instead of relying solely on complex feature extractors, swin-
3DART incorporates temporal gradient adaptive perturbation
(T-GAP), an adversarial attack strategy that simulates worst-
case motion disturbances to improve the model’s robustness.
Complementing this, the parameter-free 3D adaptive receive
transformer (3DART) dynamically adjusts spatial and tempo-
ral receptive fields based on internal feature dynamics. This
adaptive mechanism strengthens spatiotemporal representations
while simultaneously reducing computational redundancy and
memory usage, these efficiency gains are particularly mean-
ingful in the context of pure 3D video transformers, which
are typically computationally intensive. Together, these compo-
nents form swin-3DART, a robust and energy-efficient architec-
ture that achieves strong accuracy, cross-domain generalization
and real-time performance, making it well-suited for deploy-

ment in intelligent, resource-constrained surveillance environ-
ments. The main contributions of this work are summarized
below:

1. A TG-RGB* modality is proposed that integrates temporal
gradient (TG) features with RGB frames in a single stream.
By combining TG, which emphasizes motion dynamics, with
RGB’s rich spatial information, this modality effectively cap-
tures both fine-grained spatial details and temporal motion
patterns, enhancing the representation of dynamic activities
in videos.

2. A temporal gradient adaptive perturbation (T-GAP) is
designed as an adversarial attack strategy that exposes the
model to carefully crafted perturbations over time. By sim-
ulating challenging adversarial conditions during training,
T-GAP encourages the model to learn from these examples,
thereby enhancing its robustness and improving perfor-
mance in video-based violence detection, particularly against
motion-aware attacks.

3. Swin-3DART is introduced as a unified architecture that
combines video swin transformers with the parameter-
free 3DART module, enabling efficient and robust violence
detection under real-world constraints.

A comprehensive cross-dataset evaluation is conducted to assess
the generalization capabilities of the proposed swin-3DART
model. Even when trained and tested on different datasets, swin-
3DART demonstrates significant improvements over existing
methods, which struggle with domain shifts, achieving sub-
stantial performance gains in challenging settings. The rest of
the paper is structured as follows: Section 2 explores video
violence detection solutions, including modalities and method-
ologies, deep learning-based techniques, adversarial attacks,
and TG-RGB* analysis, with a focus on spatiotemporal data.
Section 3 introduces swin-3DART, detailing its architecture and
key components. Section 4 describes the experimental setup,
datasets, and performance evaluation of the proposed approach.
Finally, Section 5 concludes the paper by summarizing key
findings, discussing their implications and suggesting directions
for future work.

2 | Landscape of Video Violence Detection

Video violence detection has emerged as a critical area of research
in computer vision and Al, driven by the increasing need to
enhance public safety and monitor sensitive environments. With
the proliferation of video data from surveillance systems, social
media platforms and public spaces, the ability to automatically
identify violent behaviour in real time has become increasingly
important. In particular, the increasing demand for reliable and
scalable violence detection solutions has positioned the field as
a dynamic and rapidly evolving domain, presenting significant
opportunities and challenges for researchers and practitioners.

This section explores the landscape of video violence detection
solutions, highlighting various modalities and methodologies.
It introduces DL-based techniques, adversarial attack strate-
gies, and TG-RGB™ analysis, with a particular focus on their
application to spatiotemporal data analysis.

20f23

IET Image Processing, 2026

35UBD17 SUOWILOD dAER1D) 3|ceal|dde auy Aq peusenob afe saolie YO ‘8sn Jo san. oy Azeiq i autjuQ A8 |1 UO (SUOIIPUOI-pUe-SWLLIB)WOD AS | IM" Aeiq 1 U1 |UO//:Sd1y) SUOIPUOD pue s | U} 88S *[9202/90/60] Uo Aklqiauliuo 8|1 eAoue9 1@ 1pniS 11Bea Asieaun Ag 8TE0. 24d1/670T 0T/I0p/0D A8 | 1M Areiq 1 Ul U0’ Ydxeasa 3 1//Ssdny Woy pepeo|umod ‘T ‘9202 ‘L996TS.T



2.1 | Modalities for Video Violence Detection

Video violence detection has increasingly relied on leveraging
multiple modalities to enhance accuracy, robustness, and real-
time performance in recognizing violent behaviour [5]. Among
these, visual modalities are fundamental due to their ability to
encode spatial layouts and motion dynamics inherent to violent
events. The three most widely adopted visual modalities are RGB
frames, optical flow, and temporal gradients (TG) [10, 11], each
offering distinct advantages and limitations. RGB frames contain
rich spatial information crucial for identifying scene context,
objects and posture configurations [7]. However, they inherently
lack motion sensitivity, making them insufficient for capturing
dynamic cues essential for differentiating violent and non-violent
actions. To overcome this, optical flow estimates pixel-level
motion vectors between consecutive frames, enabling explicit
modelling of movement trajectories and velocities [12]. Despite
its effectiveness, optical flow suffers from high computational
cost and sensitivity to camera motion, often leading to spurious
motion artefacts [10, 12].

To address efficiency concerns, temporal gradient (TG) features
have emerged as a lightweight alternative that highlights abrupt
intensity changes across frames, capturing sudden motion bursts
often indicative of violence [13]. However, despite their efficiency
and simplicity, temporal gradient features are inherently limited
in representing spatial structure and fail to capture subtle or
gradual motions, reducing their discriminative power when used
in isolation.

Recent advances have increasingly shifted toward multimodal
frameworks that aim to integrate spatial and temporal
information to improve performance across diverse scenarios
[14, 15]. Notable approaches such as 13D [14], SlowFast [16], and
MoViNets [17] (mobile video networks) incorporate multiple
visual streams to capture both appearance and motion, achieving
significant gains on benchmarks like UCF-Crime and UBI Fights.
However, these architectures often incur increased complexity
due to reliance on dual-stream processing and fusion strategies,
which can hinder deployment in latency-sensitive environments
[18].

Beyond these computational hurdles, recent advances in action
recognition have shifted from simple temporal sequence model-
ing toward more expressive geometric representations of human
motion. This shift toward finer-grained and structurally informed
descriptions has led to growing interest in structural modalities.
For instance, EMS-TAGCN [19] models human actions using
skeletal graphs, whereas PRG-Net [20] captures body dynamics
through 3D point-relation graphs. Although these representa-
tions provide high precision in controlled environments, their
reliance on explicit structure makes them vulnerable in real-
world violent scenarios. In particular, PRG-Net [20] shows that
point-cloud disorder and rapid dynamics blur boundaries in fast-
moving actions. Similarly, skeleton-guided approaches [19] often
fail under heavy occlusions or when victims fall to the ground. In
such cases, pose estimators are unable to reliably detect the joints
required to construct the underlying graph.

In response to these structural limitations, the proposed
TG-RGB* modality offers a more robust representation for

unstructured environments. By performing early fusion,
summing temporal gradients directly into the RGB manifold, the
framework provides the model with intrinsic motion awareness.
Unlike skeletal or point-cloud modalities that collapse when
the human structure is obscured, TG-RGB™ preserves the pixel-
level motion energy of the entire scene. This allows for the
detection of non-human anomalies (e.g. vehicular collisions or
environmental hazards) that lack a defined skeletal topology and
are thus invisible to graph-based human action recognizers.

2.2 | Deep Learning for Video Violence Detection

Understanding spatiotemporal representations is central to mod-
ern video analysis, but it continues to face two significant chal-
lenges. First, spatiotemporal redundancy persists: consecutive
video frames often exhibit minimal differences, yet traditional
models process each frame uniformly. Second, highly dynamic
dependencies: object interactions evolve across temporal and
spatial contexts. Inspired by the success of transformers in nat-
ural language processing [21], computer vision researchers have
proposed architectures, such as ViViT [22] and VioNet [23], which
improve long-range modelling compared to conventional CNNs.
These models have achieved strong performance in video-based
tasks such as action and violence recognition.

In the specific context of violence recognition, recent methods
have leveraged Transformer variants to improve accuracy: mix-
ture of experts (MoE) architectures have reached 92.4% [24], and
cascaded attention pipelines using motion and pose features have
achieved up to 90.9% [25]. While recent frameworks, such as [26,
27], rely on bidirectional GRUs to capture temporal context, their
recursive nature processes frames as a linear sequence, creating
a bottleneck that limits the correlation of distant temporal
events and introduces significant latency. Despite these advances,
transformer- and GRU-based models often incur prohibitive com-
putational costs, especially in real-time or resource-constrained
settings. To address this, several efficiency-oriented architectures
have emerged. For instance, swin transformers [28] apply local
attention within windows to reduce complexity; HST-MRF [29]
introduces heterogeneous multi-receptive fields to capture multi-
scale structure; and EfficientViT [30] processes subsets of features
through grouped attention heads. Nevertheless, these approaches
rely on fixed attention patterns and often fail to adapt to motion-
salient dynamics, resulting in wasted computation on static or
low-information regions.

These limitations motivate 3DART, a parameter-free module
designed to improve spatiotemporal modeling efficiency in video
transformers. Unlike fixed-window attention schemes (e.g. swin)
or static multi-branch receptive field strategies (e.g. HST-MRF),
3DART adaptively modulates spatial and temporal attention
spans based purely on internal feature dynamics, without
introducing any additional learnable parameters or relying on
handcrafted saliency or motion cues. This enables the model
to implicitly emphasize regions with significant motion or
appearance change while avoiding redundant computation in
static or low-information areas. By dynamically adjusting its
receptive field, 3DART enhances discriminative feature learning
and reduces the floating-point operations (FLOPs), making it
ideal for real-time, resource-constrained video understanding
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tasks. When integrated into the swin transformer backbone,
3DART achieves a 12% reduction in FLOPs and memory footprint
while delivering state-of-the-art accuracy on multiple bench-
mark datasets for violence recognition. Compared to ViViT,
EfficientViT, and HST-MRF, the method achieves a superior
efficiency-to-accuracy trade-off, demonstrating its advantage in
resource-constrained environments. Although evaluated on vio-
lence recognition, 3DART is task-agnostic and applicable to
other video understanding tasks, such as action recognition or
video summarization.

To the best of our knowledge, 3DART is the first transformer
module to introduce dynamic 3D receptive field adaptation
within a hierarchical vision transformer. This innovation enables
the model to allocate attention flexibly across space and time,
responding to motion and structural variation without additional
parameters or handcrafted priors. Unlike models relying on fixed
windowing or static multi-branch attention, 3DART offers a new
direction for efficient, adaptive video modelling.

This combination of zero-parameter adaptability, flexible 3D
receptive fields and seamless integration into hierarchical trans-
formers establishes 3DART as a timely and impactful contribu-
tion to efficient video understanding.

2.3 | Motion-Aware Adversarial Threats in Video
Models

Adversarial learning has rapidly evolved into a foundational pillar
across modern machine learning, driving breakthroughs in video
anomaly detection, speech recognition, autonomous driving,
human action recognition and robust classification tasks [31-33].
By strategically injecting adversarial examples during training,
these approaches enable models to fortify their resilience against
malicious or unexpected inputs, significantly boosting real-
world generalization and transferability [33]. With the advent
of transformer-driven anomaly detectors and foundation-model
pretraining, ensuring cross-modal robustness against adaptive
perturbations has become more urgent than ever. In the context
of video violence detection, adversarial learning serves as a
high-impact tool that pressures models to confront challeng-
ing, deliberately crafted perturbations, forcing them to sharpen
their decision boundaries and enhancing their adaptability in
ambiguous, dynamic and noisy visual environments.

Several works have paved the way in video adversarial research.
For example, Chen et al. [34] propose replacing a few consecutive
frames with dummy frames, perturbing only these, to maximize
the difference between the classifier’s output on clean versus
perturbed videos. Kim et al. [35] introduced temporal-aware
attacks that extend image-based models to video by minimiz-
ing feature similarity across neighbouring frames. However,
these approaches do not differentiate between high-motion and
low-motion regions, increasing the risk of generating visually
detectable artefacts, especially in videos with minimal movement.
To improve robustness, Yin et al. [36] explored multimodal
data transformations incorporating Gaussian noise, shape warp-
ing, and colour distortions to craft adversarial examples that

remain effective under varied visual conditions. Yet, these strate-
gies apply transformations uniformly across the video, without
accounting for localized temporal motion patterns, limiting
their stealth and precision in real-world scenarios (e.g. static
surveillance feeds or subtle behavioural anomalies).

In safety-critical applications, such as public-space surveil-
lance, autonomous vehicles and medical video analysis, stealthy
motion-adaptive attacks pose catastrophic risks if left unad-
dressed. Moreover, recent studies on zero-shot vulnerability [40]
reveal that even foundation models can be deceived by context-
aware perturbations. The evolving landscape is summarized in
Table 1, which compares key attack methods across critical fea-
tures such as temporal-spatial coupling, flow alignment, motion
adaptation, and anomaly targeting.

The final column in Table 1, “constraint type,” specifies how each
method restricts perturbations. Traditional approaches apply
fixed ¢, norm constraints (e.g. ¢, ¢), limiting the overall
magnitude of adversarial noise. Some methods enforce tempo-
ral smoothness for realism. In contrast, the proposed method
introduces a motion-adaptive ¢, constraint that varies the per-
turbation budget across frames, allowing stronger perturbations
in dynamic regions while preserving imperceptibility in static
ones. This principled design better aligns with real-world motion
patterns in anomaly detection.

Despite these advances, the field still lacks a comprehensive,
motion-adaptive adversarial attack framework explicitly designed
for next-generation video anomaly detection systems. In light
of these missing elements, a T-GAP framework is proposed,
representing a truly motion-aware, context-aware adversarial
framework that pushes beyond uniform transforms and static
flow alignment. This work addresses the gap by introducing a
novel temporal gradient adaptive perturbation (T-GAP) strategy
that dynamically tailors adversarial signals to motion magnitudes
within video sequences, making attacks stealthier, more effective,
and broadly transferable across diverse, widely used anomaly
detection benchmarks. To the best of our knowledge, this is
the first systematic exploration of motion-adaptive adversarial
attacks tailored specifically to challenge modern anomaly detec-
tion architectures, opening new avenues for understanding and
fortifying video surveillance systems.

Table 2 provides a comprehensive summary of deep learning-
based video anomaly detection methods across diverse modali-
ties, architectural designs, and datasets. It illustrates the domi-
nance of 3D CNN-based models (e.g. 13D, C3D) and transformer-
based methods (e.g., ViViT, HST-MRF) in capturing spatiotempo-
ral patterns. Notably, audio-text fusion remains under-explored
despite its potential, while RGB+Flow modalities remain widely
adopted due to their complementary temporal cues. Datasets like
UCF-Crime are frequently used as benchmarks, reinforcing their
value in comparative evaluations. However, several models face
challenges in computational efficiency (e.g. ViViT), robustness
to noisy inputs (e.g. raw skeletons), and generalization across
scenes. These gaps highlight the need for adaptive, lightweight
and multimodal fusion strategies, —a direction pursued in the
proposed TG-RGB™ and the 3DART framework.
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TABLE 1 | Comparative feature coverage of video evasion attacks.

Attack Spatiotemporal Flow alignment Motion adaptive Targets anomaly Constraint type
TSA (temporal shift)[37] v X X X Temporal shift
ATN (Adv. transfer net)[38] v X X X Learned perturbations
Temporal UAP [35] v X X X Universal temporal ¢,
Flow-aligned attack [39] v v X X Optical-flow aware
Chen et al. [34] v X X X Frame replacement
Yin et al. [36] v X X X Global transformations
T-GAP (ours) v v v v Motion-adaptive ¢,

3 | Proposed Anomaly Detection Model

For video-based anomaly detection, a deep transformer network
is proposed as the baseline model for video classification, which
processes videos frame by frame while effectively capturing
essential temporal dynamics. To improve motion recognition,
temporal gradients (TG) are incorporated, embedding motion
information directly within RGB frames and allowing a single-
stream model to integrate temporal details efficiently. Further-
more, an adversarial temporal gradient adaptive perturbation
(T-GAP) is introduced, representing a novel adversarial attack
technique that utilizes temporal gradients and optical flow to
create perturbations focused on disrupting motion patterns rather
than introducing conventional pixel-level noise. This method
enhances video anomaly detection by increasing robustness
against adversarial attacks while maintaining the integrity of
crucial motion dynamics. More details of the proposed methods
will be given below:

3.1 | TG-RGB* Approach

There is extensive research on using multimodality (e.g. combin-
ing RGB and optical flow) or unimodality (e.g. using only RGB or
only optical flow) approaches in video models. Various methods
have explored these modalities for abnormal action recognition.
Since the model processes videos on a frame-by-frame basis,
capturing temporal dynamics within each frame is crucial. To
achieve this, temporal gradients (TG) are incorporated, which
encode motion cues directly within the RGB frames. Unlike
traditional optical flow, temporal gradients enhance the repre-
sentation of dynamic regions by capturing pixel-wise intensity
variations across consecutive frames, as illustrated in equation 1.

TG,(x,y) = I,(x,y) = I,.1(x, y) @

This operation provides a lightweight and direct measure of
motion energy, highlighting regions undergoing significant inten-
sity variation, a strong indicator of motion or interaction. As a
result, TG effectively captures temporal changes without requir-
ing additional pre-processing networks, making it suitable for
real-time and large-scale video analysis.

Instead of explicitly computing motion vectors such as optical
flow, temporal gradients directly reflect changes in pixel values
over time, highlighting moving regions. This allows the model

to incorporate temporal information within a single TG-RGB*
(temporal gradient RGB plus) stream, improving its ability to
recognize motion patterns relevant to violence detection.

In contrast, this paradigm employs a unified representation
learning approach by combining appearance and motion cues
within a single modality. Instead of relying on separate input
streams, TG is embedded into RGB data, enriching it with motion
information. This approach enhances the model’s ability to
extract interdependencies between spatial and temporal features,
leading to a more comprehensive understanding of video content.
As indicated in Equation (2) where R;,G;, B, are the original
RGB colour channels at frame ¢, and TG(x, y, t) is the temporal
gradient function.

I?Ug(x’ Y) = [Rt(xs }’)7 Gt(x5 y)9Bt(xa }’)] @ TGt(xs }’) (2)

Through this additive fusion, temporal variations are embedded
directly into each color channel, allowing the network to learn
joint spatiotemporal dependencies in a compact and efficient
manner. Unlike concatenation, which expands the feature space,
the element-wise summation preserves the original input dimen-
sionality, ensuring that the model remains lightweight while
enhancing motion awareness. This element-wise summation
strategy offers several theoretical and practical advantages:

* Computational efficiency: Temporal gradient computation and
summation operations are linear in complexity (O(N)) and
require no additional memory allocation for new channels.
This allows temporal gradient features to be computed and
integrated with existing data streams without increasing the
model’s memory footprint.

* Compactness: The resulting fused frame maintains the same
dimensionality as the original RGB input, avoiding an
increase in feature space size. This compact design enables
seamless incorporation into existing architectures without
additional computational or memory overhead, maintaining
model efficiency while enriching spatiotemporal representa-
tion.

* Improved feature synergy: Since both motion and appearance
cues are co-located in pixel space, the fusion enables the
network to learn joint spatiotemporal patterns directly at the
input level.
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TABLE 2 | Overview of video anomaly detection deep learning. methods
Model DL Approach Modality Datasets AUC Challenges
VioNet (2023) Framework that integrates RGB Hockey fight, 97% - 100% High computational cost;
[23] Vision Transformer with violent flow, limited adaptability to
BiLSTM and 3D-CNN to movies real-world motion
extract and fuse variance.
spatiotemporal features
Cascade A framework utilizing RGB RWF-2000 and 83.2%, 90.9% Depends on keypoint
transformer human keypoint extraction campus violent accuracy; motion
(2023) [25] and change detection, video sensitivity issues under
enhanced by a cascade occlusion or clutter.
transformer for
spatiotemporal feature
learning
TEVAD (2023) A weakly supervised RGB + Text ShanghaiTech,  98%, 84%, 80%, Relies on paired text;
[41] framework employs a UCF-Crime, 98% inefficient without text;
dual-branch for visual and XD-Violence, computationally heavy for
text extraction followed by and UCSD- fusion.
a fusion module Pedestrians
I3D-AD-AFF- A dual-branch Weakly RGB + optical UCF-Crime 85%, 97% High fusion complexity;
MFL (2024) supervised training flow and optical flow is slow to
[42] method, leveraging ShanghaiTech compute
attention-based
redundancy filtering,
adaptive feature fusion, and
temporal dependency
modeling
Human A dual-pipeline framework  RGB + Optical Hockey fight, 94.50% 98.50%  Pose detection fails in low
skeletons and that extracts human flow + Skeleton  crowd, movies 94.30% quality; modality
change skeletons and captures dependency; motion
detection (2021) dynamic temporal changes, capture under occlusion is
[43] integrating spatiotemporal fragile.
features through
ConvLSTM for
sequence-level anomaly
detection
WSVAD-CFA- A dual-branch cross-Modal ~ RGB + Optical XD Violence 86% Sensitive to audio noise;
HLGALtt (2024) feature fusion with Flow + Audio hard to balance
[44] adaptive weighting for modalities; fusion
Audio-Video Integration inefficiency.
ConvLSTM2D Involving convolutional RGB UBI fights 93% Limited temporal
CBAM (2023) block attention Modules modeling depth; lacks
[45] Into Conv2DLSTM robustness to rapid
motion and adversarial
perturbations
GMM (2021) Iterative learning training RGB UBI fight, 90%, 75%, 80%  Basic modeling fails with
[46] framework based on UCF-Crime, complex motion and has
Bayesian filtering and low robustness to
UCSD-Pedsl adversarial scenarios.
3DSCT- A 3D convolutional RGB UCF-Crime 80%, 98% the computational
3DCNNs (2024)  attention framework with and RLVS complexity, data
[47] spatiotemporal coupling for dependency, and
enhanced abnormal generalizability across
behaviour detection in diverse real-world
videos. anomaly scenarios.
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FIGURE 1 | Sequence of frames in RGB format alongside their TG-RGB* versions. Images were sourced from the UBI fights dataset [48].

From a signal processing perspective, this integration acts as
a feature modulation mechanism, where motion energy adap-
tively enhances appearance features according to their temporal
salience. Consequently, the fused representation emphasizes
dynamic regions that are most relevant for violence or anomaly
detection, without increasing network depth or parameter count.

Figure 1illustrates a sequence of video frames in RGB format (top
row) alongside their TG-RGB™ versions (bottom row), generated
using the proposed method. The original RGB frames were
extracted from the UBI Fights dataset [48]. As shown in the
figures, the augmentation process includes color jittering and
motion blur simulation to enhance model robustness against
variations in motion. The red parts highlight key regions of
interest where significant motion or interactions occur, which
are crucial for violence detection. These processed frames will
serve as input for deep learning models to extract spatiotemporal
features and improve classification performance.

3.2 | Adversarial Temporal Gradient Adaptive
Perturbation

Adversarial training methods are mainly used to enhance the
resilience of neural networks against adversarial attacks in
video anomaly detection. This approach assumes that the model
receives two inputs: the original RGB frames, transformed to
TG-RGB* using temporal gradients, and adversarially perturbed
samples. The adversarial perturbations act as structured noise,
challenging the model to learn more robust feature representa-
tions. By integrating adversarial training, the model is encouraged
to make accurate predictions while simultaneously improving
its resistance to perturbations, ensuring stability even in the
presence of adversarial manipulations.

To further enhance the robustness of the proposed video anomaly
detection system, a novel adversarial attack strategy, adversarial
temporal gradient adaptive perturbation (T-GAP), is introduced.
Unlike traditional adversarial perturbation methods that rely on
pixel-wise noise addition, the proposed approach emphasizes
temporal dynamics of video sequences, leveraging the temporal
gradient and optical flow to generate perturbations that target
motion patterns in video data. The main innovation in T-GAP
is its adaptive nature, where the perturbations, noted as &, are

not fixed but dynamically adjusted according to the video content
X, making them harder to detect and more effective in fooling
anomaly detection models as shown in Equation (3).

X' =X+6 ()

To generate adversarial perturbations that align with the motion
dynamics of a video, an adaptive perturbation mechanism based
on optical flow is introduced. Rather than standard random
noise-based perturbations, this method modifies the input based
on temporal motion patterns, making adversarial examples X’
more effective and harder to detect. By incorporating motion
awareness, the perturbation § adapts to the intensity of move-
ment, ensuring a more realistic and imperceptible modification
of video frames. The adversarial perturbation 6 is computed as
follows:

§ = a - sign(V,Flow(X)) €]

where, Flow(X) represents the optical flow between consecutive
frames X,_; and X, capturing pixel displacements over time.
V, denotes the temporal gradient of the optical flow, describing
how motion changes across frames. Whereas, the sign(-) function
extracts the directional information from the gradient, ensuring
that the perturbation aligns with motion patterns. Meanwhile,
it a acts as a scaling factor that keeps the perturbation imper-
ceptible while maintaining its effectiveness in misleading the
model.

Adversarial perturbations are applied exclusively during train-
ing to enhance the model’s robustness against attacks. During
inference, there is no need to regenerate adversarial examples, as
the model has already learned to withstand perturbations. The
process of creating adversarial examples is generating perturba-
tions from the input video frames. However, instead of applying
perturbations uniformly across the entire video, they are selec-
tively introduced only in the abnormal segments. This targeted
approach ensures that the perturbations focus on the critical areas
where anomaly detection models are most vulnerable. Through
this method, a single adversarial example is generated for each
video across the entire training set, effectively improving the
model’s resistance to adversarial manipulations while preserving
the integrity of normal regions.

IET Image Processing, 2026

7 of 23

85U8017 SUOWWID BAIIES.ID 3(edl|dde ay) Aq peussnob ae Ss(piie YO 8sN JO SaINJ 0} Akeiq 1 8UlJUO AB]1M UO (SUONIPUOD-PUe-SWLBY W00 A8 |1 AReiq Ul |Uo//Sdiy) SUONIPUOD pue suie | 8u18es *[9202/90/20] o Akeidiauljuo A8|im eaoueD 1a 1pms 1Bea AisieAlun Aq 8TE0L Z/d 60T OT/I0p/W0d A8 1M Aeiq 1 pul|uo yo Jessa.i /Sy wolj papeojumod ‘T ‘9202 ‘£996TSLT



i M A j § = =tEamiy e == _'
| Jary | s |
: N | : NV |
B L o
: MLP ' : MLP !
[ I
| I | I
' ‘ LN [ ' ‘ LN ‘ I
| I I I
| A | | A |
| |
! /RN : ! (MNe :
[ L | [ U |
[ [
| R I
| I | I
' [ ' I
' [ ' I
; LN ' ; LN !
| I | I
| A | | A |
| I | I
| I | I

Swin Transformer Layer

‘ LN MLP

‘ Layer Normalization

window multi-head self-
attention

I N Y
| N | NP |
| |
b L L L
! [
MLP I MLP I
1 J : ' J |
! l | ' ! [
: ‘ LN ‘ I ' ‘ LN [
| | I
: A | | A |
|
! M Ll M I
: NI | [ N |
| | I
] s | |
| | I
| 3DART : : LN :
! | ' A [
L | ' [
' ‘ LN .y ' [
: | ’_- | L o s et i o st o s e s
1 |

Swin-3DART Transformer Layer

Multilayer perceptron 3DART 3D Adaptive Receive

Transformer
Shift window multi- Element-wise Addition
head self-attention

FIGURE 2 | Illustration of the integration of the 3D adaptive receive transformer (3DART) within the swin transformer layer. The 3DART module
is positioned between the layer normalization (LN) and the window multi-head self-attention (W-MSA) block, enhancing spatial-temporal feature
extraction. This modification adapts the transformer architecture for improved video-based processing.

3.3 | Transformer Network Architecture

In this work, a deep transformer network is adapted as the
baseline classification model, anticipating that it will initially be
vulnerable to adversarial examples. This choice is motivated by
the strong performance of video swin transformers (VSTs), which
have achieved state-of-the-art results on major video recognition
benchmarks, surpassing traditional CNN-based approaches. The
architecture of the model is derived from the original swin
transformer, which was originally developed for image processing
tasks. VSTs modify the attention mechanism to operate in
three dimensions (3D), accounting for both spatial and temporal
aspects of video data. This includes a 3D shifted window-based
multi-head self-attention mechanism that allows for efficient
processing of video frames [49].

To effectively capture motion dynamics, the model processes
video clips as a sequence of non-overlapping 3D patches, where
each patch consists of multiple consecutive frames. The input
video is first divided into 3D patches, each representing a small
spatial-temporal region. These patches are then projected into
a high-dimensional feature space through a linear embedding
layer. The core of the architecture consists of swin transformer
blocks, as shown in Figure 2, where alternating layers of multi-
head self-attention (MSA) and feedforward networks refine
spatial-temporal features. A 3D shifted window mechanism

ensures efficient self-attention computation while maintaining
contextual continuity across frames. As the network progresses
(see Figure 3), feature maps are hierarchically downsampled
through patch merging, allowing deeper layers to capture more
abstract motion patterns. Finally, the extracted features are
processed by a classifier. This design enables the model to learn
long-range dependencies while remaining computationally effi-
cient. In the transformer block, a 3D adaptive receive transformer
(3DART) module is designed to improve the spatial and temporal
representation learning and reduce the dot-product computa-
tional complexity of the vanilla self-attention mechanism.

The self-attention mechanism in traditional transformers typi-
cally exhibits quadratic complexity concerning the spatial and
temporal dimensions of the input. Swin transformers address
this limitation by employing localized window-based attention,
which reduces computational demands. Despite these improve-
ments, processing high-resolution video data remains challeng-
ing due to the large number of tokens generated, leading to sig-
nificant memory consumption and computational inefficiencies.
Overcoming these issues is crucial for making swin transformers
more effective and scalable for video applications. To address
this challenge, the 3DART module is introduced, designed to
enhance the transformer block’s capacity to dynamically adjust
its receptive field, enabling it to capture essential features across
different scales and contexts. This is achieved through the use of
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* Max-pooling branch: Adaptive max-depth pooling (AMDP)
is applied to emphasize the strongest temporal signals,
yielding an intermediate tensor of shape

(h,w,c,d")

where c is the number of channels, d’ is the reduced depth,
and h, w are the spatial dimensions. For spatial reduction, the
tensor is reshaped to

(h,w,(cxd"))

enable adaptive max-spatial pooling (AMSP) to focus on the
most salient spatial features, producing the branch output X2
with a tensor shape of

(n',w', (e xd")
the correspondence equation:

X,(X) = AMSP(AMDP(X)) 5)

* Average-pooling branch: Adaptive average-depth pooling
(AADP) is applied to summarize the temporal dynamics by
averaging, allowing the model to capture consistent, non-
extreme patterns across the video sequence. yielding an
intermediate tensor of shape

(h,w,c,d")

where c is the number of channels, d’ is the reduced depth,
and h, w are the spatial dimensions. For spatial reduction, the
tensor is reshaped to

(h,w,(cxd"))

enable adaptive average-spatial pooling (AASP) to compress
the spatial dimensions effectively while retaining average
regional patterns important for holistic scene understanding,
producing the branch output X; with a tensor shape of

', w', (e xd"))
the correspondence equation:
X,(X) = AASP(AADP(X)) (6)

After the pooling operations, the outputs X,, and X; are reshaped
back to

W, w',e,d)

Finally, they are concatenated along the channel dimension,
resulting in a combined feature map of size R">®'*2x@’_To project
the channels back to the original size, a 1 X 1 X 1 convolutional
layer is applied, as shown in Equation (7):

X,(X) = Conv(1 x 1 x 1)(X, ® X5) %)

By combining both branches, the model benefits from a dual
perspective: one that preserves consistent global patterns and
another that amplifies the strongest, most discriminative cues.
This complementary fusion enhances the representational power
of the pooled features, enabling the subsequent attention module
to effectively balance general context with critical details for

robust anomaly detection. 3DART can effectively improve the
feature representation without additional parameters and can
be directly inserted into the existing backbones. Note that the
pooling (size or output size) layers in both branches can be
adjusted according to the size of the input data.

3.3.2 | Loss Function

The proposed loss function integrates both supervised learning
and adversarial regularization to enhance robustness in video
anomaly detection. Given the anomaly score representation
R = F(S, A), normal training samples are denoted as S,om =
{ny,...,n,} and adversarially generated perturbation samples as
Aaqv =1{D1,---» P}, both of which serve as input to the model
F. The swin-3DART-based architecture processes these inputs,
producing embeddings £(S,omm) and £(A,q,), Where E(A,q,) is
introduced only during training. To ensure effective anomaly sep-
aration, a weakly supervised loss is employed to combine multiple
instance learning (MIL) ranking loss [7] with smoothness and
sparsity constraints as illustrated in equation 8.

LMIL = Z(S,abnom’ S,norm) + /115 + /12P + ”W”F (8)

where I(S’ pnom»> S norm) €nforces ranking constraints to distin-
guish anomaly scores of abnormal and normal snippets. s and
p ensure temporal smoothness and sparsity, respectively, with 4,
and 4, serving as weighting factors to balance their contributions
in the loss function. The Frobenius norm ||W)|| helps to prevent
overfitting [7].

To further enhance robustness, an adversarial loss L,y is
incorporated based on cosine similarity, following the approach
proposed in [50], to measure the relationship between normal
and adversarial feature embeddings as illustrated in Equation
(9). This adversarial constraint ensures that the model learns to
discriminate anomalies even in the presence of perturbations.

Ladv =1- Cos(g(snorm)’ E(Aadv)) (9)

To balance anomaly detection accuracy and adversarial robust-
ness, the ultimate equation of the loss function is given as follows:

Loss = Ly, + aLgy (10)

where « is a scaling factor controlling the influence of adversarial
regularization. This formulation enhances anomaly detection by
leveraging structured data learning while mitigating adversar-
ial vulnerabilities.

4 | Experimental Configuration and Performance
Analysis
4.1 | Experimental Configuration

4.1.1 | Datasets

The proposed detection model is trained and evaluated using
datasets preprocessed through the TG-RGB* representation

10 of 23

IET Image Processing, 2026

35UBD17 SUOWILOD dAER1D) 3|ceal|dde auy Aq peusenob afe saolie YO ‘8sn Jo san. oy Azeiq i autjuQ A8 |1 UO (SUOIIPUOI-pUe-SWLLIB)WOD AS | IM" Aeiq 1 U1 |UO//:Sd1y) SUOIPUOD pue s | U} 88S *[9202/90/60] Uo Aklqiauliuo 8|1 eAoue9 1@ 1pniS 11Bea Asieaun Ag 8TE0. 24d1/670T 0T/I0p/0D A8 | 1M Areiq 1 Ul U0’ Ydxeasa 3 1//Ssdny Woy pepeo|umod ‘T ‘9202 ‘L996TS.T



TABLE 3 | Description of the datasets used in the experiments.

Types of anomalous actions

Dataset included

Number of

Classes Number of Videos

UCF-Crime [7] Robbery, assault, burglary, explosion,
fighting, abuse, vandalism, road

accident, shooting etc.

UBI Fights [48] Physical fights between individuals or
groups, pushing, and punching and

kicking sequences.

RLVS [51] Physical aggression, group fights, and
violent crowd behaviours in real-world

scenes.

1,900 videos (810 anomalous,
1,090 normal)

13 (12 anomalous
+ 1 normal)

1,000 videos (300 violent, 700
non-violent)

2 (violence /
non-violence)

2,000 videos (1,000 violent, 1,000
non-violent)

2 (violent/non-
violent)

rather than being directly applied in the initial set of experiments;
according to the predetermined parameters for each dataset, each
dataset has a distinct form of labelling. Two categories are used
to classify these labelling methods. First, frame-level labelling, in
which every frame is assigned a label based on whether or not
it contains violent behaviour; this is the UBI Fights [48] case.
Second, video-level labelling, where an entire video is assigned
a single label that categorizes its overall content. This applies
to the real life violence situations (RLVS) dataset [51]. Similarly,
the UCF-Crime dataset [7] follows video-level labelling in its
training set, while its testing set is labelled using frame-specific
intervals, indicating the exact segments where violent activity
occurs. This ensures that the TG-RGB™ transformation is applied
before feeding the data into the model for training and evaluation.

This diversity in annotation schemes allows evaluation of the
TG-RGB* model under both fine-grained (temporal) and holis-
tic (clip-based) supervision, highlighting its adaptability across
heterogeneous datasets. UCF-Crime comprises 1900 real-world
surveillance videos spanning 13 classes (12 anomalous and 1
normal), including robbery, assault, and vandalism. UBI Fights
contains 1000 videos (300 violent, 700 non-violent) featuring
interpersonal physical confrontations. RLVS includes 2000 videos
(1000 violent, 1000 non-violent) depicting real-world violent
scenarios. A detailed overview of these datasets is presented in
Table 3.

4.1.2 | Implementation Details

All experiments were conducted on the Kaggle platform' using
a TPU configuration with 330 GB of memory. The proposed
swin-3DART model is trained using both clean TG-RGB* data
and perturbed data with the T-GAP attack, enabling the model
to learn robustness against adversarial interference. Training is
performed consistently across all datasets, with hyperparameters
and settings kept the same for fair evaluation. Testing is carried
out under three conditions: clean TG-RGB™ input, input data
with T-GAP perturbations, and simulated low-light conditions.
This setup allows for a thorough analysis of standard detection
accuracy, adversarial robustness, and resilience to environmen-
tal variations. Additionally, ablation studies are performed to
quantify the contribution of each model component and input

ensure that the model is suitable for real-time deployment on
resource-constrained or edge devices. Furthermore, to ensure
the statistical robustness and generalizability of the findings,
a k-fold cross-validation framework (k =5) was applied to
the ablation configurations. Each model was trained for 7000
epochs per fold. While the training partitions were subjected to
stochastic shuffling to enhance feature learning, the testing sets
remained fixed to ensure a strictly unbiased evaluation of the
model’s performance.

4.2 | Evaluation Metrics

To evaluate the performance of swin-3DART, the receiver oper-
ating characteristic area under the curve (ROC AUC) was
employed, which measures the trade-off between sensitivity and
specificity across different classification thresholds. This metric
assesses the model’s ability to distinguish between anomaly and
normal classes. Additionally, the equal error rate was utilized
to quantify the proportion of misclassified instances. The EER
is computed as the point where the false acceptance rate (FAR)
equals the false rejection rate (FRR), providing an overall measure
of the model’s predictive errors.

The original accuracy (OAcc) metric is used to measure the
overall correctness of the proposed model’s predictions on clean
(unaltered) test data (see Equation 11).

Correct predictions on clean data
OAcc = 1)
Total test samples

The attack success rate (ASR) is used to quantify how often an
adversarial attack successfully fools the model by misclassifying
previously correct samples (see Equation 12).

Number of misclassified samples due to attack
Total correctly classified clean samples

ASR = (12)

The accuracy under attack (AUA) metric is used to measure how
well the proposed model performs on adversarially perturbed
samples (see Equation 13).

Correct predictions on adversarial data

modality, while cross-dataset experiments evaluate generaliza- AccUA = 13)
. - Total test samples

tion. Efficiency versus accuracy trade-offs are also assessed to
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FIGURE 5 | AUC performance of swin-3DART: (a) UBI Fight, (b) UCF-Crime and (c) RLVS datasets. Each plot shows the ROC curve highlighting

the anomaly classification effectiveness.

In addition, a statistical validation was conducted using a two-
stage pipeline by first applying the Shapiro-Wilk test [52] to
evaluate the null hypothesis (H,) that results are normally
distributed relative to o = 0.05. Depending on this outcome,
either a paired t-test [53] or a Wilcoxon test [54] is selected,
providing a rigorous, distribution-agnostic comparison between
architectures.

4.3 | In-Domain Performance Evaluation

To evaluate the effectiveness and robustness of the proposed
detection model, swin-3DART, in anomaly detection, three in-
domain experimental settings were designed. Across all settings,
the model is trained with the same configuration using TG-RGB*
data and TG-RGB™* perturbed data (generated using T-GAP). The
evaluation is conducted on the three benchmark datasets. The
three experimental settings are designed to provide a compre-
hensive analysis by assessing standard performance, adversarial
robustness, and performance under low-light conditions. This
multi-faceted evaluation ensures a rigorous analysis of swin-
3DART'’s generalization and resilience.

4.3.1 | Evaluation With Clean TG-RGB* Data

In the first set of experiments, the evaluation is performed
on clean TG-RGB* data to assess the model’s performance
under normal conditions, ensuring its ability to accurately detect
anomalies in real-world scenarios without adversarial interfer-
ence and emphasizing the impact of the TG-RGB* modality in
achieving superior detection accuracy. As shown in Figure 5,
swin-3DART demonstrated remarkable performance across the
three datasets, achieving ROC AUC scores of 95.02%, 86.15%
and 99.00% on the UBI Fight, UCF-Crime and RLVS datasets,
respectively. These results highlight the model’s strong ability
to distinguish between normal and anomalous instances, with
particularly high accuracy on the RLVS dataset, indicating its
robustness in detecting anomalies. The UBI Fight dataset also
exhibits a high AUC, suggesting that swin-3DART effectively
captures complex patterns in violent activity detection. Although
the UCF-Crime dataset has a comparatively lower AUC, the
model still maintains strong discriminative capability, proving
its effectiveness across diverse scenarios. It is worth noting

that in Figure 5b, the ROC curve for UCF-Crime exhibits a
long flat region. This behaviour arises due to the dataset’s
highly imbalanced nature, where long stretches of normal video
without anomalies lead to a plateau in the true positive rate
despite increases in the false positive rate. This characteristic
highlights the difficulty of detecting sparse anomalies over time
and reinforces the importance of the temporal modeling provided
by the TG-RGB* design, which helps the model remain sensitive
even in such challenging conditions.

Table 4 provides a comparative analysis of swin-3DART against
state-of-the-art methods, showing it consistently outperforms
them across multiple evaluation metrics. On UBI Fights, earlier
models like BayesianNet [46] (2021) and GMM [48] (2020) rely
solely on RGB, reaching ROC AUC scores of 0.84 and 0.90,
respectively, but missing temporal dynamics. ViT (Vision trans-
former, 2023), using only optical flow, achieves 0.89 ROC AUC
but lacks the spatial richness of RGB. DeVTrV2 [55] (2021) and
ConvLSTM2D+CBAM [45] (2023) improve performance by mix-
ing convolution and attention (up to 0.93 ROC AUC). However,
these approaches introduce additional computational overhead
due to stacked CNN and attention layers and largely focus on local
spatial patterns captured by CNNs, which limits their capacity
to model long-range temporal dependencies. The swin-3DART
surpasses them all, achieving 0.95 ROC AUC and 0.07 EER, due to
the integration of TG-RGB*, which combines temporal gradient
cues with RGB, enriching spatiotemporal learning beyond RGB
or optical flow alone.

On UCF-Crime, methods like deep MIL ranking [7] (2018), GMM
[48] (2020), and CNN-TCN [57] (2023) stay below 0.85 ROC AUC,
largely due to unimodal designs. Recent works such as RTFM
(swin transformers) [56] (2021), contrastive attention [59] (2021),
and TEVAD [41] (2023) slightly improve results by leveraging
attention or better temporal modeling. Even the most recent state-
of-the-art methods (2024-2025) encounter performance plateaus:
13D-AD-AFF-MFL [42] achieves 0.850 ROC AUC by stacking
multiple heavy modules (I3D backbone, AD, AFF, and MFL),
while AFM-WSVAD [58] reaches 0.854 ROC AUC by incorpo-
rating auxiliary text-based features. In contrast, swin-3DART
attains 0.861 ROC AUC with a simpler, unified architecture,
demonstrating that higher complexity is not always necessary
for improved performance. This demonstrates that the TG-RGB*
modality is more effective than standard RGB, optical flow, or
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TABLE 4 | Comparison with state-of-the-art methods.

Dataset Category Models Year Modality ROC AUC EER
UBI Fight General BayesianNet [46] 2021 RGB 0.840 0.210
models DeVTrV2 CNN + transformer [55] 2021 RGB 0.918 —
GMM [48] 2020 RGB 0.900 0.160
ViT (vision transformer) 2023 Optical flow 0.890 —
ConvLSTM2D+CBAM [45] 2023 RGB 0.930 0.060
Swin-3DART (ours) 2025 TG-RGB* 0.950 0.070
UCF-Crime General Deep MIL ranking [7] 2018 RGB 0.750 0.300
models GMM [48] 2020 RGB 0.750 0.302
RTFM (swin transformers) [56] 2021 RGB 0.843 —
CNN-TCN [57] 2023 RGB 0.840 —
TEVAD [41] 2023 RGB 0.849 —
I3D-AD-AFF-MFL [42] 2024 RGB+optical Flow 0.850 —
AFM-WSVAD |[58] 2025 RGB + text 0.854 —
Lightweight Contrastive attention [59] 2021 RGB 0.846 —
models Watanabe [60] 2022 RGB 0.847 —
Be-WVAD [61] 2024 RGB 0.841 —
Light-WVAD [62] 2025 RGB 0.847 —
Swin-3DART (ours) 2025 TG-RGB* 0.861 0.210
RLVS General Deep MIL ranking [7] * 2018 RGB 0.940 0.130
models 3DSCT-I3D [47] 2024 RGB 0.875 0.201
3DSCT-ResNetl52 [47] 2024 RGB 0.986 0.055
Swin-3DART (ours) 2025 TG-RGB* 0.990 0.050

TABLE 5 | Feature refinement modules on UCF-Crime dataset:
evaluation against other methods.

Modules AD [42] SGA[63] STGA[64] 3DART

ROC AUC (%) 81.69 80.28 81.02 86.15

text-augmented pipelines, offering a clean and scalable solution
that surpasses current benchmarks.

When comparing to lightweight models designed for efficiency,
including contrastive attention [59] (2021), Watanabe [60] (2022),
Be-WVAD [61] (2024) and Light-WVAD [62] (2025), performance
consistently peaks around 0.847 ROC AUC. While these methods
prioritize efficiency, they often sacrifice the complex spatiotem-
poral reasoning necessary for hard-to-detect anomalies. On RLVS,
prior methods such as 3DSCT-I3D and 3DSCT-ResNetl152 [47]
(2024) achieve high performance (up to 0.986 ROC AUC) by
using heavy 3D backbones with additional modules. Swin-3DART
goes even further, hitting 0.99 ROC AUC and 0.05 EER, using
its parameter-free adaptive pooling within the swin transformer,
demonstrating its strong generalization across diverse video
anomaly detection tasks.

Further, Table 5 provides a comparative analysis of swin-3DART
against other feature refinement modules on the UCF-Crime

dataset. The 3DART module establishes a new benchmark
by achieving the highest ROC AUC (86.15%), outperforming
modules such as self-guided attention (SGA) (80.28%), spatial-
temporal graph attention network (STGA) (81.02%), and the
attention de-redundancy module (AD) (81.69%). This represents a
relative gain of 6.06% over the next best method (AD) and an abso-
lute improvement of 5.13%, 5.26% and 4.95% compared to SGA,
STGA and BSP-style approaches, respectively. These margins
underscore swin-3DART’s feature refinement in distinguishing
subtle anomalies from patterns.

While previous methods target redundancy through external
supervision or fixed-structure modules, swin-3DART fills a criti-
cal gap by integrating adaptive pooling directly into a transformer
backbone: unlike SGA, which depends on pseudo-label guidance
that can be sensitive to labelling noise; STGA, which prunes
redundant links via spatial and temporal graphs but remains
constrained by local graph connectivity; the AD module, which
applies specialized attention blocks yet still processes features at
a uniform granularity; or BSP-style distillation, which introduces
dependency on an external teacher network.

By contrast, swin-3DART’s adaptive pooling mechanism dynam-
ically resizes and refines its attention regions, focusing computa-
tion on the most informative spatial and temporal patches while
reducing dot-product complexity. Coupled with the transformer’s
global receptive field, this design captures both fine-grained local
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TABLE 6 | Comparison of performance and safety metrics for the
swin-3DART model, across attack T-GAP method, and target dataset
sequences. OAcc: original accuracy; ASR: attack success rate; AUA:
accuracy under attack.

Datasets OAcc (%) ASR (%) AccUA (%)
UBI Fights 92.47 4.5 91.91
UCF-Crime 77.85 7.5 75.48
RLVS 95.11 4.0 94.49

details and long-range dependencies, yielding a more discrimina-
tive feature space without additional supervision or heavy graph
operations. The substantial uplift in ROC AUC (over 5% across all
baselines) confirms that the 3DART parameter-free yet powerful
refinement module closes the gap between localized redundancy
reduction and global context modeling, establishing a new state
of the art in video anomaly detection.

4.3.2 | Evaluation With T-GAP Perturbation

These experiments aim to evaluate the impact of T-GAP per-
turbation on swin-3DART’s robustness. The model is trained
using the same configuration with TG-RGB* data and TG-RGB*
perturbed data (generated using T-GAP). Testing is conducted
under two conditions: (1) on clean TG-RGB" data to measure
standard detection performance and (2) on TG-RGB* perturbed
data to evaluate resilience against adversarial interference. This
evaluation allows us to analyse the trade-off between accuracy
and robustness, as incorporating adversarial perturbations may
improve resilience but could also affect standard detection perfor-
mance. This ablation study examines the ability of swin-3DART
to adapt to perturbations while preserving strong anomaly
detection performance

The evaluation is conducted under the ¢ (e = 13/255) threat
model, which represents a high perturbation level, as typical
low and average perturbation values are around 2/255 and 8/255,
respectively. Such a high perturbation significantly alters input
features, making it challenging for deep models to retain their
predictive performance. The adversarial perturbation § is con-
strained by the ¢, threat model, ensuring that each pixel change
remains within it €, making the attack imperceptible yet effective
in misleading the anomaly detection model. This level of adver-
sarial manipulation closely mimics real-world attack scenarios,
where malicious entities attempt to deceive models in critical
applications such as video surveillance and security monitoring.

The assessment is conducted on the UBI Fights, UCF-Crime,
and RLVS datasets, demonstrating the model’s resilience against
adversarial perturbations. As shown in Table 6, swin-3DART
achieves an original accuracy (OAcc) of 92.47% on UBI Fights,
with an attack success rate (ASR) of 4.5%, resulting in an accuracy
under attack (AccUA) of 91.91%. On the UCF-Crime dataset, the
model attains an OAcc of 77.85%, an ASR of 7.5%, and an AccUA
of 75%. The lower accuracy on UCF-Crime can be attributed to
its high intra-class variability and severe class imbalance, where
normal frames dominate, making anomaly detection more chal-
lenging. Despite this, the model maintains strong discriminative

capability, with only a 2.85% drop in accuracy under attack.
Similarly, on the RLVS dataset, the model achieves an OAcc
of 95%, an ASR of 4% and an AccUA of 94.49%. These results
confirm swin-3DART’s ability to withstand strong adversarial
perturbations, particularly against unseen attacks.

To further validate generalization, the resilience of the swin-
3DART model was tested against unseen, classic adversarial
attacks that do not utilize the temporal gradient structure:
PGD (projected gradient descent)[65] and FGSM (fast gradient
sign method)[66]. The results in Table 7 demonstrate that the
swin-3DART framework successfully maintains a low Attack
success rate (ASR) and high accuracy under attack (AccUA)
even against PGD and FGSM. The performance against T-GAP
is marginally superior in most cases, which is expected since
the model was trained against it. Crucially, the consistently
low ASR values against PGD and FGSM validate that T-GAP
training yields a generalizable robustness against various forms
of adversarial interference.

Furthermore, resisting high-perturbation adversarial attacks is
crucial in safety-critical applications. For instance, in crime
detection, adversarial perturbations could manipulate video
frames to mislead anomaly detection systems, potentially allow-
ing unauthorized activities to go undetected [67]. Likewise, in
autonomous systems, adversarial perturbations could disrupt
decision-making processes, leading to severe consequences [68].
By successfully reducing the impact of such attacks, swin-3DART
strengthens security and improves decision-making. This makes
it a dependable solution for domains vulnerable to adversarial
threats. Overall, these findings establish the proposed detection
model as a new benchmark for adversarial robustness, achieving
an optimal balance between accuracy and resilience under strong
perturbations in video analysis tasks.

4.3.3 | Robustness to Environmental Illumination

To further assess deployment feasibility in real-world surveillance
scenarios, model performance under low-light conditions was
evaluated. To verify the robustness of the core TG-RGB* modality,
specialized tests were conducted by simulating typical suboptimal
illumination. Specifically, a mid-level low-light transformation
was applied to the raw RGB frames of the test sets prior to
the computation of the temporal gradient (TG) features. This
ensures that the TG component is derived from noisy, degraded
input, reflecting a realistic scenario where motion cues must be
extracted from poor-quality video. The results, detailed in Table 8,
quantify the impact across three diverse datasets:

The observed performance drops are minimal, confirming
the model’s strong resilience to environmental noise. This
resilience validates the hypothesis that the temporal gradi-
ent (TG) features—even when derived from low-quality RGB
input—are inherently less susceptible to pixel-level noise and
illumination fluctuations than appearance features alone. By
providing stable motion cues, the TG-RGB* fusion mechanism
ensures the swin-3DART framework is a reliable solution for
deployment in surveillance settings where lighting quality is
frequently suboptimal.
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TABLE 7 | Comparison of robustness under adversarial attacks across datasets.

Attack UBI Fight UCF-Crime RLVS

method AccUA (%) ASR (%) AccUA (%) ASR (%) AccUA (%) ASR (%)
PGD 91.6 5.0 71.99 8.2 94.0 4.8
FGSM 91.5 5.0 71.79 8.3 93.92 4.9
T-GAP (ours) 91.91 4.5 75.48 7.5 94.49 4.0

TABLE 8 | Performance degradation of Swin-3DART (TG-RGB*)
under simulated low-light conditions (AUC %).

TABLE 9 | Sensitivity analysis of the scaling factor « (from Equa-
tion 10) across UCF-Crime, UBI-Fights and RLVS datasets.

AUC (normal AUC Degradation
Dataset light) (low-light) (%)
UBI Fight 95.00 91.00 —4.00
UCF-Crime 86.15 85.55 —-0.60
RLVS 99.00 97.00 —2.00
4.4 | Component and Fusion Analysis

To thoroughly examine the behaviour and effectiveness of the
proposed swin-3DART framework, this section investigates how
individual components and fusion strategies contribute to the
overall performance. The evaluation encompasses multiple con-
figurations, moving incrementally from a simple baseline model
(C1) to the final, complete model (C5). These settings are designed
to assess three main objectives: (1) the sensitivity of the model
to primary loss function hyperparameters, (2) the contribution
of each architectural module to anomaly detection accuracy,
and (3) the efficiency of the fusion mechanism in capturing
complementary temporal-spatial cues across modalities.

4.4.1 | Hyperparameter Sensitivity Analysis

This subsection evaluates the stability and robustness of the
proposed framework by analysing the impact of the weighting
factors defined in the loss formulation. While 4, and 4, in
Equation (8) are maintained at the standard values established in
the literature (8 X 107°) to ensure a fair comparison with baseline
MIL methods, the scaling factor a in Equation (10) is a specific
parameter introduced to balance the MIL-based ranking loss
(Lygr) with the adversarial regularization (L,g, ).

To verify that model performance is not the result of sen-
sitive hyperparameter tuning, @« was varied within the range
[0.1,1.0]. This parameter controls the influence of the cosine-
similarity-based adversarial loss, designed to detect anomalies
in the presence of perturbations. The resulting performance
trends across three major benchmarks are illustrated in Table 9.
Experimental results indicate that the framework is remarkably
robust across all three datasets. Optimal performance for every
benchmark is achieved at & = 0.5, where the AUC reaches 86.16%
for UCF-Crime, 95.05% for UBI-Fights, and 99.00% for RLVS.

The convergence of the optimal value at 0.5 across disparate
datasets suggests that the integration of L,;, provides a uni-

Dataset a=01 =03 =05 =07 a=1.0

UBI-Fights 94.36 94.55 95.04 94.87 94.76
UCF-Crime  84.58 84.83 86.16 84.86 84.62
RLVS 98.90 98.99 99.00 98.99 98.70

versal benefit to the feature embedding space. In the case of
UCF-Crime, which contains complex real-world anomalies, a sig-
nificant improvement is observed as a approaches the midpoint,
confirming that adversarial regularization effectively mitigates
vulnerabilities in high-variance environments. For UBI-Fights
and RLVS, the performance remains steady with only negligible
fluctuations, indicating that the model is not overly dependent
on precise parameter tuning. The marginal performance drop
observed when a exceeds 0.5 suggests that while adversarial
regularization is crucial, excessive weight can slightly diminish
the focus on the primary ranking constraints. Consequently, o =
0.5 was selected as the default setting for all experiments to
provide an ideal trade-off between standard ranking accuracy and
adversarial robustness.

4.42 | Ablation Study

To systematically quantify the individual contribution and
marginal utility of each novel component within the proposed
swin-3DART framework, an ablation study was conducted focus-
ing on three primary elements: the TG-RGB* modality, the
3DART module, and the T-GAP attack. This study is essential
to provide empirical evidence that the substantial performance
gains demonstrated in Section 4.3 are not attributable to a
single dominant factor but rather to the synergistic effect of
the integrated modules. Five configurations were defined, where
the first three establish the foundational impact of the core
architectural choices:

* C1 baseline (RGB + 3D swin-B): This configuration serves
as the true baseline, utilizing standard RGB input with the
off-the-shelf 3D swin-transformer backbone. It establishes the
minimum performance achievable using contemporary vision
transformer architectures for comparison.

¢ C2:input validation (TG — RGB" + 3D swin-B): By replac-

ing the RGB input of C1 with the TG-RGB* modality while
keeping the baseline backbone, the marginal gain provided
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TABLE 10 | Ablation study of the Swin-3DART components across
three benchmarks. Results are reported as mean AUC (%) + standard
deviation across k-fold cross-validation.

Configuration UBIFights UCF-Crime RLVS

C1: RGB +
Swin-B
C2: TG-RGB* + 91.97 +0.03
Swin-B

C3: RGB +
Swin-3DART
C4: TG-RGB*
+ Swin-3DART
C5: 94.99 + 0.24 85.82 + 0.20 98.94 + 0.07
TG - RGB" +

Swin-3DART

+ T-GAP

82.70+0.30 73.07+0.23 95.62+0.15

79.16 £0.21 98.28 +£0.10

9248 +0.53 80.89+0.68 98.64 +0.06

94.96 +0.35 84.58+0.86 98.90 +0.02

solely by the robust, motion-aware input representation is
isolated and quantified.

* C3: architectural validation (RGB + swin — 3DART):
By replacing the standard swin-B backbone of C1 with the
swin-3DART module while retaining the standard RGB input,
the intrinsic feature refinement capabilities and efficiency
gains of the novel parameter-free architectural enhancement
are isolated.

* C4: synergistic validation (TG — RGB* +
swin — 3DART): This configuration combines the TG-RGB*
input (validated in C2) with the swin-3DART backbone
(validated in C3). This stage is crucial for assessing the
synergy between the input and architectural innovations,
showcasing maximal non-adversarial performance.

* C5: Full model validation (TG — RGB" + swin-3DART +
T-GAP): This final configuration incorporates the T-GAP
adversarial strategy, exposing C4 to challenging perturbations
during training. It quantifies the final, critical performance
gains achieved through enhanced adversarial robustness,
resulting in the complete, state-of-the-art swin-3DART frame-
work.

To isolate the contribution of each module, a cumulative config-
uration approach was employed, starting with C1 as the bench-
mark. The proposed components were sequentially added, and
performance was evaluated across all three benchmark datasets:
UBI Fights, UCF-Crime and RLVS. All results are measured using
the area under the ROC curve (AUC%). To ensure the robustness
of these findings, the statistical significance of the ablation results
is verified according to the protocol in Section 4.2. This procedure
aims to confirm that the observed performance gains are statis-
tically sound (o = 0.05) via distribution-appropriate hypothesis
testing. The comparative results across the five configurations are
detailed in Table 10.

The numerical results in Table 10 further confirm the necessity
and effectiveness of each module, highlighting both individual
and combined contributions. The main findings are summarized
as follows:

1. Impact of the TG — RGB" modality (C1 — C2): The
transition from a standard RGB stream to the proposed
temporal-gradient fusion (TG-RGB™") yielded the most sub-
stantial single performance gain. On the UBI Fights dataset,
a leap of +9.27% in AUC was observed. This improvement
is statistically validated by a P-value < 0.001. Furthermore,
the marked reduction in standard deviation (from 0.30
to 0.03) indicates that priming the network with motion-
aware features effectively regularizes the learning process
and enhances robustness to environmental noise and lighting
changes.

2. Efficacy of the 3DART module (C1 vs. C3): The introduc-
tion of the 3D adaptive receptive field transformer (3DART)
backbone, even in the absence of motion-gradient fusion,
resulted in a remarkable AUC increase (e.g. +9% on UBI
Fights and +7% on UCF-Crime). This validates the intrin-
sic value of the proposed architectural enhancement. By
enabling the network to adaptively calibrate its receptive
field view based on spatiotemporal complexity, 3DART suc-
cessfully captures the long-range dependencies that standard
swin-B architectures fail to model. The near-perfect perfor-
mance on the RLVS dataset (98.28%) further underscores the
precision of this mechanism.

3. Synergistic effect of configuration C4: Configuration
C4 represents the integration of both the TG-RGB™ input
representation and architectural (swin-3DART) innovations.
This configuration achieves near-peak performance across
all benchmarks (e.g. 84.58% on UCF-Crime). The statistical
analysis suggests a strong synergistic effect; the 3DART mod-
ule appears most effective when refining the high-entropy,
motion-aware feature maps supplied by the TG-RGB* modal-
ity.

4. Adversarial robustness and T-GAP (C5): In the final
configuration (C5), the model is subjected to adversarial
training using the adversarial temporal gradient adaptive
perturbation (T-GAP). This stage provides a decisive perfor-
mance boost, yielding state-of-the-art results: 94.99% on UBI
Fights and 85.82% on UCF-Crime. The improvement from C4
to C5 is statistically significant (P < 0.01), confirming that
exposing the model to synthetic motion perturbations forces
the attention mechanisms to prioritize only the most dis-
criminative anomaly signatures. This adversarial hardening
is critical for ensuring performance stability in real-world,
deployment-ready scenarios.

To visually confirm the distinct performance advantage delivered
by the core architectural innovation, receiver operating charac-
teristic (ROC) curves are presented for each dataset, comparing
the performance of the full swin-3DART architecture (C5) against
key baselines. While the preceding quantitative analyses report
aggregate metrics derived from k-fold cross-validation, the visu-
alizations in Figure 6a-c are generated using the conventionally
established data partitions to provide a high-fidelity snapshot of
the discriminative trajectory under standardized train-test splits.

The plots in Figure 6-c reveal a consistent and significant pattern
of separation, demonstrating that each module contributes a
unique, non-overlapping improvement to the model’s feature
discrimination capabilities. The curves do not converge or move
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FIGURE 6 | Ablation study ROC curves of swin-3DART components: (a) UBI Fights, (b) UCF-Crime and (c) RLVS. Each curve shows the impact

of progressively adding components on anomaly detection performance.

together because each configuration is learning fundamentally
different and increasingly specialized features:

1. Input separation (TG-RGB*): The initial separation of the
TG-RGB* curve C2 (red) from the RGB baseline C1 (orange)
is the first major lift. This proves that the TG-RGB* modality
does not merely upscale the RGB output; it introduces new,
motion-centric features that are highly discriminative for
anomaly detection.

2. Architectural separation (3DART): The lift from the C2 (red)
baseline to the C4 (black) architecture validates the adap-
tive mechanism. The 3DART module allows the model to
dynamically select the most relevant spatiotemporal features,
discarding noise and focusing classification confidence on
the anomaly’s true signal.

3. Robustness separation (T-GAP): The final decisive separation
(C4 - C5) (black — blue) confirms that the training using
T-GAP hardens the entire feature set. The model’s learned
features become invariant to subtle motion-based adversarial
noise, compelling it to rely only on the most robust and
generalized signals.

This graphical evidence conclusively demonstrates the syner-
gistic effect of the integrated modules, which, when combined,
result in a model (C5) that establishes the highest possible
discriminative threshold for video anomaly detection.

The ablation studies confirm that the superior performance of
the swin-3DART framework is not due to a single component,
but rather the synergistic integration of the TG-RGB* modality
(for robust motion cues), the 3DART module (for adaptive feature
refinement) and the T-GAP strategy (for enhanced adversarial
robustness). Each component contributes a necessary and quan-
tifiable marginal gain, validating the overall architectural design.

4.4.3 | Fusion Mechanism Analysis of TG-RGB™
Modality

The core novelty of the proposed fusion mechanism lies in
demonstrating that direct summation is the optimal strategy,
uniquely balancing superior computational efficiency-critical for
real-time deployment-with robust performance gains derived
from combining motion and appearance cues while preserving

compatibility with pretrained 3D backbones. To further establish
both the theoretical foundation and practical efficiency of the
proposed TG-RGB* modality, an in-depth analysis of the fusion
mechanism was performed, focusing on how temporal gradient
(TG) and RGB features are integrated. The goal is to eluci-
date why direct summation outperforms channel concatenation
and to evaluate the consequences on computational efficiency,
representational capability and real-time feasibility.

The TG-RGB* modality combines motion-sensitive TG features
with spatial and appearance-based RGB cues at the preprocessing
stage—prior to model ingestion. Two fusion paradigms were
examined: (i) channel concatenation, in which TG (2 channels)
and RGB (3 channels) are stacked to form a 5-channel tensor,
and (ii) direct summation, where normalized TG and RGB
components are combined pixel-wise, preserving the standard
3-channel configuration. Although concatenation could theo-
retically increase feature diversity, it simultaneously enlarges
the kernel dimension of the first convolutional layer, increases
parameter count, and disrupts compatibility with RGB-pretrained
models. In contrast, summation preserves semantic alignment,
maintains pretrained weight coherence and promotes smoother
gradient propagation between motion and appearance cues,
resulting in a more stable and computationally lightweight rep-
resentation.

To quantify these differences, the preprocessing phase configu-
ration of input clips was analysed. Table 11 presents a detailed
comparison for a 32-frame clip, measuring GFLOPs, energy
consumption, inference time, and memory footprint. Summation
requires 0.1108 GFLOPs and 472.84 MB of memory, while con-
catenation increases the computational cost to 0.1171 GFLOPs
and 485.46 MB, corresponding to an approximate 6% increase
in FLOPs and a 2.7% increase in memory footprint. Energy
consumption follows a similar trend, with summation consuming
0.1125 m1J per clip, compared to 0.1190 mJ for concatenation. The
additional two channels introduced by concatenation expand the
first-layer convolutional kernel and intermediate feature maps,
causing redundant computation and slower frame processing.
In contrast, summation preserves compact input dimensions,
efficiently leverages pretrained RGB backbones, and enables
faster, more stable fusion with minimal overhead.

The cross-validation analysis demonstrates that the TG-RGB*
(summation) strategy consistently and significantly outperforms
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TABLE 11 | Preprocessing phase configuration of inputs comparing TG-RGB* fusion strategies (sum vs. concatenation) for a 32-frame clip.

Fusion type Input channels GFLOPs (per clip) Energy (mJ) Avgmemory (MB) Avg time/frame (ms)
TG-RGB* (concat) 5 0.1171 0.1190 485.46 1.941
TG-RGB* (sum) 3 0.1108 0.1125 472.84 1.829

TABLE 12 | Statistical significance analysis and performance comparison of fusion strategies using k-fold cross-validation (mean AUC + SD).
Fusion strategy UBI Fights P-value UCF-Crime P-value RLVS P-value
RGB baseline 82.70 £0.30 — 73.07 £ 0.23 — 94.97 £ 0.49 —
TG-RGB* (concat) 88.77 +0.03 <0.001 70.19 + 0.09 <0.001 67.03 +£0.32 <0.001
TG — RGB" (sum) 91.97 + 0.03 <0.001 79.16 + 0.21 <0.001 98.28 + 0.10 <0.001

both baseline and concatenation approaches. As shown in
Table 12, this is proved on the UBI Fights dataset by a +9.27%
AUC gain (P < 0.001) and a noticeable reduction in standard
deviation from 0.30 to 0.03. This increase in performance and sta-
bility indicates that pixel-wise summation effectively guides and
enhances the model’s attention. Furthermore, independent two-
sample t-tests yield P-values well below the a = 0.05 significance
threshold, enabling confident rejection of the null hypothesis
(H,) and confirming that these gains are genuine rather than
stochastic artefacts of the training process.

Consistent with these findings, the high-complexity UCF-Crime
dataset further highlights the advantages of the summation
strategy. Specifically, summation achieves a robust +6.09% AUC
improvement (P < 0.001), while the concatenation approach fails
to surpass the baseline. This distinct divergence emphasizes
the validity of the manifold preservation theory: by preserving
a 3-channel input, the proposed method remains fully com-
patible with the pretrained spatial-temporal weights of the
swin-transformer, whereas concatenation disrupts the learned
feature manifold. This is confirmed by RLVS results, where
summation achieves a near-perfect AUC of 98.28% (P < 0.001),
compared to 67.03% for concatenation. This performance drop
can be explained by a mismatch between input dimensionality
and temporal density. In RLVS, video clips are short (5-7 s),
resulting in sparse motion cues. Concatenation spreads this
limited motion information across an expanded 5-channel input,
forcing the transformer to relearn input representations without
sufficient temporal context. In contrast, the TG-RGB* summation
strategy preserves the original 3-channel structure, reinforcing
the pretrained spatial-temporal manifold. It effectively acts as
an attention prior, guiding the model toward motion-relevant
regions without requiring weight re-initialization.

The effectiveness of the summation strategy is further supported
by the hardware efficiency analysis in Table 11. By preserving
the 3-channel input manifold, the summation strategy requires
only 0.1108 GFLOPs and 472.84 MB of memory per 32-frame clip.
In contrast, concatenation expands the input to five channels,
resulting in a 6% increase in computational cost and a 2.7%
increase in memory usage. More critically, this channel expansion
disrupts the pretrained weight coherence of the swin-transformer
backbone, which directly explains the manifold collapse observed
on the RLVS dataset, where AUC drops to 67.03%. On the other

hand, the synergy between low-level efficiency and high-level
accuracy is particularly evident in long-duration surveillance
streams. The 3.2% reduction in energy consumption (mJ) and
faster frame processing time (1.829 ms) achieved by summa-
tion prevent thermal throttling and memory bottlenecks during
continuous inference. Furthermore, the reduction in standard
deviation (from 0.30 to 0.03 on UBI Fights) confirms that sum-
mation acts as an intrinsic prior motion, stabilizing the attention
mechanism by reinforcing motion-salient regions within the
existing spatial manifold.

Consequently, the analysis provides both the theoretical ground-
ing (via manifold preservation) and empirical justification (via
GFLOPs/AUC trade-off) for adopting direct summation. Unlike
comparative studies that often accept the null hypothesis for
similar model variants, these results demonstrate a clear archi-
tectural superiority. This approach ensures that the inclusion of
temporal-gradient cues enhances anomaly discrimination with-
out compromising the real-time feasibility of the swin-3DART
framework in safety-critical, resource-constrained environments.

4.5 | Cross-Domain Generalization

These experiments aim to evaluate the generality of the violent
action concept through cross-dataset experiments. To achieve
this, the UCF-Crime and UBI Fights datasets are alternately
used for training, with the model being evaluated on the other
dataset in a cross-dataset approach. This methodology enables
the assessment of the model’s ability to recognize violent actions
across different data distributions and recording conditions. UCF-
Crime consists primarily of real-world surveillance footage, often
captured in uncontrolled environments [7], whereas UBI Fights
features more structured fight scenes. The generalization ability
of the learned representations is assessed by training swin-
3DART on one dataset and evaluating its performance on another.
This approach helps analyse how well the model adapts to
datasets with differing characteristics, such as variations in scene
complexity, motion dynamics and environmental conditions [48].

Building on this, the remarkably high performance of swin-
3DART with TG-RGB™, approaching 90% across multiple eval-
uation metrics, raises the question of whether the model is
overfitting to its training data. To investigate its generalization
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TABLE 13 | Results of cross-dataset experiments on UCF-Crime and
UBI Fights for binary classification.

Training Testing ROC
dataset dataset Method AUC
UBI Fights UCF-Crime CrimeNet [69] 71.72%
[48] [7] (2024)

Swin-3DART 73.65%
UCF-Crime UBI Fights DMIL ranking 70.26%
[7] [48] [7]* (2025)

Swin-3DART 74.83%

*Recalculated result.

ability, cross-domain experiments were conducted using the
UCF-Crime and UBI Fights datasets. This experimental setup
not only assesses the transferability of learned representations
but also provides insight into the model’s adaptability to diverse
surveillance scenarios, —from the varied real-world anomalies in
UCF-Crime to the focused violent interactions in UBI Fights.

The results demonstrate that swin-3DART effectively captures the
concept of violent actions, maintaining high accuracy even on
previously unseen datasets. Table 13 shows accuracy results from
cross-dataset experiments, highlighting the model’s performance
when tested on unseen datasets. Specifically, the UBI Fights
dataset, which focuses on a single category of violent interactions,
achieved an AUC of approximately 74%, while UCF-Crime, a
more diverse multi-scenario dataset encompassing various real-
world anomalies, attained an AUC of 75%. The slightly higher
performance on UCF-Crime suggests that training on a dataset
with diverse scenarios provides a broader learning signal, improv-
ing the model’s ability to generalize. Additionally, it is rare to find
state-of-the-art studies that conducted this experiment to assess
the robustness of their models.

By using TG-RGB* datasets, feature diversity is improved, which
helps mitigate overfitting and ensures robust anomaly detection
across different domains. The high accuracy indicates that the
model is not simply memorizing dataset-specific patterns but
effectively learning transferable features applicable across mul-
tiple surveillance environments. However, further experiments
on additional datasets would be beneficial to confirm this trend
and explore potential failure cases where the model may struggle.
These findings underscore swin-3DART’s strong generalization
capability across different domains, demonstrating its robustness
in handling diverse datasets. This adaptability makes it a reliable
solution for real-world security applications, where effective
anomaly detection is crucial.

4.6 | Efficiency and Scalability Analysis

In real-world video understanding applications, —such as smart
surveillance, edge-enabled security networks and mobile cogni-
tive platforms, —efficiency is as critical as accuracy. Particularly
in the context of video anomaly detection, where continuous
streams must be monitored under strict energy and hardware
constraints, models must balance computational cost with high
spatio-temporal sensitivity. To this end, the swin-3DART archi-

tecture is assessed not only on predictive performance but also in
terms of FLOPs, parameter count, and memory usage.

The video swin transformer base (swin-B) is adapted as the
primary baseline due to its strong performance and wide adoption
in video recognition tasks [49]. Pretrained on Kinetics-400, swin-
B provides a meaningful reference point to evaluate the impact of
the 3DART integration (Tables 14, 15).

Despite having an identical parameter count (88.8M), swin-
3DART achieves significant gains in efficiency over swin-B. The
model reduces the floating point operations (FLOPs) from 321
GFLOPs to 282.79 GFLOPs per video clip-an improvement of
over 12%. This translates into lower energy consumption and
faster inference, crucial for edge-based anomaly detection where
latency and resource budgets are tight. Even more compelling is
the reduction in memory usage. Swin-3DART consumes 4389.72
MB of memory during inference, compared to 4990.23 MB for
swin-B. This 600+ MB saving directly enhances model scalability
and deployability, particularly on edge devices or real-time
systems with strict memory budgets.

Compared to other state-of-the-art architectures, —such as MViT-
B [71](455 GFLOPs), ViViT-L [22] (903 GFLOPs) or TimeSformer-
HR [70] (1703 GFLOPs)swin-3DART achieves a highly favourable
trade-off. It offers competitive or superior accuracy while sub-
stantially lowering both FLOPs and memory consumption. These
results clearly demonstrate the effectiveness of the 3DART
module in optimizing transformer-based video models for real-
world applications.

Comprehensive evaluations on public benchmarks further rein-
force this balance, as swin-3DART achieves state-of-the-art AUCs
of 95% on UBI Fights, 86% on UCF-Crime and 99% on RLVS.
These results clearly demonstrate the effectiveness of the 3DART
module in optimizing transformer-based video models for real-
world applications.

Regarding the T-GAP perturbation, it begins with optical flow
extraction, which can be precomputed offline. This design
ensures that the online inference stage is dominated by the
swin-3DART forward pass rather than the optical flow calcula-
tion itself, maintaining high efficiency even when adversarial
perturbations (via T-GAP) are applied. Notably, the additional
computational cost introduced by T-GAP and TG-RGB' is
extremely small compared to the swin-3DART backbone. Specifi-
cally, the TG-RGB™ fusion adds merely 0.11 GFLOPs (58.53 ms),
representing less than 0.04% of the total computation. Swin-
3DART’s forward pass remains the dominant operation, requiring
282.79 GFLOPs (13.93 s per clip), leading to a total pipeline cost
0f 282.90 GFLOPs and 13.99 s per clip, which demonstrates the
high computational efficiency of the proposed design.

Despite the use of temporal gradients as part of the TG-RGB*
transformation, swin-3DART achieves a highly favourable
efficiency-accuracy trade-off. The model maintains state-of-the-
art detection performance across benchmarks, achieving AUCs
of 95% on UBI Fights, 86% on UCF-Crime, and 99% on RLVS,
while consuming fewer FLOPs and memory than larger models
such as TimeSformer-HR (1703 GFLOPs), ViViT-L (903 GFLOPs),
and MVIiT-B (455 GFLOPs). By separating offline and online
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TABLE 14 | Comparison of recent video recognition models. Swin-3DART achieves better efficiency while maintaining competitive performance.

FLOPs are reported per clip.

Method Pretrain Dimension FLOPs (G) Params (M) Memory (MB)
TimeSformer-HR [70] ImageNet-21K 3D 1703 121.4 23200
ViViT-L/16x2 [22] ImageNet-21K 3D 903 352.1 —
MVIT-B, 64x3 [71] K400 3D 455 36.6 —
Swin-B [72] K400 3D 321 88.8 4990.23
Swin-3DART (ours) K400 3D 282.79 88.8 4389.72

TABLE 15 | Computational overhead and inference time of the
proposed method

GFLOPs Inference time Energy
Component per clip (ms/clip) (myj)
TG-RGB* 0.11 58.53 0.112
Swin-3DART 282.79 13 932.68 101.80
Total pipeline 282.90 13,991.21 101.912

computations, swin-3DART ensures practical deployability
in real-time, resource-constrained environments, such as
edge-based surveillance systems, without sacrificing accuracy.
The combination of TG-RGB* input and the 3DART feature
refinement module allows rich spatiotemporal representations
to be processed efficiently, confirming the model’s suitability for
energy-aware, high-performance video anomaly detection.

Overall, swin-3DART demonstrates a highly favourable trade-
off between efficiency and accuracy, validating the role of the
3DART module in optimizing transformer-based video models for
resource-constrained anomaly detection scenarios. This positions
swin-3DART as a practical solution for energy-aware, intelligent
surveillance systems deployed at the edge.

5 | Conclusions and Future Work

This paper presented swin-3DART, a unified and efficient frame-
work for video-based violence detection that enhances motion
sensitivity, adversarial robustness and computational efficiency.
By introducing the TG-RGB* modality, the T-GAP adversar-
ial perturbation strategy, and the 3D adaptive receive trans-
former (3DART)-which reduces memory footprint by ~12% and
FLOPs by ~11.9% without adding extra parameters, swin-3DART
addresses core limitations of existing transformer-based detec-
tors. Extensive evaluations demonstrate swin-3DART’s state-of-
the-art performance, achieving AUCs of 95% on UBI Fights,
86% on UCF-Crime, and 99% on RLVS, with strong cross-
dataset generalization (~74% and 75% ROC AUC). These results
show that swin-3DART effectively detects anomalies in both
dense and sparse environments, even under unseen conditions.
The efficiency gains from 3DART enable real-time, on-device
inference, making the model suitable for deployment in resource-
constrained or edge-computing scenarios. Furthermore, the low
attack success rates (4%-7%) under T-GAP are vital for ensuring
robustness in safety-critical applications.

Robustness to environmental illumination was additionally vali-
dated through specialized low-light tests. By applying mid-level
low-light transformations to RGB frames before computing
temporal gradient features, swin-3DART demonstrates strong
resilience: performance degradation is minimal across datasets
(UBI fights: —4%, UCF-crime: —0.6%, RLVS: —2%), These results
confirm that TG-RGB* features effectively preserve motion cues
under poor lighting conditions, ensuring reliable deployment in
suboptimal surveillance settings.

Despite its strengths, swin-3DART has limitations. First, the use
of a fixed temporal-gradient interval can miss ultra-fast motions
or underperform on videos with variable frame rates, suggest-
ing a need for adaptive At mechanisms. Second, the current
adversarial strategy targets only the temporal gradient chan-
nel; joint perturbations across both RGB and gradient streams
could expose residual vulnerabilities. Third, although 3DART
improves efficiency, the overall transformer backbone remains
more computationally demanding than lightweight CNNs, which
could hinder deployment on highly constrained devices. Finally,
the evaluations were conducted on three datasets, UBI Fights,
UCF-Crime, and RLVS, which do not fully cover extreme
environmental conditions or complex occlusions. In addition,
some datasets (e.g. UCF-Crime) exhibit severe class imbalance,
challenging anomaly detection for sparse events.

To address these limitations, future work will focus on developing
adaptive temporal encoding techniques capable of dynamically
adjusting At for each video segment and on extending T-GAP
into a multi-channel adversarial training framework that also
perturbs RGB inputs. Additional modalities (e.g. audio or depth)
will be incorporated to enhance contextual understanding, and
self-supervised pretraining on large, unlabelled video corpora
will be explored to reduce reliance on annotated data. Fur-
thermore, expand evaluations to challenging conditions like
adverse weather, and address class imbalance and domain-
specific artefacts. Finally, efforts will be directed toward optimiz-
ing the model for edge deployment, considering latency, memory,
and computational efficiency. These efforts will ensure swin-
3DART remains robust, generalizable, and deployable under
real-world constraints.
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