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Figure 1: Visualization of HORNET. HORNET starts with a source model f, and an input x, used
by a fixed-budget attack (A) to create an adversarial example (x4, ) with budget . The adversarial
example x,4, is then tested on the unknown target model f;. Based on whether the example
successfully fools the target model, the budget ¢ is iteratively adjusted (decreased on success,
increased on failure) and a new adversarial example is generated. This process continues until
a minimal successful perturbation is found. This iterative process continues until the maximum
query count for the target model is reached or the adversarial example cannot be further optimized.
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Abstract

Fixed-budget attacks aim to generate adversarial examples—carefully crafted in-
puts designed to induce misclassifications during inference—while adhering to
a predefined perturbation budget. These attacks maximize misclassification con-
fidence and benefit from the transferability property, enabling the generated ad-
versarial examples to remain effective even against multiple unknown models.
However, to preserve their transferability, such attacks often yield perceptible per-
turbations, compromising the visual integrity of the adversarial examples. In this
paper, we introduce HORNET, an extension of gradient-based fixed-budget at-
tacks designed to minimize the perturbation magnitude of adversarial examples
while maintaining their transferability against the target model. HORNET uti-

lizes a distinct source model to craft the adversarial examples and employs a
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limited number of queries to the unknown target model to further minimize per-
turbation magnitude. We evaluate HORNET empirically by integrating it with
41 existing attack implementations and testing it against 9 different models, re-
sulting in a total of 1700 unique configurations. Our results demonstrate that
HORNET outperforms the state of the art in generating minimally perturbed yet
highly transferable adversarial examples across all tested models. Code available

at: https://github.com/louiswup/HORNET.

Keywords: Machine learning security, Adversarial examples, Adversarial
Perturbation, Transferability, Deep neural networks, Machine learning

2000 MSC: 68T01, 68T45, 68T10, 68T05

1. Introduction

Adversarial examples [1-3] are intentionally crafted perturbations added to
test inputs, causing models to produce incorrect outputs. These examples pose
significant security threats to critical applications, such as object recognition [4],
autonomous driving [5], and face recognition [6], making adversarial robustness
a pressing concern in machine learning research. Adversarial attacks can be
broadly classified into minimum-norm attacks [7, 8], which minimize the per-
turbation required for misclassification, and fixed-budget attacks [9—11], which
maximize the confidence of misclassification within a pre-specified perturbation
limit. Minimum-norm attacks prioritize imperceptibility, generating perturbations
close to the original data that lie near the model’s decision boundary [12], making
them subtle and challenging to detect. In contrast, fixed-budget attacks aim to cre-
ate adversarial examples far from the decision boundary to maximize confidence

in misclassification [12], often at the cost of perceptibility.


https://github.com/louiswup/HORNET
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An intriguing property of adversarial examples is their transferability, which
refers to the ability of adversarial examples generated for one model (called source
model) to also cause misclassification in another target model [13]. This property
is typically leveraged in black-box settings, where the attacker has no information
about the model architecture, hyperparameters, or even the model logits [2, 13].
In other words, it enables attackers to target closed-source or proprietary models
without direct access to their internals, a realistic scenario in domains like com-
mercial face recognition APIs [6] or autonomous driving perception stacks [5].
However, the effectiveness of transferability varies significantly between differ-
ent types of attacks. Minimum-norm attacks tend to struggle with transferability
due to their sensitivity to shifts in decision boundaries. Their crafted adversarial
examples are highly optimized for the source model but often fail to generalize
to unseen target models [14]. On the contrary, fixed-budget attacks exhibit higher
transfer success rates by crafting examples that remain effective across diverse
architectures [14], but this comes at the expense of larger, more noticeable pertur-
bations, creating a trade-off between transferability and imperceptibility. Current
benchmarks for evaluating adversarial transferability [15, 16] typically assess at-
tacks under fixed perturbation budgets, providing limited insights into the relation-
ship between transferability and perturbation magnitude. Liu et al. [17] addressed
this limitation by proposing a method to find the smallest perturbation budget re-
quired for transfer success in fixed-budget attacks. However, their approach is
suboptimal and restricted to /,,-norm attacks.

To address these challenges, we introduce HORNET, a query-efficient frame-
work for gradient-based fixed-budget attacks that generates transferable adver-

sarial examples with minimal /,-norm perturbations. HORNET iteratively crafts
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examples at varying perturbation budgets and employs a binary search strategy to
identify the smallest budget required for successful transfer, given a fixed number
of queries. By combining the transferability advantages of fixed-budget attacks
with efficient minimization, HORNET achieves higher transfer success rates than
minimum-norm attacks and, compared to Liu et al. [17], significantly reduces per-
turbation size while accelerating convergence. We evaluate HORNET across four
¢,-norms ({o, {1, {5, and {.,), using 41 attack implementations from widely-used
adversarial attack libraries. These attacks are tested under a broad set of trans-
fer scenarios, covering 42 source—target model pairs on CIFAR-10 and 20 pairs
on ImageNet, for a total of more than 1700 unique configurations. Our experi-
ments establish a comprehensive benchmark for minimum-norm transfer attacks,
leveraging the optimality metric [12] that integrates perturbation size and transfer
success rate to enable fair comparisons across different attacks.

Our contributions can be summarized as follows:

* We propose HORNET, a novel framework for crafting minimum-norm trans-
ferable adversarial examples. HORNET integrates fixed-budget attacks with
an efficient search strategy to minimize perturbation size while maintaining

high transfer success rates.

* We assess Hornet across four ¢,-norms and leverage 41 attack implementa-

tions from widely-used adversarial libraries.

* We conduct extensive experiments comprising 1700 configurations, demon-
strating that HORNET significantly outperforms state-of-the-art methods in

both transferability and perturbation efficiency.
The remainder of this paper is organized as follows. Section 2 provides the nec-

4
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essary preliminaries and background on adversarial attack formulation and taxon-
omy. In Section 3, we detail the HORNET framework and its algorithmic design.
Section 4 presents our experimental setup and results. Section 5 discusses related
works on adversarial attacks and transferability, and finally, Section 6 concludes

with a summary of our findings and potential directions for future research.

2. Preliminaries

Adversarial attacks are deliberate perturbations added to input data to deceive
machine learning models. These attacks exploit model vulnerabilities, where
even imperceptible perturbations can lead to incorrect predictions [1, 3]. Let
x € X = [0,1]¢ be a d-dimensional input sample, y € Y = {1,...,1} its as-
sociated true label, and f : X — Y the target model. The goal of an adversarial
attack is to find a perturbation § such that the resulting adversarial example x + &
is both misclassified and stealthy [12]. Their stealthiness is often measured using
¢, norms [10], which define the size or budget of the perturbation, constraining
the attack to remain imperceptible or within specific bounds. Generally speaking,
the optimization process can be written as:

6" cargmin (L(x+4,y; f),[|d],),
o (D
subjectto x4+ 4 € [0, 1]¢,
where L(x + &,y, f) is a loss function quantifying the confidence of the model
f in classifying the adversarial example x + & as the ground-truth label y.> The

constraint ensures that the adversarial example remains within the data domain

2Minimizing it corresponds to maximizing the misclassification confidence of x for f.
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(i.e., [0,1] for images). From this optimization problem, two main families of
attacks can be identified: minimum-norm and fixed-budget.
Minimum-norm attacks. Minimum-norm attacks focus on minimizing the per-
turbation size of adversarial examples while ensuring successful misclassifica-
tion [7, 11, 18-21]. To achieve this, the objective in Equation 1 is modified as
follows:
5 € argmin 3],
subjectto  f(x+ ) #y, 2
x + 6 € [0,1]%

These attacks generate examples with minimal perturbations, often producing ad-
versarial inputs that are visually indistinguishable from the original samples, mak-
ing detection highly challenging [7, 20, 22]. Popular algorithms, such as Deep-
Fool [20], Fast Minimum Norm (FMN) [18], o-zero [8], and the Carlini-Wagner
attack [7], are prominent methods that adopt this strategy. However, the stealthi-
ness of these attacks, achieved by crafting adversarial examples that remain close
to the decision boundary of the source model, often results in reduced transferabil-
ity [14]. This limits their effectiveness when tested against potentially unknown
target models.
Fixed-budget attacks. Fixed-budget attacks [2, 9, 23, 24] aim to maximize the
loss of the target model while constraining the perturbation to lie within a prede-

fined budget, denoted as €. They can be formalized as follows:
0" € argmin  L(x+9d,y; f),
s

subject to 6], <e, 3)

x+6 € 0,1
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where minimizing L(x + §,y; f) corresponds to maximize the misclassification
confidence for f. Popular algorithms such as Projected Gradient Descent (PGD) [10],
Basic Iterative Method [23], and the APGD [25] follow this approach to iteratively
solve the optimization problem. The choice of the perturbation budget ¢ is critical,
as it directly determines the magnitude of the adversarial perturbations. Fixed-
budget attacks generate perturbations that are highly effective at misleading the
source model and, crucially, unseen target models. This improved transferability,
which contrasts with that of minimum-norm attacks, stems from the use of larger
perturbations. These larger perturbations are more likely to exploit shared vulner-
abilities across different model architectures. However, this advantage comes at
the expense of stealthiness of the attack, as the resulting adversarial examples may
be more easily detectable due to their perceptible distortions [14]. Consequently,
fixed-budget attacks present a trade-off between transferability and imperceptibil-

ity, favoring robustness against diverse models over subtlety.

3. The HORNET framework

3.1. Core Idea and Formalization

Based on the above-mentioned limitations, we propose HORNET: a query-
efficient adversarial attack framework. HORNET exploits the high transferability
of fixed-budget attacks by incorporating an adaptive search strategy to identify the
smallest perturbation that still transfers with high confidence. The core idea be-
hind HORNET is to iteratively craft adversarial examples at varying perturbation
budgets ¢ and progressively minimize them until an adversarial example capable

of deceiving the target model is obtained. We can formalize the objective function
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Figure 2: Visualization of HORNET. HORNET starts with a source model f, and an input x, used
by a fixed-budget attack (A) to create an adversarial example (x,4, ) With budget . The adversarial
example x,q, is then tested on the unknown target model f;. Based on whether the example
successfully fools the target model, the budget ¢ is iteratively adjusted (decreased on success,
increased on failure) and a new adversarial example is generated. This process continues until
a minimal successful perturbation is found. This iterative process continues until the maximum

query count for the target model is reached or the adversarial example cannot be further optimized.

for HORNET as follows:
minimize = ||6%|,,

subject to 8" € argmin L(x + 8, y; fs),
s C))

fe(x+67) #v,
18], <e, x+6 € 0,1,

where fs, fi denote source model and target model. The optimization program in
Equation 4 formalizes the HORNET’s core objective of creating adversarial ex-
amples that are both stealthy and transferable across different models. The outer
minimization aims to reduce the perturbation size ||d*|,, similar to minimum-
norm attacks. The first inner constraint ensures that the perturbation §* is crafted

to ensure high-confidence misclassification, which aligns with the principles of
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fixed-budget attacks. The second inner constraint enforces that the resulting ad-
versarial example must successfully evade the target model, thereby requiring that
fi(x+ &%) # y. The last constraint mirrors those seen in Equation 1 and Equa-
tion 3, ensuring that the adversarial examples remain within the domain [0, 1]%,
Through this formalization, HORNET effectively integrates the advantages of
minimum-norm attacks and fixed-budget strategies, enabling the creation of adver-
sarial examples that not only deceive the source model but also transfer reliably

to various target models.

3.2. Overview and Pseudocode

The optimization program in Equation 4 cannot be directly optimized us-
ing gradient-based approaches, as the attacker lacks access to the architecture,
weights, and logits of the target model. To address this limitation, HORNET
adopts a black-box approach consisting of three distinct stages. We illustrate

HORNET in Figure 2 and provide a pseudocode of it in Algorithm 1.

Stage 1: Model Zoo Construction. The first stage involves constructing a model
zoo—a diverse collection of source models f, accessible to the attacker. These
models serve as surrogates for crafting adversarial examples and are deliberately
chosen to differ from the unknown target model f;. As shown in prior work [15,
16] and observed from our results, the diversity in the model zoo increases the
likelihood of crafting transferable adversarial examples that generalize across dif-

ferent architectures.

Stage 2: Adversarial Example Generation. In this stage, HORNET employs
a fixed-budget attack A to generate high-confidence adversarial examples for a

given perturbation size € (see Line 3 and 11 in Algorithm 1). The goal is to
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find an adversarial perturbation & that misleads a chosen source model f, while
also evading the target model f; (first constraint in Equation 4). At this stage,
fixed-budget attacks ensure that the adversarial examples are crafted with a strong

likelihood of transferability to the target model within the perturbation budget ¢.

Stage 3: Perturbation Budget Adjustment. In this stage, the HORNET algo-
rithm shrinks the perturbation budget ¢ of the adversarial examples while preserv-
ing their transferability to the target model. Specifically, HORNET uses a two-step
search strategy to find the smallest effective perturbation budget . It combines a
line search with a binary search to ensure the adversarial example, crafted using
attack .4 on the source model f;, successfully evades the target model f;.

Initially, HORNET performs a line search to explore the upper bound of ¢.
During this phase (lines 2 to 7 in Algorithm 1), the algorithm iterates by doubling
the initial value of ¢ until it finds the first perturbation budget that enables the
adversarial example to successfully transfer from the source model f; to the target
model f;. This exploration ensures that the perturbation budget is sufficiently
large to evade the target model at least once.

Following the line search, HORNET enters the binary search phase (lines 9
to 17) to further minimize the perturbation size. The algorithm maintains two
bounds, B,, and B5,,,, which define the interval for the binary search. B, is ini-
tialized to the last successfully evaded perturbation budget during the line search,
representing the maximum value for binary search. By, is initialized to a lower
value derived from the exploration phase, setting the lower boundary of the bi-
nary search. During the binary search phase, HORNET evaluates adversarial
examples generated with decreasing perturbation budgets (Lines 12-16). If an

adversarial example successfully evades the target model f;, thus satisfying the

10
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hard constraint f;(x + 6*) # y in Equation 4, the algorithm updates the up-
per bound B, to decrease the current perturbation budget, thereby focusing on
smaller perturbations (Line 14). If the adversarial example fails to evade the target
model, the algorithm increases the lower bound B5;,, to explore larger perturbations
(Line 16). Lastly, HORNET returns the adversarial example x’ , , which repre-

sents the smallest perturbation that still successfully transfers to the target model

*

f+. In other words, x ;.

achieves minimal ¢,-norm while preserving transferabil-
ity, effectively combining the benefits of fixed-budget attacks with the efficiency

of minimum-norm adversarial examples.

11
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Algorithm 1 HORNET
Input: x: input sample; y: true class label; fs: source model; f;: target model;

A: attack algorithm; e: starting perturbation budget; (: maximum query
count for target model; p € {0, 1,2, co}: perturbation norm; B, ,,: maxi-
mum perturbation budget for the attacker.

Output: x, : minimum-norm transferable adversarial example.

adv*

1 By < 0; By, ¢

/* Line search: Find first e value that evades Jf; */
2 while f,(A(x,y, fs,¢)) =y and @Q > 0do
3 Xaaw < A(X, Y, fs,€) > Running ‘fixed-budget attack A.
4 e < min{ Baz,2 X €} > Explore larger ¢ doubling it.

5 By —€/2; By, ¢ > Update perturbation budget bounds.

6 RQ=0Q-1 > Consume queries to the target.

7 end

8 dev<—xadv > Set best adv example so far.
/* Binary search: Find the smallest ¢ that evades f; */

for k =1to () do

o

Bup+B :
10 € +— {WJ > Define current e.

1 Xaaw — A(X, Y, fs,€) > Running fixed-budget attack A.

*

12 if fi(Xaaw) #y  and  ||Xeq0 — X||p < ||X%4 — x||, then

13 dev<—xadv > Set dev to the smallest adv example.
14 Bup — € > Decrease upper bound.
15 end

16 else B, + ¢ > Increase lower bound.
17 end

18 return x’

adv

12
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4. Experiments

4.1. Experimental Setup

For the experimental setup, we extend the foundation provided by Attack-
Bench [12], adapting it to address the transferability scenarios studied in this
work. Specifically, we evaluate 41 fixed-budget attack implementations across
four norms (¢, ¢1, {5, and /,.,) on multiple source—target model pairs for CIFAR-
10 and ImageNet. CIFAR-10 experiments cover 42 transfer settings (6 sources X
7 targets) and ImageNet 20 settings (5 sources x 4 targets). In the following para-
graphs, we provide a clearer delineation of the experimental setup and the design

choices underlying our experiments.

Datasets. We evaluate adversarial attack performance on two widely recognized
vision datasets: CIFAR-10 [26] and ImageNet [27]. For CIFAR-10, attacks are
tested on the complete test set, while for ImageNet, we randomly select 5000
samples from the validation set. We set the batch sizes to 128 samples for CIFAR-

10 and 32 samples for ImageNet.

Model Zoo. To ensure a broad evaluation, we consider a diverse set of models
for both CIFAR-10 and ImageNet, covering standard baselines and a wide range
of defenses. For CIFAR-10, we evaluate seven models. The baseline is an unde-
fended model from [28] (C1). The remaining models implement robust defenses
based on different principles: certified robustness (C2 [29]), confidence-calibrated
adversarial training (C3 [30]), activation-based defense inducing gradient obfus-
cation (C4 [31]), adversarial training with data augmentation (C5 [32]), randomize
smoothing (C6 [33]), and adversarial purification (C7 [34]). For ImageNet, we

select four models from RobustBench [28], comprising one undefended model

13



Journal Pre-proof

(I1 [35]) and three adversarially trained models: 12 [36], I3 [37], and 14 [38].

Further architectural and implementation details are provided in Appendix B.1.

Transferability Setting. We assess the transferability of adversarial examples
generated by HORNET by testing each source-target model pair from our model
zoo. In addition to single-source transfer, HORNET supports ensemble-based
generation. We adopt a leave-one-out ensemble setting, denoted as £, where ad-
versarial examples are crafted by attacking all source models except the target.
The attack selects the minimally perturbed example that successfully transfers. It
is important to note that source and target models are distinct. Results for equal
source and target models in Table 1 serve only as a baseline, highlighting that
minimum-norm attacks are effective primarily when the attack is crafted and eval-

uated on the same model.

Attack Setup. We evaluate attacks under the well-studied ¢, threat model with
p € 0,1,2, 00, considering 41 untargeted attack implementations from established
libraries: Adversarial Library [39], Foolbox [40], ART [41], CleverHans [42],
Torchattacks [43], and DeepRobust [44]. All attacks are run with default hyper-
parameters. We also include the transferable attack approach by Liu et al. [17],
denoted LS, which extends fixed-budget attacks with a suboptimal line search on
. Following their setup, we run LS only under the /., norm, ranging ¢ from 0
to 0.3 in steps of 0.02, and retain the adversarial examples with the minimal per-
turbation that successfully evade the target model. For HORNET, we initialize
e to 100, 10, 1, and /255 for the ¢, (1, {5, and (., threat models, respectively.
Lastly, HORNET performs the binary search with () = 20 steps, querying the

target model up to 20 times to adjust € based on the attack’s success.

Evaluation Metrics. We evaluate HORNET using two key metrics. First, we

14
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report the attack success rate (ASR), defined as the percentage of adversarial ex-
amples that successfully fool the target model. Second, we adopt the optimality
metric ¢ from AttackBench [12], which quantifies how close an attack is to the
best possible performance. Specifically, we construct security evaluation curves
showing the target model’s accuracy as a function of increasing perturbation size.
We then follow the methodology from AttackBench to an ensemble of all tested at-
tack results and derive an optimal security evaluation curve, representing the best
achievable attack performance. Specifically, in black-box transfer scenarios (e.g.,
C1 — C2), this ensemble only includes attacks sourced from the source model Cl1,
ensuring that the optimality metric reflects the empirical upper bound under the
transfer constraint rather than white-box access to the target C2. The optimality
of an attack is inversely correlated to the area between the attack’s security curve
and the optimal curve. Intuitively, & = 1 indicates that the attack is optimal (i.e.,
the curves overlap), while a lower positive value of ¢ indicates suboptimality, with
low values reflecting less optimal attacks. For further details on this metric, refer
to AttackBench [12]. All experiments were conducted on a workstation with an
Intel(R) Xeon(R) Gold 6226R CPU @ 2.90GHz and an NVIDIA GeForce RTX
4090 GPU with 24GB VRAM.

4.2. Experimental Results

We present the results of HORNET evaluated across more than 1700 con-
figurations. For CIFAR-10, we tested 42 transfer scenarios involving six source
models and seven target models, under the ¢y, /1, {5, and ¢, threat models. On
ImageNet, we examined 20 transfer scenarios with five source and four target
models. Due to the higher dimensionality, we focused on the most effective at-

tacks across the same threat models.

15
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Table 1: Transferability comparison of minimum-norm attacks, LS-PGD, and HNT-PGD under the
£ ~-norm. We report the Attack Success Rate (ASR) and optimality (£) for each attack. The C'1 —
C1 scenario serves as a white-box baseline, while the other columns show transfer performance.
Notation “C1 — C2" indicates that adversarial examples are crafted on source model C1 and

evaluated on target model C2.

Cl-Cl Cl—C2 Cl—C3 Cl—C4 Cl-C5
ASR ¢ ASR ¢ ASR ¢ ASR ¢ ASR ¢
PDPGD [19] 100.00 0.98 040 0.00 080 0.01 530 006 000 0.00

Attack

FAB [11] 100.00 097 0.50 0.01 050 0.01 520 0.06 0.00 0.00
FMN [18] 100.00 097 050 0.00 0.70 0.01 <530 ~0.05 0.00 0.00
TR [21] 100.00 0.66 090 0.00 5.60 0.02 540 0.04 0.10 0.00
DeepFool [20] 100.00 0.66 0.80 0.00 530 0.02 540 0.04 0.10 0.00
C&W [7] 100.00 0.67 0.40 0.00 1.60 0.01 520 0.04 0.00 0.00
LS-PGD 100.00 0.00 66.80 0.00 99.90 0.00 59.00 0.00 74.90 0.63

HNT-PGD 100.00 0.70 98.90 0.69 100.00 0.72 100.00 0.68 93.50 0.97

Transferring Minimum-norm Attacks. We first demonstrate that HORNET achieves
superior performance compared to minimum-norm attacks and the line search ap-
proach proposed by Liu et al. [17]. To this end, we include in our comparison six
state-of-the-art minimum-norm attacks and the LS-PGD attack, which applies the
line search approach proposed by Liu et al. [17] on the PGD attack to minimize its
perturbation budget €. Similarly, we pair HORNET with the PGD attack (which
we refer to as HNT-PGD in the tables). We provide additional results for other
fixed-budget attacks in the appendix. We restrict this first analysis to the /,,-norm
threat model as it is the only one supported in [17]. The results of our analysis are
summarized in Table 1, where we report the ASR and the optimality metric £ for
each attack in both white-box (source equals target) and black-box (source differs
from target) scenarios. These metrics measure the effectiveness of adversarial ex-

amples in deceiving a target model and evaluate the attacker’s effort required to

16
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generate them. In the white-box scenario, all attacks achieve a perfect ASR of
100%. Among them, minimum-norm attacks, such as PDPGD [19] and FAB [11],
demonstrate superior optimality, as reflected in their higher ¢ values. HNT-PGD
delivers competitive optimality in this setting, whereas LS-PGD fails to match its
performance. In the black-box setting, however, minimum-norm attacks fail to
transfer effectively, as evidenced by their significantly lower ASR when tested on
different target models. In contrast, HNT-PGD and LS-PGD successfully leverage
a small number of black-box queries to the target model, achieving mean black-
box ASRs of 98.10% and 75.15%, respectively. In summary, HNT-PGD exhibits
outstanding performance in black-box scenarios, setting a new state-of-the-art ap-
proach in crafting minimum-norm transferable adversarial examples. Additional
experiments with alternative fixed-budget algorithms results are provided in Ap-

pendix B.

Transferability under HORNET for Fixed-Budget Attacks. To understand
which adversarial attack algorithms benefit the most from integration with HOR-
NET, we perform a systematic comparison of 41 fixed-budget attack implementa-
tions. Our evaluation focuses on their effectiveness in terms of transferability and
optimality when combined with HORNET. Specifically, we examine their perfor-
mance across various ¢,-norm threat models in a single-source transfer setting,
using C1 and I1 as the source models for CIFAR-10 and ImageNet, respectively.
To summarize, Table 2 lists the considered attacks and their best-performing im-
plementation libraries, along with the proportion of test cases where each attack
paired with HORNET achieves top performance on CIFAR-10 and ImageNet.
Our analysis shows that HNT-APGD and HNT-PGD benefit most from integration

with HORNET, consistently achieving top transfer success rates and optimality
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Table 2: Summary of the best-performing attacks across all evaluated scenarios when combined
with HORNET. For each £,-norm threat model, we report the attack (and the best performing
library) that achieves the highest average performance in terms of optimality (£). Results are
aggregated across CIFAR-10 and ImageNet by computing the percentage of scenarios (i.e., source-

target model pairs) in which each attack achieves the best performance compared to the others.

Ly Attack Best Library CIFAR-10 % ImageNet % Total %
Lo HNT-PGDg Original 100.00 100.00 100.00
HNT-APGD Original 91.67 95.00 93.34
HNT-PGD Foolbox 8.33 5.00 6.67
i HNTBIM Foolbox 0.00 0.00 0.00
HNT-FGM ART 0.00 0.00 0.00
HNT-APGD Original 30.56 67.50 49.03
HNT-PGD CleverHans 63.89 2.50 33.20
2 HNTBIM ART 0.00 30.00 15.00
HNT-FGM DeepRobust 5.56 0.00 2.78
HNT-APGD Original 33.33 85.00 59.17
HNT-PGD CleverHans 47.62 0.00 23.81
ly HNT-FGM ART 9.52 15.00 12.26
HNT-BIM ART 7.14 0.00 3.57
HNT-FGSM Torchattacks 2.38 0.00 1.19

across threat models. These two emerge as the most effective fixed-budget at-
tacks under the HORNET framework, clearly outperforming simpler methods like
HNT-BIM and HNT-EGM. Detailed results are shown in Table 3 and Table 4, re-
porting ASR and optimality score £ for the top three attacks on CIFAR-10 and Im-
ageNet, respectively. On CIFAR-10, no single attack dominates across all norms.
HNT-APGD achieves the highest optimality under the ¢; threat model, outperform-
ing others in 91.67% of cases. Meanwhile, HNT-PGD leads under both ¢, and ¢,
showing better synergy with HORNET in these norms. Notably, in the C1 — C6
and C1 — C7 transfer tasks, where target models apply randomized smoothing

and adversarial purification, HNT-PGD slightly outperforms HNT-APGD, suggest-
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Table 3: Performance comparison of top fixed-budget attacks combined with HORNET on CIFAR-
10 under different £,-norm threat models. We report the Attack Success Rate (ASR) and optimality
(&) for the best implementation of each attack shown. Notation “C1 — C2" denotes transfer from

source model Cl1 to target model C2.

Cl»C2 Cl—C3 Cl—=C4 Cl—C5 Cl—=C6 Cl—C7T
ASR & ASR ¢ ASR & ASR & ASR & ASR ¢

¢y HNT-PGDy 957 1.00 994 1.00 100.0 1.00 90.6 1.00 74.5 1.00 61.0 1.00
HNT-APGD 100.0 0.91 100.0 0.98 100.0 0.84 948 096 67.6 0.66 53.6 0.53
¢; HNT-BIM 962 0.81 99.7 0.68 985 0.70 944 092 705 0.69 56.5 0.56
HNT-PGD 956 0.81 99.7 0.67 983 0.69 943 091 70.8 0.70 57.4 0.57
HNT-APGD 100.0 0.87 99.0 0.83 100.0 0.82 96.0 096 71.1 0.71 53.6 0.53
¢s HNT-PGD 999 0.82 99.6 082 999 0.67 950 094 715 0.71 573 0.57
HNT-BIM 783 0.70 969 0.74 827 0.55 957 092 453 040 48.9 045
HNT-PGD 935 091 999 093 97.8 0.82 935 096 69.5 0.67 535 0.51
{-, HNT-APGD 98.8 0.83 100.0 0.94 99.7 0.73 939 0.88 702 0.68 539 0.52
HNT-BIM 90.0 0.82 999 093 96,6 0.73 942 090 650 0.62 524 0.50

¢, Attack

ing these defenses reduce APGD’s effectiveness more. On ImageNet, we ob-
serve that APGD stands out as the most effective attack in terms of generating
highly transferable minimum-norm adversarial examples in the single-source set-
ting. Simpler attacks such as BIM and FGSM, as expected, demonstrate lower per-
formance across both datasets (detailed results are provided in the Appendix), re-
inforcing the importance of using stronger optimization-based attacks like APGD
in combination with HORNET. Further experiments in Appendix B.3, reporting
standard deviations across randomly sampled ImageNet subsets, confirm that our

findings are statistically robust and quantitatively supported.

Enhancing Transferability with Ensemble Models. We further evaluate HOR-
NET’s ability to boost transferability by leveraging multiple source models, de-

noted as ensemble E in Table 4 and Table 5. Across all /,-norms, attacks gener-
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Table 4: Performance comparison of top fixed-budget attacks combined with HORNET on Ima-
geNet under different £,-norm threat models and different sources C1 and E. We report the Attack
Success Rate (ASR) and optimality (¢) for the best implementation of each attack shown. Notation

“I1 — 12" denotes transfer from source model I1 to target model 12.

11 —-12 11 - 13 11 - 14 E—12 E—1I3 E—14
ASR ¢ ASR ¢ ASR ¢ ASR ¢ ASR & ASR ¢

lo HNT-PGDy 67.0 1.00 644 1.00 414 1.00 77.6 1.00 77.2 1.00 489 1.00
HNT-2APGD 37.1 091 413 0.93 103 0.87 96.1 0.99 982 1.00 54.4 0.78
¢, HNT-BIM 102 0.17 88 0.12 55 037 75.6 0.62 79.5 0.62 533 0.67
HNT-pGD 10.1 0.16 84 0.11 52 037 77.0 0.63 809 0.63 53.9 0.69
HNT-APGD 89.3 0.97 90.5 0.97 74.7 095 99.7 0.97 100.0 0.98 99.2 0.90
¢, HNT-BIM 7.4 0.15 58 0.12 3.7 0.11 972 095 993 097 932 0.94
HNT-PGD 87.6 0.93 884 093 71.1 0.89 994 096 99.9 097 983 0.85
HNT-pGD 100.0 0.98 100.0 0.98 100.0 0.98 100.0 0.96 100.0 0.96 100.0 0.95
{oo HNT-APGD 89.3 097 90.5 097 74.7 0.95 100.0 0.98 100.0 0.99 100.0 0.99
HNT-BIM 100.0 0.89 100.0 0.89 100.0 0.85 100.0 0.96 100.0 0.96 100.0 0.95

£, Attack

Table 5: Performance comparison of top fixed-budget attacks combined with HORNET on CIFAR-
10 under different £,-norm threat models. We report the Attack Success Rate (ASR) and optimality
(&) for the best implementation of each attack shown. Notation “E — C2" denotes transfer from

the leave-one-out ensemble of sources E to target model C2.

E»C2 E—»C3 E—>C4 E—=C5 E—C6 E—CT
ASR & ASR ¢ ASR ¢ ASR ¢ ASR ¢ ASR ¢

¢y HNT-PGDy 100.0 1.00 100.0 1.00 100.0 1.00 100.0 1.00 93.3 1.00 82.3 1.00
HNT-APGD 100.0 0.96 100.0 0.98 100.0 0.95 100.0 0.97 86.0 0.86 78.9 0.80
¢; HNT-PGD  99.7 0.79 100.0 0.94 100.0 0.88 99.9 0.81 83.7 085 71.3 0.73
HNT-BIM 999 0.78 100.0 0.93 100.0 0.87 99.5 0.78 812 0.82 67.4 0.69
HNT-2PGD 100.0 091 100.0 0.88 100.0 0.91 100.0 0.92 83.6 0.84 785 0.80
¢, HNT-PGD 100.0 0.90 100.0 0.88 100.0 0.89 100.0 0.91 90.5 0.91 80.6 0.82
HNT-BIM 91.1 0.77 100.0 0.80 97.7 0.71 98.1 0.78 47.7 048 50.5 0.51
HNT-PGD 999 0.89 100.0 0.98 100.0 0.87 100.0 0.96 99.3 0.94 98.6 0.87
{oo HNT-BIM 100.0 0.93 100.0 0.97 100.0 0.93 100.0 0.88 99.2 092 98.1 0.86
HNT-APGD 100.0 091 100.0 0.94 100.0 091 100.0 0.88 96.4 091 984 0.91

4, Attack

20



Journal Pre-proof

ated from E consistently achieve higher transfer success rates and better perturba-
tion optimality compared to those crafted from a single model (C1). When target
models are less robust, the ensemble mainly fine-tunes the results. However, the
benefit becomes more pronounced against harder targets, such as C6 and C7 on
CIFAR-10, highlighting the role of the ensemble in generating more generalizable
perturbations. For example, under the /,,-norm on CIFAR-10, ensemble-based
HNT-APGD reaches 96.4% and 98.4% transfer success on C6 and C7, compared
to 70.2% and 53.9% using C1. A similar trend appears on ImageNet, where the
{-norm ASR improves from 74.7% (I4) to 100% with E. Overall, HORNET
combined with an ensemble of source models provides a further effective strategy

for crafting minimum-norm transferable adversarial examples.

Security Evaluation Curves. To complement the effectiveness analysis, we visu-
alize in Figure 3 the security evaluation curves obtained from the best-performing
variants of HORNET against the most robust CIFAR-10 models, C6 and C7.
These curves are used to compute the optimality score [12]. Each curve shows
how the robust accuracy (i.e., the inverse of ASR) decreases as the allowed per-
turbation size grows. The black line represents the empirical optimal curve, i.e.,
the best performance observed across all evaluated attacks. An effective attack
is expected to produce a steep curve that closely tracks the black line, indicating
its ability to significantly reduce robust accuracy with minimal perturbation. In
essence, the closer the curve is to the origin and the faster it drops, the higher
its optimality and, consequently, the more effective the attack is at breaking the

model’s robustness under tight perturbation budgets.

HORNET: Query Efficiency and Transferability Trade-off. We analyze the

query efficiency of HORNET by varying () (maximum query count) and observ-
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Figure 3: Security evaluation on CIFAR-10 for robust models C6 (left) and C7 (right) under /1,

s, and /., threat models (top to bottom).

ing the impact on ASR and optimality. In Figure 4 we report the results on CIFAR-
10 under ¢, /5, and ¢, norms using the best-performing fixed-budget attack vari-
ant, i.e., HNT-APGD. Across all norms, the ASR increases steadily with more
queries, while the median perturbation norm consistently decreases. This trend
highlights a clear trade-off: more queries lead to higher-quality, lower-norm ad-
versarial examples that are more transferable—but at a higher computational cost.

The computational complexity of HORNET indeed scales linearly with the num-
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Figure 4: Query efficiency of HNT-APGD on CIFAR-10 for target models C3, C4, and C5. Rows

correspond to ¢; (top), ¢> (middle), and /., (bottom) threat models. We report ASR (left) and

median perturbation norm (right) versus the number of queries.

ber of queries, as it re-executes the underlying fixed-budget attack at each step.

However, this process pays off quickly: already with a budget of 5 or 7 queries,

HORNET consistently achieves near-optimal ASR and norm values across multi-

ple targets, as shown in Figure 4. Beyond this point, performance gains saturate,

indicating that HORNET is highly efficient in practice. This demonstrates the

practical appeal of HORNET, which enables attackers to craft minimum-norm

transferable examples with just a few queries, while allowing them to adjust the

performance-cost trade-off based on query constraints.
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Figure 5: Adversarial examples generated by HNT-PGD on CIFAR-10. Each row shows two

predict:cat 1inf=0.0627

samples, for each of which we present the clean image (left), the corresponding adversarial image
(middle), and the amplified adversarial perturbation (right). We then report the true labels (left),

the adversarial predictions (middle), and the final /., norm of the perturbation (right).

Visual Comparison. Figure 5 shows adversarial examples generated by HNT-
PGD on CIFAR-10. The left column contains clean images with ground-truth
labels, while the next middle column displays adversarial examples generated en-
semble model E and transferred to the target model C1. The right column shows
the perturbation of the attack examples. We observe that the adversarial examples
generated by HORNET successfully fool the target model while remaining visu-
ally indistinguishable from the original images. This confirms the effectiveness
of HORNET in producing transferable attacks with minimal perturbation norms.
The perturbation maps are visually amplified to make the underlying noise pattern
visible; in practice, such perturbations are imperceptible, highlighting the stealth-

iness of the attack.

24



Journal Pre-proof

Perceptual Comparison. We lastly present in Figure 6 a perceptual analysis of
the adversarial examples generated by HORNET and LS-PGD. Specifically, we
employ the SSIM (Structural Similarity Index) and LPIPS (Learned Perceptual
Image Patch Similarity) metrics to quantify the perceptual distance between ad-
versarial examples and their corresponding clean images. The SSIM metric is
computed using an 11 x 11 sliding window, while LPIPS is evaluated with the
AlexNet backbone. As shown in the figure, HORNET achieves higher perceptual
similarity to the original samples than LS-PGD, indicating that the perturbations
generated by HORNET are less perceptible and better preserve the visual quality

of the input images.
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Figure 6: Visual comparison of adversarial examples generated by LS-PGD and HNT-PGD on
CIFAR-10. The top row shows the original clean images. The middle row displays the adversarial
examples from LS-PGD, and the bottom row shows those from HNT-PGD. The SSIM and LPIPS

perceptual metrics are reported for each generated image.

5. Related work

There has been significant research into the factors influencing adversarial
transferability. Liang et al. [45] proposed two knowledge transfer-based metrics
that represent complementary perspectives of transferability. Demontis et al. [14]
identified two key factors contributing to attack transferability: the intrinsic ad-

versarial vulnerability of the target model and the complexity of the source model
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used to optimize the attack. Zhang et al. [46] argued that transferability is jointly
influenced by model smoothness and gradient similarity.

Unlike the aforementioned works, which investigate factors affecting adver-
sarial transferability, our research focuses on developing a novel attack strategy to
craft minimum-norm transferable adversarial examples.

Most of the literature in this field has concentrated on developing strategies
to improve the transferability of fixed-budget attacks. Liu et al. [47] proposed
ensemble-based approaches to generate transferable adversarial examples by lever-
aging multiple source models. Xie et al. [48] improved transferability by apply-
ing random transformations to input images during the generation process. Zhu et
al. [49] introduced the Intrinsic Adversarial Attack, which aligns the adversarial
perturbation with the gradient of the joint data distribution to enhance transfer-
ability. Wang et al. [50] discovered a negative correlation between transferability
and the interactions within adversarial perturbations and proposed a novel loss
function to penalize these interactions, improving transferability.

While these works focus solely on maximizing the transferability success
rate, they often disregard the stealthiness of the perturbations. In contrast, our
work aims to develop attacks that achieve high transferability while maintaining
a minimal perturbation budget to ensure stealthiness. Liu et al. [17] were the
first to explore this direction, proposing a geometry-aware framework to gener-
ate minimum-norm transferable adversarial perturbations. However, their method
relied on a simple discrete search approach to find the optimal budget and was
limited to /., FGSM-based attacks.

In this work, we address these limitations by employing a more efficient search

method and conducting extensive experiments on a wide range of white-box fixed-
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budget attacks. Our approach demonstrates that it is possible to achieve both high
transferability and minimal perturbation magnitude, advancing the state-of-the-art

in crafting minimum-norm transferable adversarial examples.

6. Conclusion and Future Work

We introduced HORNET, a new framework for generating transferable adver-
sarial examples with minimal ¢,-norm perturbations. Unlike standard minimum-
norm attacks, which often fail to transfer reliably in black-box settings, HOR-
NET is designed to enhance transferability while keeping perturbations small. It
combines any gradient-based fixed-budget attack with an adaptive, query-efficient
search strategy that adjusts the perturbation budget on the fly. Through exten-
sive experiments across four /,, threat models, using 41 attack variants from major
adversarial libraries, we demonstrated that HORNET consistently improves both
ASR and perturbation optimality. Moreover, its query-efficient design allows it to
reach near-optimal results with just a few queries to the target model.

We acknowledge several limitations that motivate future work: (i) the transfer-
ability of HORNET may decrease when using narrow or misaligned model zoos
as source models f; (ii) although query-efficient, the overall cost still scales lin-
early with the maximum query count (), as the inner attack A is rerun at each
search step; and lastly (iii) HORNET is currently tailored to vision and ¢,-based
distances. Extending it to other domains requires two adaptations: first, replace
the attack A with domain-specific attack algorithms that respect discrete, func-
tional, or temporal constraints (e.g., tokens for NLP, functionality for malware, or
temporal consistency for time series); second, replace £, norms with perceptually

or task-appropriate distance measures (e.g., inaudibility metrics for audio, or the
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number of system calls for malware).
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Appendix A. Fixed-budget and Minimum-norm Attacks

In this paper, we consider several well-known minimum-norm and fixed-budget

attacks and different implementations of them (see Table B.6).

Minimum-norm Attacks. For minimum-norm attacks, we consider C&W, Deep-
Fool, PDPGD, FAB, FMN, and TR. DeepFool [20], a seminal minimum-norm
method, generates adversarial examples by iteratively linearizing the decision
boundary, achieving minimal perturbations under ¢5-norm constraints. The C&W [7]
attack is also popular for its ability to minimize perturbations, though it is compu-
tationally intensive as it requires internal optimization of hyperparameters. PDPGD [19]
iteratively minimizes perturbations under the £,-norm, while FAB [11], with its
intuitive geometric foundation, quickly yields high-quality results and minimizes
the size of perturbations. Trust Region (TR) methods [21] provide an alternative
approach by leveraging trust regions to ensure stable convergence, although these
methods can introduce higher computational costs. FMN [18] offers a fast and

scalable alternative that balances perturbation size with computational efficiency.

Fixed-budget Attacks. As for fixed-budget attack we consider FGSM, BIM,
PGD, PGD-/,, and APGD. FGSM [2] is a pioneering gradient-based method that
computes adversarial perturbations in a single iteration. BIM [23] and PGD [10]
extend FGSM to multi-step iterations, making PGD one of the most widely used
and robust gradient-based attack techniques. PGD-/, [9] further adapts PGD to
the ¢y, norm, enabling sparse perturbations. APGD [25] refines the PGD attack
by addressing issues related to suboptimal step size selection and shortcomings
of the loss function. Additionally, APGD-¢; [24] extends APGD to operate under

the ¢; norm, broadening its applicability to different types of perturbations.
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Appendix B. Experiments

Appendix B.1. Model Zoo

To perform a thorough evaluation, we benchmark the adversarial attacks on
both standard and robust models. For CIFAR-10, we test seven distinct models,
including an undefended WideResNet-28-10 [28] (C1) as baseline. Regarding
the robust models, we test a variety of defenses: Zhang et al. [29] (C2), which
proposes a certified defense; we select a lightweight CNN model from their pub-
licly available checkpoints. Stutz et al. [30] (C3) offer a confidence calibration
approach combined with adversarial training on a ResNet-20. Xiao et al. [31]
(C4) introduce a new activation function to improve robustness; we source their
pre-trained Sparse-ResNet-18 model. Wang et al. [32] (C5) combine data aug-
mentation with adversarial training, for which we use their WideResNet-28 of
width ten equipped with a Swish activation function. It is worth noting that model
C4 has been specifically designed to cause gradient obfuscation; we deliberately
include this model in the evaluation to assess the efficacy of the attacks under
masked gradient conditions. Lastly, we include a robust certified defense via ran-
domized smoothing from Cohen et al. [33] (C6) and an adversarial purification de-
fense from Yang et al. [34] (C7). For the ImageNet dataset, we source pre-trained
models from the Robustbench [28] library. We select an undefended pre-trained
ResNet-50 model [35](I1) as a baseline; three adversarially trained models, in-
cluding a ResNet-50 from Wong et al. [36] (I12), a WideResNet-50-2 from Salman
et al. [37] (I3), and an XCiT-S12 model from Debenedetti et al. [38] (I4).
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Appendix B.2. Transferability of Minimum-norm Adversarial Examples

In the main paper, our minimum-norm experiments (Table 1) focused on PGD
to provide a direct methodological comparison between HORNET and a standard
Line Search (LS) baseline. To provide a more comprehensive perspective, Ta-
ble B.7 expands this evaluation. This table includes the additional fixed-budget
attacks considered in our study (e.g., APGD) and reports the median L., per-
turbation norm along with the optimality metric. The median norm illustrates
HORNET’s advantage in black-box transfer scenarios. For standard minimum-
norm attacks like LS-PGD, the median norm in transfer settings (e.g., C1—C3)
is often co. This occurs because the attack is ineffective and fails to achieve at
least a 50% attack success rate (ASR), meaning a median successful perturbation
is never found. In contrast, LS-paired and HORNET-paired attacks consistently
find adversarial examples, resulting in finite median norms. Furthermore, we can
see how HORNET-paired attacks consistently find lower medians and are overall
more optimal than the baseline LS. We omit the C2 model from this table. Its low
clean accuracy resulted in misleading median norms of 0.0 for most attacks, as
they trivially succeeded on samples that were already misclassified. Finally, this
expanded table shows that HNT-APGD is highly effective, achieving white-box
performance on par with top-performing attacks like FMN, while maintaining su-

perior black-box transferability.

Appendix B.3. Statistical Reliability of HORNET

HORNET does not involve any randomization that could affect outcomes: ap-
plying existing attacks or HORNET itself across the full dataset produces identical
outputs. The only potential source of variability comes from the specific subsets

of data used during evaluation on ImageNet. To quantify this, Table B.8 reports
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Table B.6: List of attack implementations considered in HORNET.

Library
AdvLib ART Cleverhans DeepRobust FoolBox TorchAttacks Original

¢y PGD-{, [9] v
FGSM [2] v
BIM [23]
PGD [10]
APGD-/; [24] v v
FGSM [2]
BIM [23]
PGD [10]
APGD [25] v v
FGSM [2]
BIM [23]
PGD [10]
APGD [25] v v

¢, Attacks

%

SNENEN
SNENEN

Lo

SNENEN
SNENEN

ENENEN
AN

the ASR of HORNET when evaluated on different randomly sampled subsets of
ImageNet. The observed deviations are consistently small, confirming that our

findings are robust and statistically reliable.

Appendix B.4. Hyperparameters

For the HORNET attacks, such as HNT-PGD, we set the maximum perturba-
tion (i.e., the initial upper bound for the HORNET binary search—to the theoret-
ical maximum attack budget permitted by the input data). Here, the maximum
refers to the largest possible ¢, norm that a perturbation can assume given the di-
mensions and value range of the input image. Based on these calculations, the
resulting maximum perturbations for CIFAR-10 were ¢, = 3072, ¢; = 3072,
¢y = 55.426, and (., = 1.0, while for ImageNet they were {; = 150528,
¢4 = 150528, {5 = 387.979, and /-, = 1.0.

For all attacks considered in our experiments, including minimum-norm and
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Table B.7: Transferability comparison of minimum-norm attacks and fixed-budged attacks paired
with a line-search strategy(LS) and HORNET (HNT) under the ¢,,-norm. We report the Attack
Success Rate (ASR), optimality (§) and median perturbation ¢.,-norm for each attack. The C'1 —
C'1 scenario serves as a white-box baseline, while the other columns show transfer performance.
Notation “C1 — C2" indicates that adversarial examples are crafted on source model C1 and

evaluated on target model C2.

Cl—Cl Cl—C3 Cl—C4 Cl—C5
Attack

ASR ¢ lp ASR & iy, ASR & Iy ASR ¢ Iy
PDPGD [19] 100,0 0,980 0,003 0.8 0,008 oo 53 0060 oo 00 0,000 oo
FAB [11] 100,0 0,972 0,003 0,5 0,006 oo 52 0059 oo 0,0 0000 oo
FMN [18] 100,0 0,967 0,003 0,7 0,007 oo 53 0058 oo 0,0 0000 oo
TR [21] 100,0 0,662 0,005 55 0018 oo 54 0046 oo 0,1 0001 oo
DeepFool [20] 100,0 0,663 0,005 53 0018 oo 54 0046 oo 01 0001 oo
C&W [7] 100,0 0,668 0,005 1,6 0012 oo 52 0044 oo 0,0 0,000 oo
LS-FGSM 972 0,554 0,006 98,0 0,217 0,014 42,9 0,149 0,100 70,8 0,636 0,180
LS-APGD 100,0-0,000 0,020 99,9 0,000 0,020 59,1 0,000 0,120 79,4 0,661 0,220
LS-PGD 100,0 0,000 0,020 99,9 0,000 0,020 59,0 0,000 0,100 74,9 0,634 0,240
LS-BIM 100,0 0,000 0,020 99,7 0,000 0,040 45,5 0,000 0,140 50,9 0,424 0,300

HNT-APGD 100,0 0,988 0,003 100,0 1,000 0,003 100,0 1,000 0,002 93,9 0,976 0,003
HNT-PGD 100,0 0,702 0,004 100,0 0,724 0,004 100,0 0,731 0,003 93,5 0,967 0,005
HNT-BIM 100,0 0,698 0,004 99,9 0,720 0,004 96,6 0,701 0,003 94,2 0,975 0,005
HNT-FGSM 99,8 0,559 0,006 99,8 0,553 0,006 94,8 0,516 0,003 94,7 0,956 0,006
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Table B.8: ASR comparison of HORNET-paired attacks on ImageNet under different £,,-norms.
Results show the mean and standard deviation of the Attack Success Rate (ASR) for the best
implementation of each attack. Both single-source (/1 — [2) and ensemble-source (E — 12)

transfer scenarios are reported.

¢, Attack I1—-12 I1—13 I1—-14 E—12 E—13 E—14

oy HNT-PGDy 67.0 £0.22 644 +£0.26 41.4+0.24 77.6£0.17 77.2+£0.26 48.9 +0.24
HNT-APGD 37.1 £0.15 41.3+0.27 103 +0.24 96.1 £0.15 98.2 +0.21 54.4 1+ 0.13
¢; HNT-BIM 102 +£0.17 884026 554024 756+£021 795+026 53.3+0.24
HNT-pGD 10.1 £0.15 84+£0.26 52+£024 77.0£0.37 809+£0.26 539=+0.24
HNT-APGD 89.3 £0.25 90.5 +0.26 74.7 +0.24 99.7 £ 0.12 100.0 + 0.26 99.2 £ 0.24
¢y HNT-BIM 74+0.14 58=£0.21 37£0.08 972+035 993 +0.26 93.2+0.25
HNT-pGD 87.6 £0.27 88.4+026 71.1+024 994+£0.35 999+£0.26 983+£0.24
HNT-PGD 100.0 £ 0.35 100.0 £ 0.21 100.0 £ 0.24 100.0 = 0.35 100.0 = 0.16 100.0 £ 0.24
loo HNT-APGD 89.3 £0.25 90.5£0.26 74.7 £0.14 100.0 = 0.30 100.0 & 0.22 100.0 & 0.32
HNT-BIM 100.0 £ 0.43 100.0 £ 0.26 100.0 £ 0.24 100.0 £ 0.37 100.0 £ 0.16 100.0 £ 0.28

fixed-budget ones, we followed the default hyperparameters provided in the re-
spective official implementations (e.g., ‘adv_lib* defaults of 40 iterations and step
size 0.01/0.3 for PGD). These parameters are applied at each evaluated e during
HORNET’s binary-search procedure. When multiple implementations were avail-
able, we verified that the total number of iterations and the overall computational

budget were equivalent across methods to ensure a fair and consistent comparison.
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