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Abstract

Robust decision making is a central bottleneck for automated driving (AD). Even rare
policy failures can translate into safety-critical outcomes, and therefore learning-based
approaches must deliver not only high nominal performance but also stability and reliability
under perturbations. Deep reinforcement learning (DRL) provides a principled framework
to learn driving policies from interaction, yet state-of-the-art methods still face recurring
gaps in practice. They are often brittle under distribution shift, hard to train reproducibly
in safety-constrained tasks, and vulnerable to atypical or adversarial behaviors by other
agents. This thesis advances the state of the art by introducing and validating a coherent
training stack for robust DRL-based decision making that treats stability and safety as
design objectives. The core claim is that robustness emerges from structured problem
formulation, training processes that control difficulty over time, systematic evaluation under
operational design domain (ODD) shifts, and systematic exposure to failure modes through
adversarial interactions. Concretely, the proposed pipeline integrates maneuver-level action
abstraction, curriculum learning (CL), scenario diversification and benchmarking for ODD
coverage, and adversarial fine-tuning with explicit realism constraints. Across highway
driving and automated parking (AP), results show that posing the decision problem at
the maneuver level reduces unsafe exploration, improves learning efficiency, and yields
more interpretable policies than flat low-level control. In low-speed maneuvering, staged
curricula mitigate common local minima and enable stable convergence, while a transfer
study in CARLA confirms that the training logic generalizes to higher-fidelity simulation
when timing and perception are tuned appropriately. To quantify generalization beyond
single scenarios, the thesis introduces a unified CARLA parking benchmark that exposes
the performance impact of operational design domain (ODD) shifts across perpendicular,
skewed, and parallel geometries and supports targeted fine-tuning for ODD expansion. For
robustness under strategic interactions, the thesis studies attacker—victim training in AP
and proposes Regularized Adversarial Fine-Tuning (RAFT) for CARLA parking. RAFT
addresses a key failure mode of naive zero-sum formulations, namely degenerate collision-
seeking or region-blocking opponents, by regularizing the adversarial objective to favor

challenging yet feasible interactions. Empirically, RAFT preserves baseline success in the
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static parking ODD while improving trajectory-quality indicators such as alignment error
and reverse actions, without catastrophic forgetting. Taken together, the presented methods
and the accompanying environments, interfaces, and benchmarks provide a practical basis
to train, evaluate, and harden DRL policies for AD beyond nominal conditions. They also
make it easier for other researchers to reproduce results and to build on this work, including
automated curriculum design, multi-agent robustness with data-driven behavior priors, tighter

integration with safety guarantees and verification, and sim-to-real validation.
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Chapter 1

Introduction

1.1 Motivation

Automated driving (AD) represents one of the most transformative applications of artificial
intelligence, with the potential to reduce accidents, alleviate congestion, and expand mobility
access. The World Health Organization identifies traffic accidents as a leading cause of death
and injury, with human error responsible for the majority of cases [92]. By mitigating human
limitations such as distraction, fatigue, and impaired judgment, automation can directly
contribute to safer and more efficient transportation [54, 82]. Yet, unlike other domains of
machine learning where occasional failures are acceptable, failures in driving systems may
have catastrophic consequences [27].

One of the central challenges of AD lies in robust decision making. While perception
systems for object detection, lane recognition, and sensor fusion have advanced signifi-
cantly, perception alone does not ensure safety [62, 15]. What ultimately matters is how an
automated vehicle (AV) chooses to act under uncertainty, sensor noise, or adversarial dis-
turbances [123, 75]. Decision making in traffic involves navigating multi-agent interactions
where the intentions of others are uncertain, balancing safety, efficiency, and compliance with
implicit social norms [120]. Traditional optimization-based planning approaches provide in-
terpretability and guarantees in structured conditions but struggle to scale to the combinatorial
complexity of real-world traffic [74].

Deep reinforcement learning (DRL) has emerged as a compelling alternative. By combin-
ing reinforcement learning (RL) [119] with deep neural networks (DNNs), DRL agents can
directly map high-dimensional sensory observations to actions, learning through interaction
with their environment. DRL has demonstrated strong performance in sequential decision
problems such as Atari [84], Go [116], and robotic control [65, 71], and its adoption in AD
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is steadily growing [39, 56]. However, translating these results from simulation benchmarks
to safety-critical driving contexts exposes several persistent gaps.

Despite this progress, current DRL-based decision-making approaches still face major
barriers when deployed in safety-critical driving contexts. In particular, reward maximization
alone does not guarantee safe behavior, and policies often remain brittle when conditions
deviate from those seen during training [5, 47, 30]. In addition, training can be unstable and
difficult to reproduce, with outcomes that vary across random seeds, hyperparameters, and
implementation choices [7]. Multi-agent interactions further amplify uncertainty, since the
intentions and reactions of other road users cannot be fully controlled or predicted [121].

From a practical AD perspective, these limitations translate into open questions about
how to develop policies that are both effective and verifiably reliable, how to evaluate them
beyond nominal test cases, and how to harden them against disturbances and adversarial
behaviors [100, 36]. The motivation of this thesis is therefore to treat robustness and
policy stability in AD as primary development objectives. The research follows a staged
trajectory, beginning with decision making in simplified driving environments, advancing
toward complex parking in high-fidelity simulators, and culminating in adversarial learning
frameworks for robustness evaluation and improvement. This structured approach enables
both the generation of effective DRL-based decision-making agents and the development
of methodologies for their testing, evaluation, and fine-tuning. The ultimate goal is to
contribute to AD systems that are not only capable but also demonstrably robust in the face

of uncertainty and adversarial conditions.

1.2 Research gaps and problem statement

AD is often conceptualized as a pipeline spanning perception, pre-processing, decision
making, and control [40] (Fig. 1.1). Perception gathers raw data from sensors such as
cameras, LiDAR, radar, or ultrasonic devices. Pre-processing transforms these signals into
structured representations such as semantic maps or object lists [139]. Decision making
constitutes the central reasoning module, translating processed perception into tactical or
operational maneuvers [131]. Control then executes steering, throttle, and braking commands
to realize the chosen actions [91].

From a learning perspective, the decision-making module operates under partial ob-
servability, multi-agent interactions, and uncertain dynamics. These properties motivate
model-free DRL, but they also sharpen three gaps that this thesis explicitly targets.

First, standard objective design provides weak safety guarantees, and reward misspecifica-

tion can induce unsafe or brittle strategies, which is particularly problematic in safety-critical
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Fig. 1.1 Automated driving pipeline, simplified.

settings [5]. Second, policies often generalize poorly under distribution shift; for instance,
changes in traffic density, road geometry, sensing noise, or weather can substantially degrade
performance [47, 30]. Third, training stability and reproducibility remain open issues, with
results that can vary widely across seeds and implementation details [7].

In this thesis, robustness is treated both as resistance to such scenario variations and as the
ability to withstand intentional disturbances from other agents. Adversarial learning studies
show that DRL policies can be sensitive to carefully crafted perturbations or adversarial
behaviors, motivating systematic stress testing and adversarial fine-tuning as complementary
tools for evaluation and improvement [100, 36].

At the strategic level, route planning determines global paths through road networks
[8, 97, 113]. At the tactical level, the agent must decide maneuvers such as overtaking,
yielding, or selecting a parking maneuver [38, 115, 113]. At the operational level, it must
generate and execute feasible trajectories, controlling continuous variables such as steering,
throttle, and braking [93, 38]. Classical modular architectures separate these levels into
prediction, behavior planning, and motion planning [93, 113], while DRL-based systems
may collapse tactical and operational decision making into a unified policy.

In the presented work, we address this hierarchy in different AD contexts. In highway-
env, tactical decision making is modeled with discrete actions corresponding to high-level

9 ¢

maneuvers such as “keep lane,” “overtake,” or “move to rightmost lane.” In Unity, the focus
shifts to low-speed maneuvering, where the agent must navigate around obstacles in a 3D
environment, emphasizing CL to promote stable training and generalization. In CARLA,
the challenge becomes automated parking (AP), where realistic physics and photorealistic
rendering demand continuous control and reward functions (RFs) that combine dense shaping

with sparse safety constraints.
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Beyond stable policy generation, the thesis addresses robustness through adversarial RL,
formulated as a two-player Markov game [72]. Here, the AV acts as the victim agent, while
an adversary is trained to expose weaknesses. The adversary may pursue a purely competitive
reward or a regularized objective that discourages unrealistic strategies. This adversarial setup
provides a systematic framework for stress-testing policies and for adversarial fine-tuning,
allowing robustness to be treated not as an emergent property but as an explicit target.

The problem formulation is thus twofold: first, to design DRL agents driven by safe
and effective decision-making policies across tasks of increasing fidelity and abstraction;
second, to develop frameworks for evaluating and enhancing robustness under environmental

variability and adversarial interaction.

1.3 Contribution

This thesis is organized around the gaps identified in the previous section. In particular, it
addresses (i) safety-oriented decision making under reward-based learning, (ii) generalization
under scenario variation, (iii) training stability and reproducibility, and (iv) robustness
assessment and improvement under disturbances and adversarial interactions.

To address the safety and decision-making gap, we study high-level DRL decision making
in highway scenarios using highway-env, where discrete action abstraction supports safety-
oriented reward shaping and improves sample efficiency compared to direct low-level control.
To address training stability and generalization, we introduce a CL setup for low-speed
maneuvering in Unity and analyze how curriculum design affects learning dynamics and
out-of-configuration performance. To address generalization and evaluation at higher fidelity,
we develop DRL agents for AP in CARLA and propose scenario diversification mechanisms
to test performance across geometric variations under realistic dynamics and continuous-
control constraints. Finally, to address robustness evaluation and improvement, we introduce
adversarial policy learning to systematically stress-test highway policies and propose RAFT,
a regularized adversarial fine-tuning framework for parking tasks, designed to expose and

mitigate failure modes that arise under disturbances or adversarial agent behaviors.

1.4 Organization of the thesis

The remainder of this thesis is organized as follows. Chapter 2 reviews the current state-
of-the-art for both decision making for AD and adversarial policies, as well as providing
theoretical background on RL, DRL algorithms such as PPO, CL, and robustness. Chapter 3

presents high-level decision making in highway-env, focusing on the generation of different
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driving styles through reward shaping. Chapter 4 addresses decision making for AP in high-
fidelity simulation environments such as Unity and CARLA, examining CL and scenario
diversity as a method to improve generalization. Chapter 5 introduces adversarial policy
learning, presenting its application to highway driving and the RAFT framework for AP.

Chapter 6 concludes by synthesizing insights and discussing implications for robust AD.






Chapter 2

Background

2.1 Related work

2.1.1 DRL for decision making in automated driving

Decision making represents one of the central challenges in AD, as it connects the per-
ception and control layers by determining how and when maneuvers such as lane changes,
merging, overtaking, or intersection crossing should be executed [76]. Unlike trajectory
tracking or vehicle stabilization, which can often be addressed with classical controllers
such as Proportional-integral—derivative controller (PID) [34] or Model Predictive Control
(MPC) [108], tactical decisions require reasoning about dynamic interactions with other
vehicles, long-term planning, and compliance with safety and comfort requirements [50].
DRL has been increasingly studied for this purpose, since it allows agents to learn decision
policies directly from interactions with traffic environments, without requiring hand-crafted
rules or exhaustive enumeration of scenarios [132, 48].

One of the earliest contributions in this area is by Mirchevska et al. [83], who frames
lane-change decisions as a discrete action problem, where the agent could choose to keep its
lane or initiate a left or right lane change. Low-level motion control was decoupled from this
process and handled by a separate planner, ensuring feasibility of the selected maneuver. The
reward design incorporated safety margins, legality constraints, and comfort metrics such as
jerk and acceleration bounds. Evaluation in highway-like scenarios showed that the DRL
agent learned policies that were not only collision-free but also smoother than rule-based
baselines.

Following this, attention shifted to modeling inter-vehicle interactions more explicitly.
Leurent et al. [64] present an architecture that integrates an attention mechanism into the
policy network. Rather than concatenating the states of surrounding vehicles into a fixed-size
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input, the attention module dynamically weighs the influence of each neighbor, ensuring
permutation invariance and allowing the policy to scale to varying traffic densities. This
design enabled the agent to focus on the most critical vehicles, such as those in adjacent
lanes during merging. The framework was evaluated in dense multi-lane traffic environments,
where it outperformed standard DRL approaches in terms of both safety and efficiency,
producing decisions that appeared more socially compliant. The introduction of social
attention marked a step forward by showing how relational reasoning can be incorporated
into decision-making agents.

The problem of reliability under unfamiliar conditions was addressed by Hoel et al. [49].
Recognizing that DRL agents can behave unpredictably in out-of-distribution states, the au-
thors augmented decision policies with uncertainty quantification. They employed ensembles
with randomized prior functions to estimate epistemic uncertainty in Q-value predictions.
This mechanism allowed the system to detect when its decisions were unreliable and switch
to fallback strategies that favored safety. Experiments in highway driving scenarios showed
that uncertainty-aware agents achieved lower collision rates than standard Deep Q-Network
(DQN) [84] agents, especially in corner cases where the distribution of training data was
sparse. By explicitly addressing confidence, this work bridged the gap between pure learning
approaches and the safety requirements of real-world deployment.

While uncertainty quantification provides a safeguard, other studies emphasized im-
proving scene representation to enhance policy learning. Liu et al. [73] proposes a method
incorporating a Transformer encoder with a Soft Actor—Critic (SAC) [43] agent. The Trans-
former captures spatial and temporal relations among traffic participants, enabling the policy
to infer intentions and interactions over time. In comparison to convolutional or fully
connected encoders, the Transformer-based representation significantly improved sample effi-
ciency and policy robustness. Evaluations in urban driving environments confirmed smoother
maneuvers, fewer abrupt lane changes, and higher route completion rates. This contribution
highlighted the benefits of cross-pollination between advances in sequence modeling and
DRL-based decision making.

More recent works further extend this idea by explicitly modeling spatio-temporal inter-
actions among traffic participants within the decision-making process. Zhang et al. in [3]
proposed a DRL framework that integrates Long Short-Term Memory (LSTM) networks
with Graph Attention Networks (GAT), enabling the agent to jointly reason over temporal
evolution and relational dependencies among surrounding vehicles. By embedding this
spatio-temporal fusion module into the policy network, the agent demonstrated improved
decision consistency and robustness in dense traffic scenarios, outperforming conventional

DRL architectures relying on static state encodings.
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Safety-oriented formulations constitute another important line of research. He et al. [45]
introduce adversarial perturbations that are deliberately injected into the agent’s observations
during training. The actor—critic framework was constrained to maintain stable behavior under
these disturbances, thereby producing policies robust to sensor noise and partial observability.
In controlled lane-change tasks, the observation-robust agents exhibited significantly fewer
unsafe maneuvers compared to standard baselines. Complementing this, Mohammadhasani
et al. [85] develop a method in which unsafe trajectories are excluded from the replay buffer
by design. This mechanism prevents catastrophic exploration, accelerates convergence, and
improves the overall safety of learned policies. Together, these works demonstrate how safety
constraints and robustness considerations can be embedded directly into the DRL training
process.

Building on safety-aware formulations, recent studies have explored robustness through
the integration of expert knowledge into DRL decision policies. Li et al. [66] proposed a
framework where expert guidance is incorporated during training to constrain policy updates
in critical situations, reducing unsafe exploration and improving generalization to unseen
traffic conditions. Experimental results showed that expert-guided agents achieved lower
collision rates and more stable decision behaviors compared to purely data-driven DRL
baselines.

Similarly, Wang et al. [130] address the limitations of single-expert imitation by intro-
ducing a DRL framework trained with multiple expert demonstrations. By aggregating
heterogeneous driving strategies within a PPO-based policy, the proposed approach mitigated
expert bias and improved policy robustness across diverse driving styles. This line of work
highlights a growing trend toward hybrid learning paradigms, where DRL is combined with
structured prior knowledge to enhance reliability in complex decision-making tasks.

Beyond general tactical decision frameworks, some research has targeted scenario-
specific challenges. Wu et al. [137] proposed a pipeline where an auxiliary critic provided
additional gradient information to stabilize the actor—critic training loop. This approach
reduced variance in gradient estimates and improved policy robustness across diverse traffic
scenarios, illustrating how architectural modifications can strengthen DRL decision-making
systems.

Most recently, emerging research has investigated the integration of large language
models (LLMs) into DRL-based decision-making pipelines. Xu et al. [141] introduced a
teacher—student framework in which an LLM provides high-level guidance to a DRL agent
during training. The LLM acts as a semantic reasoning module, offering corrective feedback

and shaping rewards in complex scenarios. This hybrid approach demonstrated accelerated
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Table 2.1 Summary of state-of-the-art DRL approaches for decision making in automated

driving.

Ref Approach Simulator Scenario

[83] High-level Decision Making PELOPS [1] Highway, Lane-change
[64] Transformer [129] highway-env [63] Highway, Traffic
[49] Randomized Prior Functions (RPF) SUMO [59] Highway

[73] Transformer [129] + SAC [43] CARLA [28] + SMARTS[144] Urban

[3] LSTM-GAT Spatio-temporal DRL highway-env [63] Highway, Dense traffic
[45] Observation-adversarial DRL SUMO [59] Lane-change

[85] DQN [84] highway-env [63] Highway

[66] Expert-guided DRL SMARTS [144] Highway, Lane-change
[130] Multi-expert DRL (PPO) [112] CARLA [28] Urban driving
[137] | Random network distillation (RND) [14] + PPO [112] TORCHS [138] Race track
[141] LLM-guided DRL (Teacher-Student) TESSNG [53] Urban, Multi-scenario
[98] Deep Deterministic Policy Gradient (DDPG) [70] CARLA [28] Urban navigation
[42] PPO [112] CARLA [28] Intersection

learning and improved robustness in challenging traffic situations, suggesting a promising
direction for combining symbolic reasoning capabilities with data-driven decision policies.

The application of DRL to high-fidelity simulators has further validated its potential.
Pérez-Gil et al. [98] implements an end-to-end DRL controller that combined sensor inputs
with continuous control actions. The agent successfully navigated urban layouts with traffic
and obstacles, confirming the feasibility of DRL in realistic simulation environments, but
also revealing challenges in training stability and generalization. Gutiérrez-Moreno et al. [42]
focuses on the highly interactive scenario of unsignalized intersections. Agents learned gap
acceptance and priority handling strategies, reducing deadlocks and collisions compared
to heuristic approaches. These results demonstrate how DRL can autonomously acquire
cooperative behaviors in complex multi-agent traffic contexts, an essential step toward
broader applicability in urban driving.

A summary of the presented state-of-the-art works for DRL decision making in AD is

reported in Table 2.1.

Driving simulation frameworks

The study of decision making with DRL relies heavily on simulation, since training directly
on real vehicles is unsafe, expensive, and impractical due to the vast number of interactions
required. Simulation frameworks provide controllable, repeatable, and safe environments
in which to prototype and evaluate learning-based agents. Among the most widely used in
the AD research community are highway-env [63], Unity ML-Agents [2], and CARLA [28],
each offering different levels of fidelity, flexibility, and computational efficiency. Table 2.2

offers a general overview of the compared simulation frameworks.
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Unity is a multi-industry graphic engine that can be flexibly modified in terms of its
simulation environment and settings, with a variety of easily pluggable automotive sensors,
such as lidars, radars, cameras, and semantic cameras. Additionally, the generation of dif-
ferent observations is straightforward. The graphical user interface makes the interaction
pleasant and efficient, without the need to explore the source code. A Unity simulation
implies physics computation and rendering, at least when the input to the agent includes a
camera, leading to much higher computational demand. This issue (which is common to all
environments) can be efficiently handled because Unity offers the possibility of instantiating
several environments in a single process (scene) and/or executing several scenes simultane-
ously, which significantly reduces the training time by exploiting the different cores of the
CPU. As a major limitation, the types of selectable NN architectures (and tunable parameters)
are very limited (e.g., dense and convolutional NNs, which do not implement state-of-the-art
mechanics such as attention). Unity can be interfaced through the ML-agents Python library
as an Open AI Gym environment, thus allowing the exploitation of any NN architecture or
custom. However, the available documentation is limited, and we are not aware of reports on
this topic in the literature.

Highway-env, on the other hand, is an automotive-specific DRL environment that directly
supports high-level concepts such as vehicles and lanes. The framework offers several
predefined simulation environments representing different driving scenarios, such as driving
on a highway, navigating a roundabout, and parking. In addition to the learning agent (i.e.,
the ego vehicle), such environments can also be easily populated by concurrent nonplayer
vehicles (NPVs). The built-in hook to OpenAI’s Gym API enables very efficient and
fast model training and policy tuning. All environments are indeed rendered in 2D with
a bird’s-eye view and can be easily interfaced through the Pygame Python library. For
cars, highway-env employs the bicycle kinematic model [101], a linear acceleration model
based on the intelligent driver model (IDM) [127], and lane-changing behavior based on
the MOBIL [55] model. The behavioral decisions of the nonego cars are made through
heuristics. One of the main advantages of highway-enhanced methods is their simplicity and
low computational cost. This makes it a great tool for developing new and benchmarking
DRL algorithms without the added complexity of more sophisticated environments [11]. The
goal, RFs, and observation space for the learning agent can be easily set and adjusted at
the user’s discretion to best fit the problem at hand. Modifying the environment (e.g., the
number of lanes, the topology of roads, and intersections) and implementing variations of
the tasks (e.g., overtaking, reaching a goal in a narrow space) is possible by operating at the

source code level. On the other hand, the realism and variety of scenarios and objects are
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limited (e.g., there are no pedestrians or motorbikes/bicycles), which are necessary for proper
training and testing of a realistic agent.

SUMO [59] is a microscopic traffic simulator widely adopted for learning and evaluating
tactical driving policies, particularly in highway and lane-change scenarios. Its lightweight
design and efficient execution enable large-scale experimentation and rapid policy iteration,
making it especially suitable for curriculum learning, safety analysis, and ablation studies.
However, SUMO relies on simplified vehicle dynamics and abstract representations, limiting
its applicability for perception-driven or low-level control tasks.

SMARTS [144] has emerged as a modern multi-agent simulation platform explicitly
designed for learning-based autonomous driving. Built on top of SUMO, SMARTS extends
traditional traffic simulation by supporting heterogeneous agents, social driving behaviors,
and standardized evaluation benchmarks inspired by real-world datasets. Its tight integration
with reinforcement learning frameworks and focus on interaction-rich scenarios make it par-
ticularly relevant for studying decision making under dense traffic and multi-agent conditions.
As such, SMARTS bridges the gap between lightweight traffic simulators and high-fidelity
environments, providing a scalable yet interaction-aware testbed for DRL research.

TORCS (The Open Racing Car Simulator) [138] is an open-source driving simulator
originally developed for racing scenarios, which has been widely adopted in early reinforce-
ment learning research. Its Python-accessible variant, often referred to as TORCHS, has been
used to evaluate DRL-based decision and control policies under high-speed and continuous-
action conditions. TORCS provides a simplified yet physically grounded vehicle model and
supports continuous control inputs, making it suitable for studying decision making coupled
with aggressive maneuvers and control constraints. While its focus on racing environments
and limited traffic interaction reduce its relevance for general urban or highway driving,
TORCS remains a valuable benchmark for analyzing learning stability, exploration strategies,
and policy robustness in dynamic and safety-critical scenarios. Consequently, it is primarily
employed as a specialized testbed rather than a comprehensive automated driving simulator.

CARLA is an open-source platform for simulating and testing AD systems. It provides a
high degree of flexibility in terms of customization and control of the environment’s physics,
supporting the design of complex scenarios, which is very useful for DRL experimentation.
CARLA provides predefined maps and tools (e.g., Scenario Runner [18] and map editor [17])
for developing simulations in highly realistic and/or customized settings. It also features
an impressive catalog of carefully simulated vehicle models, with parameters including the
maximum RPM, the moment of inertia of the vehicle’s engine, the gear switch time, and
the drag coefficient of the vehicle’s chassis. This is also possible thanks to the reliance

on the Unreal Engine game engine [128], which provides high-quality 3D rendering and
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physics simulations. CARLA uses a modified Unreal 4.26 fork, which contains patches
specific to CARLA and requires powerful hardware. Vehicles” dynamic models are based
on NVIDIA PhysX [90], which is the standard Unreal Engine 4 vehicle model. The tool’s
learning curve is quite steep. The overall sophistication and complexity of the environment
also have implications for training, which is sensitive to parameters such as the vehicle type,
the observations, and, particularly, the timing of the simulation world advancement and the

agent decision.

Table 2.2 Comparison of simulation frameworks commonly used for DRL decision making
in automated driving.

Highway-env [63]

ronment for highway
and multi-lane driving

easy  reproducibility,
simple interface

Simulator Features Strengths Application focus
Lightweight . . .
Python/Gym envi- Very fast simulation, | Early-stage prototyping,

benchmarking of decision-
making algorithms

Unity ML-Agents [2]

General-purpose 3D en-
gine with RL API

High flexibility, com-
pletely  customizable
scenarios

Proof-of-concept studies, visu-
ally rich but controlled driving
tasks

SUMO [59]

Traffic simulation with
abstract vehicle dynam-
ics

Extremely fast, scal-
able, ideal for large-
scale DRL training

Tactical
highway and
scenarios

decision making,
lane-change

SMARTS [144]

Multi-agent driving sim-
ulator built on SUMO
with RL benchmarks

Interaction-aware, sup-
ports social driving and
multi-agent learning

Decision making under dense
traffic and multi-agent condi-
tions

TORCS [138]

Racing-oriented simula-
tor with continuous ve-
hicle dynamics

Stable physics, suitable
for continuous-action
DRL

High-speed driving, decision
and control in racing scenarios

CARLA [28]

Dedicated AD simulator
on Unreal Engine with
urban layouts and full
sensor suite

High realism, extensibil-
ity, community bench-
marks

Comprehensive evaluation of
AD systems in realistic traffic
scenarios

In summary, the choice of the simulation framework depends on the specific needs
and goals of the research project. If realism and physical precision are the main priorities,
CARLA would be the ideal choice. Highway-env, on the other hand, is a very convenient
option for easy deployment and rapid prototyping and seems particularly suitable as a
starting benchmark for novel AD DRL algorithms. Finally, the Unity ML-Agents toolkit may
provide an excellent trade-off between the fidelity of VR representations and the efficiency

of modeling, training, and simulation.

2.1.2 Robustness and adversarial learning

Robustness is a central requirement for deploying DRL-based decision policies in safety-

critical driving scenarios. Recent attempts to improve robustness deploy different kinds of



14 Background

adversarial policies in robotic simulation problems. In [100], Pinto et al. introduce Robust
Adversarial Reinforcement Learning (RARL), which consists in training an adversarial agent
with the objective of modifying the environment dynamics to destabilize the victim agent. At
first, only the victim policy is trained while the adversarial policy is frozen. Afterwards, the
opposite is true and this sequence is repeated until convergence. This results in a more stable
and robust final victim policy when compared to the application of traditional DRL methods.

This method has also been improved upon by applying physical constraints to the ad-
versarial perturbation that the agent can apply to disrupt the victim, achieving promising
results even under real-life thresholds [80]. Pan et al. [94] adopt a risk-aware version of the
original RARL work by deploying a risk-averse protagonist and a risk-seeking adversary in a
competing AD scenario to include catastrophic or unexpected events in the models trained
buffer.

The adversarial policy has direct access to environment dynamics and is able to act upon
the state of the system itself, whereas more recent studies introduce a physical attacker entity
acting in the simulation environment the same way as the victim would. Gleave et al. [36],
introduce this concept by analyzing the effect this adversarial agent has on the victim on
an observation level in different zero-sum two-player competitive games. As in RARL, the
objective of the attacker is defined through the minimization of the reward intake of the
victim model. The victim policies are pre-trained through classical self-play and then frozen
for the duration of adversarial learning. The adversarial policy fails to effectively learn how
to play the game efficiently, but still manages to win against a well-trained opponent by
inducing off-distribution neural activations in the victim’s policy network. Here, through
a re-training procedure, the victim policy becomes robust to the current adversary. Such
adversarial policies have also proven to be capable of beating state-of-the-art Als at GO,
which were capable of defeating human champions of the game [133].

Since the proposed methods only tackle zero-sum games, their applicability to more
complex problems remains limited. To assess this problem, Guo et al. [41] introduce a
new adversarial learning algorithm by designing a new optimization function, based on the
Trust Region Policy Optimization (TRPO) [111] algorithm surrogate objective. This enables
the training of an effective adversarial policy guiding an agent in a two-player competitive
scenario without the zero-sum constraint, thus expanding the capabilities of the approach to
a broader range of problems. This is showcased through testing to more complex scenarios
such as the StarCraft I game.

Minimal DRL-based adversaries have also come to light thanks to recent work by
Lu et al. [78].The proposed adversarial model can only add to the observation as a fixed

deterministic function of the remaining state and is unable to modify or block any information
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that the victim could collect from the environment. This proves how even minimal adversarial
influence can efficiently disrupt the training procedure of a DRL-based policy and highlight
potential weaknesses.

The efficacy of adversarial policies in disrupting the normal behavior of the victim model
usually declines with the amount of information regarding the environment that the target
model has access to. To prove that efficient adversaries are still capable of major disruption
even in partially observable scenarios, Ma et al. [79] introduce a divide-and-conquer approach
in a multi-agent system. Here, many adversarial sub-policies are learned for a collection of
sub-problems involving the victim and the best for the current instance is chosen optimally.
Results show how this kind of attack is effective even with victims able to observe tiny
amounts of the complete environment state.

The use of the adversarial policy paradigm comes with the major limitation of scenarios’
realism. Adversarial policies studied in robotics simulation problems usually leverage the
observable space of their victims to effectively induce policy failure states at the cost of
unnatural and unrealistic movements and behaviors. To generate more natural and realistic
adversarial policies, He et al. [44] proposed the RIGID method to construct a natural-
adversarial frontier by training adversarial human-like policies for an robotics human-assistive
problem. Here, a discriminator is trained to score the action taken by the adversarial agent
based on their naturalness and thus guiding the its learning procedure.

To train policies resistant to adversarial attacks, Liang et al. [69] introduce the Worst-case-
aware Robust RL (WocaR-RL) framework. This method directly estimates and optimizes
the worst-case reward of a policy under bounded strong attacks, without requiring a trained
adversarial agent, thus requiring much lower computational power. This results in stronger
victim policies in the tested scenarios. Despite this, recent work by Zheng et al. [143] achieves
promising results in terms of policy disruption against WocaR-RL by deploying Intrinsically
Motivated Adversarial Policy (IMAP). IMAP is based on four types of adversarial regularizers
at the core of the objective function to undermine the victim capabilities methodically. This
achieves efficient black-box adversarial policy learning in both single- and multi-agent
environments.

Recent work also leverage the generation of multiple adversarial policies to create diverse
and realistic scenarios and trajectories to challenge modern AD systems. The deployment of
adversarial agents in the AD context has been mainly tackled in the lane-change scenario
with an attacker policy guiding multiple environment vehicles at once. In [20], Chen et al.
propose a method to train multiple attackers to disrupt the target AD systems, heuristic and
reinforcement learned, being also guided by a penalty for violating traffic laws to generate

more rational and realistic adversarial behavior. Here, the adversarial policies begin the
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training procedure by skipping the exploration step, overfitting a behavior. This is adjusted
by generating multiple randomly initialized adversaries whose output trajectories are then
clustered through a non-parametric Bayesian approach to better identify the short comings of
the victim AD system and study diverse generated scenarios.

A similar approach has been proposed by He et al. in [46], exploiting an adversarial
objective which is not directly based on the victim RF. The presented lane-change scenario
is similar, but the training phase of the adversarial model is complete and yield to more
generalized attack patterns.

More recently, Chen et al. [21] proposed the Feasibility-guided REasonable Adversarial
policy (FREA), a framework for generating safety-critical scenarios that remain feasible for
the autonomous vehicle (AV). Unlike prior methods that maximize adversariality at the cost
of leading to unavoidable collisions, FREA leverages the concept of the Largest Feasible
Region (LFR) of the AV as an upper bound for adversariality. Experiments in the CARLA
simulator, combined with SafeBench scenarios, show that FREA successfully generates
near-miss events while reducing over-collision cases and achieves robust generalization
across different surrogate AV methods and environments [21].

Beyond DRL-trained adversarial agents that explicitly minimize the victim return, recent
work in autonomous driving has increasingly shifted towards closed-loop scenario generation
in which adversarial behaviors are constrained by realism, while still exposing failure modes
of the ego policy. This trend complements feasibility-aware MARL approaches (e.g., FREA)
by leveraging data-driven priors and structured control mechanisms to generate critical-yet-
plausible interactions.

In this direction, Safe-Sim [19] casts adversarial scenario generation as a controllable
diffusion process in closed loop. Rather than learning an attacker purely as a reward-
maximizing policy, adversariality is introduced as guidance during denoising, enabling the
synthesis of challenging multi-agent rollouts while preserving reactive behaviors and overall
realism. Crucially, the framework supports explicit control over scenario attributes (e.g.,
collision type and aggressiveness), aligning the generated outcomes with evaluation needs
rather than producing uncontrolled worst-case behaviors.

SEAL (Skill-Enabled Adversary Learning) [118] builds a hierarchical, skill-conditioned
adversary whose actions are sampled from an adversarial skill prior learned from safety-
critical segments, thereby discouraging unnatural interactions. A learned scoring objective
ranks adversarial futures not only by collision proximity but also by the magnitude of ego
behavior deviation (e.g., forced braking or evasive steering), which directly targets policy

brittleness under realistic reactive perturbations in closed-loop training.
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Table 2.3 Summary of the presented state-of-the-art for adversarial learning.

Ref Approach Simul Scenario

[100] RARL MuJoCo [125], Gym [13] Inverted Pendulum; Half Cheetah; Swimmer; Hopper; Walker2D
[80] RARL with physical constraints MuJoCo, Gym Inverted Pendulum; Walker2D; Half Cheetah; Hopper

[94] Risk-aware RARL TORCS [138] Ego driving on the Michigan Speedway

[36] Adversarial policy in zero-sum games Created by [9] Kick and Defend; You Shall Not Pass; Sumo Humans; Sumo Ants
[41] Adversarial policy without zero-sum constraint Blizzard Ent. + Created by [9] | StarCraft IT + Kick and Defend; You Shall Not Pass; Sumo Humans
[78] Minimal attacker with Evolution Strategies (ES) MuJoCo [125], Gym [13] Cartpole; Inverted Pendulum; Reacher; Minatar Breakout
[44] RIGID: Natural-Adversarial Frontier Assistive Gym [31] Assistive task: itch scratching with unknown itch locations
[79] MARL: SUB-PLAY Created by [24] Predator-prey

[69] WocaR-RL (Defense) MuJoCo [125], Atari Pong; Ant; Half Cheetah; Walker2d; Hopper

[143] MARL: IMAP MulJoco, Created by [9] AntUMaze; Fetch Reach; You Shall Not Pass

[20] MARL: Adversarial policy & Bayesian clustering CARLA [28] Lane-change

[46] MARL: Adversarial-oriented DRL Not reported AD Lane-Change

[21] FREA: Feasibility-guided adversarial scenario generation CARLA [28] + SafeBench [140] Intersections, lane-keeping, near-miss events

[19] | Diffusion-guided controllable closed-loop adversarial scenario generation Bits [142] Urban; Intersection navigation

[118] Skill-based adversary learning for closed-loop scenario perturbation MetaDrive [68] Highway on-ramp merging

[32] Sparse adversarial observation attack on DRL driving policies SUMO [59] Unprotected left turn; On-ramp merging

Adversarial influence can also be exerted without introducing a physically embodied
attacker, by selectively corrupting the victim’s observations. The Less Is More attack [32]
emphasizes a stealth-oriented threat model in which effectiveness is maximized under a
constrained intervention budget: instead of continuous perturbations, the attacker learns
when to intervene and applies gradient-based perturbations only at a few critical timesteps.
This highlights that even sparse, low-frequency adversarial interventions can induce severe
degradation in DRL driving policies, and motivates defenses that explicitly account for
intermittent and hard-to-detect attack surfaces.

A summary of the presented state-of-the-art works is displayed in Table 2.3.

Robustness perspectives

Robustness in RL has been studied from multiple perspectives. Classical robust MDPs
optimize worst-case performance across uncertainty sets in transition dynamics [51, 88].
Risk-sensitive RL incorporates measures such as Conditional Value-at-Risk (CVaR) to
account for tail-risk events [22, 122]. Distributional RL models the entire return distribution,
offering a richer view of variability [10].

More recent surveys classify robustness into categories such as transition robustness,
disturbance robustness, action robustness, and observation robustness [86]. Transition
robustness accounts for uncertain dynamics, disturbance robustness captures perturbations
or adversarial forces [100], action robustness models actuator corruption, and observation
robustness deals with sensor noise and adversarial input manipulation [96]. In AD, this
can be attributed to changing road conditions, external disturbances, actuator delays, and
perception errors.

For AD, robustness must also encompass environmental, interactional, and algorithmic
dimensions. Environmental robustness denotes stable performance under variations in

geometry, traffic density, or weather, addressed by strategies such as domain randomization
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[124, 12, 134]. Interaction robustness refers to safety under the behaviors of other agents,
which may be adversarial. Adversarial policy learning operationalizes this dimension through
explicit opponent modeling [36, 80]. Algorithmic robustness concerns the reproducibility and
stability of DRL training, long recognized as sensitive to random seeds and hyperparameters
[47, 30]. In simulators such as CARLA, additional fragility may arise from synchronization
mismatches and computational overhead.

Recent research has also explored certifiable robustness, with approaches such as smoothing-
based certification (CROP) providing guarantees on action stability under bounded perturba-
tions [136]. Population-based adversarial training extends robustness by exposing victims to
diverse opponent policies [107]. Critiques of simple minimax formulations argue that adver-
sarial robustness must be redefined to reflect realistic behavioral constraints and structural
properties of policies [58].

In the context of the conducted studies, robustness is defined broadly as the sustained
ability of DRL-based policies to preserve safety and task performance under environmental
variations and adversarial interactions. The methods employed, including curriculum learning,
environment diversification, and adversarial fine-tuning, are complementary strategies for

embedding robustness into decision-making policies.

2.2 Reinforcement Learning

Reinforcement learning (RL) is a paradigm for sequential decision making in which an agent
learns to act in an environment so as to maximize a long-term measure of cumulative reward.
Unlike supervised learning, which relies on labeled data, or unsupervised learning, which
extracts structure from static datasets, RL is inherently interactive: the agent learns by trial
and error, guided by feedback signals from the environment. This makes RL particularly
suitable for problems where explicit supervision is scarce or impractical, but where the
consequences of decisions can be observed over time [119].

Early RL algorithms operated in tabular settings. Q-learning [135] estimates the action-
value function through temporal-difference updates and has convergence guarantees under
certain assumptions. SARSA [109] is its on-policy counterpart, updating Q-values according
to the actions selected by the current policy. Policy iteration and value iteration provided
additional methods rooted in dynamic programming. However, these approaches scale poorly
with large or continuous state-action spaces due to the curse of dimensionality.

Function approximation was introduced to overcome these limitations. Linear approxima-
tors enabled generalization but lacked expressivity for complex tasks. The breakthrough came
with the use of DNN as function approximators, giving rise to DRL. The Deep Q-Network
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Fig. 2.1 Reinforcement learning loop.

(DQN) by Mnih et al. [84] demonstrated the potential of DRL by combining Q-learning
with convolutional neural networks to play Atari games directly from pixels. Stabilization
mechanisms such as experience replay and target networks made this feasible, establishing
DRL as a powerful paradigm for high-dimensional decision problems.

Beyond value-based methods, policy gradient approaches optimize parameterized policies
directly. Although these gradients are unbiased, they exhibit high variance. Actor-critic
methods mitigate this by combining a parameterized policy (actor) with a value function
(critic) to guide learning. A schematic representation of the classic actor (agent)-environment
interaction loop is provided in Fig. 2.1.

2.2.1 Formal foundations

Formally, an RL problem is often modeled as a Markov Decision Process (MDP) defined by
atuple (., <7, .7 ,R,Yy), where:

e ¥ is the set of states.

e o/ is the set of actions.
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« T xd x —|0,1] is the state transition probability function, where .7 (s'|s,a)

gives the probability of transitioning to state s’ from state s after taking action a.

* R:.¥Y x o/ — Ris the RF, where R(s,a) gives the immediate reward received after

taking action a in state s.
* 7€ [0,1] is the discount factor, which determines the importance of future rewards.

The objective is to train a policy 7 : . — &/ that maximizes the expected discounted
return, defined as G; =Y ) }/I‘RH_kH, where Gy is the return at time step . Two fundamental
concepts in RL are the state-value function V”(s) and the action-value function Q”(s,a).
The state-value function is defined as the expected return starting from state s and following
policy 7:

V™ (s) =E[G|s; = 5] (2.1)

The action-value function is defined as the expected return starting from state s, taking

action a, and thereafter following policy 7:

Q" (s,a) = E[Gy|s; = 5,4, = a] (2.2)

RL algorithms can be categorized into value-based methods, policy-based methods,
and actor-critic methods. Value-based methods focus on estimating the value functions,
policy-based methods directly optimize the policy, and actor-critic methods combine both
approaches.

2.2.2 Proximal Policy Optimization

Proximal Policy Optimization (PPO) [112] is a state-of-the-art DRL, policy gradient algo-
rithm. PPO is simpler to implement and train than its predecessor, Trust Region Policy
Optimization (TRPO) [111], while achieving similar or better performance. This method has
been deployed throughout all of the current work.

Policy Gradient Methods

Policy gradient methods optimize policies by increasing the probabilities of actions that yield

higher returns and decreasing those that yield lower returns. For a stochastic policy 7y with
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parameters 6, the gradient of the expected return J(7g) is:

T
Vol (g) = Ecmry | Y Vologmg (a; | s;)A™ (s1,a1) | - (2.3)
t=0

where A™ is the advantage function, which measures the benefit of taking action « in state s

compared to the average action.

Clipped Surrogate Objective

LCLIP A>0

I
I
I
|
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Fig. 2.2 Surrogate function LM” for positive (left) and negative (right) advantages. The red
circle shows the starting point (r = 1).

PPO improves training stability by introducing a clipped surrogate objective. This
objective limits the policy change at each timestep, preventing instability caused by large
updates. The PPO objective function is:

LHP(0) = Et [min(r,(0)A;,clip(r,(0),1 —€,1+€)A,)], (2.4)

where r;(0) is the probability ratio of the new and old policies, and € is the clipping factor.
This formulation ensures stable policy updates by considering both the unclipped and clipped
objectives and minimizing the overall term. PPO alternates between sampling data from
the environment and optimizing the surrogate loss with mini-batch gradient descent. By
iteratively adjusting the policy parameters based on a clipped surrogate objective, it strikes
a balance between exploration and exploitation while maintaining stability. A graphical

representation of the PPO clipped surrogate function is depicted in Fig. 2.2.
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2.2.3 Curriculum learning

Curriculum learning (CL) arranges experience from easy to hard to speed up training and
improve generalization [12]. In RL, the idea becomes a training schedule that first exposes
the agent to simplified instances with dense signals, then increases difficulty and sparsity once
core skills emerge [103]. This ordering shapes exploration, stabilizes updates, and reduces
wasted interaction in very large state and action spaces [87]. In practice, curricula can be
applied by progressively increasing traffic density, initial-state variability, or disturbance
magnitude as the policy competence improves.

Environmental curricula vary initial states such as positions, scene layouts, and distur-
bance levels to control task difficulty [102]. Task curricula stage objectives so the agent solves
base skills before multi objective goals. Reward curricula transition from shaped signals
to sparse goals to avoid plateaus while keeping the target objective intact [87]. Automatic
curricula replace manual schedules with teacher algorithms that adapt difficulty online to the
learner’s competence, for example by sampling start states around the goal and expanding
outward as performance improves [35, 81, 102].

Empirical evidence supports faster and more reliable convergence on tasks that other-
wise fail with naive training due to sparse rewards or brittle exploration as well as better
generalization when evaluation conditions differ from training. Agents trained with curricula
tolerate broader variations in layouts and dynamics, consistent with broader RL findings that
diverse training distributions mitigate overfitting [23, 134, 117]. These gains appear across
control and robotics domains and extend to driving simulators where difficulty is raised by

increasing traffic density, complexity of scenes, or disturbance magnitude [103].



Chapter 3

Decision making in a highway driving

environment

The first work that was carried out in the domain of decision making for AD arose from the
necessity of studying the capabilities of DRL in such a dynamic and safety-critical context.
Thus, the highway-env simulation framework was chosen as a target for this initial study
to deploy decision making agents (i.e., able to exploit state of the art ADAS) in a highway
scenario. Here, a high-level action space was developed with the goal of abstracting the
standard control output of the models to induce safe and human-like behavior. The presented
work also highlights the importance of reward shaping in DRL, implementing different
driving styles for the agents that can be employed in realistic implementations of traffic.
This study in particular has been carried out in the Serious Games (SG) research field, as
the developed agents may serve as an instructionally useful representation of diverse and

realistic traffic behaviors.

3.1 Method

For the online training procedure of the models, the PPO algorithm [112] was employed. The
development relies on the highway-env environment, which exploits Stable-Baselines3 [105]
as a DRL support library. The environment represents a multi-lane highway (Fig. 3.1), where
the ego vehicle (EV) is controlled by a DRL agent and has the goal of covering as much
distance as possible, avoiding collisions with non-player vehicles (NPVs).

NPVs in the training environment follow a heuristic behavior, with some randomness
applied in order to avoid overfitting on the agent’s part [64]. The number of vehicles is

randomized at each episode, and the behavior of the NPVs has been modified to improve
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Fig. 3.1 Snapshot from highway-env. The EV is colored green; NPVs are light blue.

realism and EV road navigation. In particular, NPVs drive at a different speed depending
on their current lane (slower on the right lane, faster on the left). The discrete lane change
decisions are given by the Minimizing Overall Braking Induced by Lane Changes (MOBIL)
model [37], [55]. The RF is key to shaping the behavior of an agent, for instance by penalizing
high or low speed, or frequent changes of the lane. Thus, a main goal of this research is to
explore the shaping and tweaking of different RFs to represent different driving styles, as
described in the next section.

3.1.1 Environment

The adopted training environment, depicted in Fig. 3.1, is composed of an EV and several
NPVs, whose number is chosen randomly at the beginning of each episode between 15 and
20, that travel along a 3-lane straight highway. The above number of NPVs has been chosen
to simulate intense but flowing highway traffic, with an average of about 7 to 8 vehicles
ahead of the EV in a 0-100 m range at any time. The maximum allowed speed is 36 m/s
(130 km/h). According to the default environment settings, a vehicle cannot drive outside
the roadway. The RF, as well as many different environment parameters, can be modified
through the default Gym configuration interface by overriding the ‘env.config.update’ method
and specifying the desired key-value pairs [13].

3.1.2 Observations

The observations provided by the environment are the 5 default features defined in highway-
env: presence (whether a vehicle is present or not in the current scene), longitudinal and
lateral position and velocities; for the EV and the V closest vehicles, where V is a parameter,
set to 6 in our case. The employed observation (i.e., kinematic observation [63])isa V x F
matrix, where F is the number of observed features. Hence, the considered kinematic
observation matrix is a 7 X 5 matrix in our case, of which an example is provided in Eq. (3.1):
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1 1.00 0.00 0.45 0.00 ]
1 0.19 035 —0.22 —0.01
1 041 033 —0.11 0.00
K= 1|1 046 0.67 —0.22 0.00 (3.1
1 093 0.67 —0.20 0.00
0 0 0 0 0
0 0 0 0 0 |

The first row always refers to the EV, while the remaining rows describe, in ascending
order of Euclidean distance, the V closest vehicles. The observation is normalized within a
fixed range: x and y within [-100, 100] and v, and vy within [-20, 20]. The coordinates are
relative to the EV, except for the EV itself, which stays absolute. If less than V vehicles are
observed in the current scene, the last rows are filled with zeros.

3.1.3 Action space

Our approach involves raising the level of the agent decision making, by keeping into account
availability of state-of-the-art ADAS in vehicles (e.g., the ACC). Thus, we built a decision
hierarchy where the EV takes high-level decisions while the ADAS (of which we developed
a simple model implementation) translates such decisions into the low-level agent action
space (i.e., “faster”, “slower”, “lane right”, “lane left”, “idle”),which is implemented in
the highway-env. Particularly, we define the following discrete high-level actions for the

decisions of the agent:

* Keep lane: the ACC is activated. If a vehicle is present ahead in the lane, the EV keeps

a safe time headway. Otherwise, it goes at the maximum speed.

* Overtake: change lane to the left so as to make an overtake if a vehicle is present in the

ego lane ahead. Otherwise, the Cruise Control is activated.

* Go to rightmost lane: change the lane to the right, wait one second, and repeat this

until the rightmost lane is reached.

Fig. 3.2 provides a complete overview of the system. Fig. 3.3 shows the vehicular behaviors
enacted by the proposed actions. In our design, the EV includes serial subsystems organized in
hierarchy [83]: the higher-level Decision Maker (DM) and the lower-level Behavior Executor
(BE). The DM gets the observations from the environment and selects the appropriate
high-level action accordingly.
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Fig. 3.2 High-level schema of the overall system architecture.

The high-level actions are received by the BE, which implements the appropriate behavior
as a series of low-level controls (throttle levels and steering angles). Such values are
clipped to enforce physical feasibility before feeding the environment, whose interface is
left unchanged. Here we stress that this architecture can implement different behaviors,
corresponding to different driving styles. For instance, the DM might indicate the EV to
left-overtake vehicles at the maximum possible speed in case of aggressive driving behavior,
while a more conservative EV might prefer following the vehicle in front, switching on the
ACC.

Each behavior is executed in a loop, which is terminated as soon as the DM chooses
a different action than the previous one. The BE implementation simulates the behavior
of state-of-the-art onboard ADAS through simple PID controllers in a closed-loop control
schema. For deriving the acceleration and steering command, we used a straightforward
bicycle kinematic model of the vehicle [101], detailed in Eq. (3.2):

x=vcos(y+fB)
y=vsin(y+B)
. (3.2)
v=a
V= ; sin B
where (x,y) is the position of the vehicle, v its forward speed, v its heading, a the
acceleration command, and 3 the slip angle (i.e., the angle between the direction of the
vehicle and the direction of the front wheels) at the center of gravity, defined in Eq. (3.3):
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B :tan_l(%tanﬁ) (3.3)

where 6 is the front wheel angle, which is used as the steering command.

We define a simulation step as a time interval in which the environment state and the
derived agent observations are updated according to the changes in the scene. The frequency
of the simulation steps is set to 5 Hz. A training step is composed of multiple simulation steps
after which the agent’s behavior is updated according to the state-action-reward tuples for
each simulation step in the algorithms replay buffer. All the variables of the kinematic model
are calculated at each model simulation step, and such calculations allow the propagation of
the vehicle state.
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3.1.4 Reward

We define the RF for this problem as the weighted sum of 3 rewards that are provided by the

environment:

R = ccon Reoll + Crml Ryml + Chs Rhs (3.4)

where:

* R.on (Eq. (3.5)) is the collision reward and is equal to -1 when a collision happens.
In that case, the training episode is also terminated, in order to prevent the agent to
accumulate positive rewards. On the other hand, if the EV reaches the end of the
simulation without crashing, then R,;; is equal to O.

—1, if the vehicle crashes,
Reon =

0, otherwise.

(3.5)

* Ry (Eq. (3.6)) is the right-most lane reward, which is employed to encourage the EV
to keep the right-most lane whenever it is possible. The maximum reward is given
when the EV travels on the right-most lane. The reward linearly decreases until the
left-most lane, where it drops to 0. In (Eq. (3.6)), N is the number of lanes in the road.
Differently from the previous one, this reward is dense, meaning that it is given to the

learning agent at each simulation step.

current EV lane index
er] - N (3 6)

* Ry (Eq. (3.7)) is the high-speed reward and is designed to encourage the EV to keep
high traveling speed values. This reward is dense, as well. The maximum reward is
attributed when the cruising speed of the EV is between a certain interval, which in
our case goes from roughly 30 to 36m/s (108 to 130 km/h).

Rys = clip(scaled_speed, 0, 1) 3.7

scaled speed is a linear interpolation described as:

1.
scaled_speed = Y min (3.8)

lmax - lmin
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where [,,;,;, and [, are respectively the extremes of a speed range in which the agent

receives a positive reward and v its forward speed.

The output value of dense rewards is linearly mapped between 0 and 0.1 before being fed
to the DRL algorithm, while the collision reward is added as is. This normalization process
is necessary to avoid a significant increase in the numerical value of the total reward and,
therefore, to stabilize the learning phase.

In the next section, we analyze how, by changing the weights of the proposed reward

terms, it is possible to model three different driving styles, such as:

 Standard: normal behavior adopted when driving on a highway. It should involve a

limited number of collisions.

* Comfort: this driving style shows a preference to occupy the rightmost lane, and travel

at a relatively slow speed.

* Aggressive: behavior that implies high traveling speed, a high number of overtaking

maneuvers,and quick decision changes.

3.2 Results

This section presents the results obtained by testing the above described design. Results refer
to a training of the agents performed on a laptop with an Intel Core 17-12700H CPU, 16 GB
of RAM, and an NVIDIA RTX 3060 GPU.

For the DRL training, we employed a PPO algorithm and tuned the hyperparameters by
setting the number of policy update steps to 4096, batch size to 128, gamma to 0.997, and
entropy coefficient to 0.1. In PPO, a policy update step occurs after a specified number of
simulation steps (4096 in our case), such as for the mentioned training step, and involves
selecting a new agent policy, and consequently updating the policy gradient, on the basis
of the state-action-reward-new state tuples observed since the last policy update step.The
gamma hyperparameter refers to the algorithm’s discount factor used to balance the newly
obtained rewards in the agent’s objective function. In this context, the entropy coefficient
quantifies the degree of uncertainty the agent has about its actions given a particular state. In
PPO, it is used to encourage the model to explore the environment by penalizing excessively
deterministic and fixed behaviors on which the agent may already have converged.

The DNN configuration is the highway-env default 2-layer multi-layer perceptron (MLP),
with 64 neurons per layer. We used a 3-lane highway environment (Fig. 3.1), setting policy

frequency (i.e., decision rate) to 1 Hz, in order to give the agent sufficient time to observe
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Fig. 3.4 Training metrics (a) episode length and (b) total reward as a function of number of
iterations.

the complete effects of its previous decision. The training procedure consists of about 5000
episodes, each one of a maximum length of 60 seconds, and encompassing about 200k
training updates. The whole training is completed within 90 minutes.

3.2.1 High-level decision making

Fig. 3.4 shows the evolution of the training of a standard agent in a TensorBoard view [4].
The standard agent has the following weights for the RF terms: -3 for collisions, 0.4 for
speed, and 0.2 for the right lane (negative weights indicate penalties). The average episode
length reaches its maximum (i.e., 60 seconds, meaning no collisions occurred) at around
60K iterations. The average total reward (Fig. 3.4b) has a similar shape since it is strongly
influenced by the collision penalty. We notice that the training is quite rapid, smooth,and
stable, without catastrophic forgetting [57], which frequently affects the DRL training.

Table 3.1 Performance over 60-second episodes.

Model Collisions Km travelled
High-level DM agent 0 99
Low-level agent [16] 2 105.7

It appears that the high-level agent performs better under both the considered dimensions.
It is important to highlight that the training of the higher-level agent took more than one
order of magnitude less training steps than the lower-level agent (70K vs. 1.75 M). We argue

that such a significant reduction is motivated by the higher simplicity of the action space in
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Table 3.2 Environment settings.

Model Speed levels [m/s] No. vehicles per episode Traffic density No. reward functions
High-level DM agent [20, 25, 30] 10 0.5 3
Low-level agent [16] Cont(20, 36) Uniform(10-20) 0.4 11

Table 3.3 Reward weights for training three different driving styles.

Driving style Collision Speed Right lane

Comfort 30 0 0.8
Standard 3 04 0.2
Aggressive 0 0.8 0

the higher-level decision case, in which the agent can exploit state-of-the-art ADASs for the
lower-level longitudinal and lateral motion control, and thus focus on the strategic decisions
only. An expert assessment also noticed a more realistic behavior by the high-level agent. A
quantitative indicator for this is given by the elimination of the collisions.

Concerning the proposed comparison, it must be specified that the two environments
are very similar to each other, but not exactly the same. Table 3.2 shows that an episode
in Campodonico et al. [16] has fewer total vehicles (EV + NPVs), but they are slightly
more concentrated (density factor 0.5 vs 0.4). The model presented in [16] was specifically
developed with a large number of rewards compared to the original highway-env (11 vs 3), in
order to better enforce traffic law and safer behavior(e.g., penalties for right overtake, unsafe

distance to the front vehicle, hazardous lane change, steering angle).

3.2.2 Driving styles

The reduction in training time ensured by the higher-level DM module provides a significant
advantage for training more agents, each one featuring a specific driving style. We explored
this by specifying different weights for the rewards and penalties with which the agent
is trained, as shown in Table 3.3. In all cases,the training episode was interrupted at the
occurrence of a collision, thus preventing the agent to get any further reward for that episode.

The training of the comfort driving style is characterized by a high penalty to prevent
collisions and a high reward to encourage the EV to drive in the rightmost lane. On the
other hand, the aggressive behavior’s training provides no collision penalty and a high-speed
reward. Finally, the standard driving style is trained as described in the previous sub-section.
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Fig. 3.5 Evolution of the training for the different driving styles. (a) Episode length, nor-
malized from O to 1 (i.e., 60 seconds), (b) High speed reward (not assigned to the comfort
model), (c) Right-most lane reward (not assigned to the aggressive model) and (d) collision
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Fig. 3.5 shows the evolution during the training of four different quantities: episode
length, high-speed reward, right-most lane reward and collision reward (actually, penalty).
Zero-weighted rewards are ignored.

Fig. 3.5a shows that all the three models tend to achieve a similar value of episode length,
which indicates the overall importance of completing each episode (i.e., avoid collisions).
However, Fig. 3.5b, 3.5c,and 3.5d indicate that this is achieved through different types of
behavior. Fig. 3.5b shows that the high-speed reward gained by the aggressive agent is much
higher than for the standard agent, since its weight is twice as much (0.8 and 0.4, respectively;
Table 3.3). Even more apparent, the right-most lane reward for the comfort driving agent
increases significantly, unlike the standard model, as its weight is four times larger (0.8 vs.
0.2) (Fig. 3.5). Fig. 3.5d, on the other hand, is significant, since it indicates that designing
the reward factors may be tricky. Particularly, we see that, while the training of the standard

agent is smooth, the training of the comfort agent is more complex, since the huge collision
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penalty puts a burden that lasts for a long time. This spurred us to consider an optimization
to the training process, that we will present later in this section. It is important to highlight
that the episode length results in Table 3.4 differ a bit from those in Fig. 3.5a because they
are obtained in exploitation. In contrast, Fig. 3.5a refers to training, which also includes a

fraction of environment exploration, leading to lower results.

Table 3.4 Performance over 1000 episodes of the different driving styles obtained from
scratch.

Model’s style Avg. ep. Collision rate Avg. km Avg. speed Avg. decel. Avg. acc. Avg. dec. Avg. left Avg. right

length [s] travelled [m/s] [m/s?] [m/s?] change change change
Comfort 60 0.5% 1.43 23.9 -2.76 2.46 3.61 0.01 0.32
Standard 59 1.2% 1.82 30.6 -4.48 2.29 8.22 0.52 0.74
Aggressive 49 29.2% 1.62 32.8 -4.89 2.15 12.46 1.68 1.69

Table 3.5 Performance over 1000 episodes of the different driving styles obtained from
curriculum learning.

Model’s style Avg. ep. Collision rate Avg. km Avg. speed Avg. decel. Avg. acc. Avg. dec. Avg. left Avg. right

length [s] travelled [m/s] [m/s?] [m/s?] change change change
Comfort 60 1% 1.43 23.9 -2.88 2.59 6.22 0 0.45
Standard 59 1.2% 1.82 30.6 -4.48 2.29 8.22 0.52 0.74
Aggressive 55 11.9% 1.92 333 -4.76 1.83 13.15 1.14 0.96

Table 3.4 presents some typical vehicular metrics that we analyze in order to check
whether the different training actually led to their respectively targeted driving styles. Par-
ticularly, it is apparent that the comfort model tends to drive in the right-most lane, never
overtaking, at a much lower speed than the other driving styles. Moreover, considering the
number of decision changes, the comfort model seems to follow a stable policy. On the other
hand, the aggressive model features a much higher collision rate,average speed and decision
change rate. Overall, these two models look less balanced than the standard one,which drives
at high speed, with few collisions.

Until now, we have trained each one of the three different agents from scratch. But this
has involved some inconvenience, as shown in Fig. 3.5d. In this last part of the section we
explore an alternative technique, such as CL [12]. Thus, we tried to train the comfort and
aggressive models (i.e., using the specific weights of their RF),starting their learning phase
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from a standard model (i.e., the weights of the DNN of the comfort and aggressive agents are
initialized with the values of the weights of a fully trained standard model), thus embodying
its previous knowledge.

We explored CL applying the differentiated RFs for half the number of training steps
(100k, compared to the 200k employed for training from scratch). Table 3.5 shows that the
CL models are more closely related to the standard driving policy than those trained with the
classical approach. For instance, a CL aggressive agent features a much lower collision rate
and higher mileage. Similarly, the collision rate and decision change rate of the CL-trained
comfort model are quite higher. These differences highlight that the CL strategies are learned
atop of the baseline model, while the “from scratch” trained agents build up their experience

during training without any prior influence.

3.3 Conclusions

This work has explored the training of DRL models deployable as realistic NPVs in driving
SGs. We have introduced a hierarchical architecture for behavioral planning of vehicle
models, in which the agents decide their motion by taking “human-like”, high-level decisions,
such as “keep lane”, “overtake,” and “go to rightmost lane”. This is similar to a driver’s
high-level reasoning and takes into account the availability of ever more sophisticated ADAS
in current vehicles. Compared to a low-level decision making system, our model performs
better both in terms of safety and speed. As a significant advantage, the proposed approach
allows reducing the number of training steps by more than one order of magnitude.

As a second main contribution to advance the state of the art, we demonstrated that it is
possible to train agents characterized by different driving behaviors, by tweaking the weights
of the factors of a general RF.

To optimize the training, we employed the CL technique, starting the training procedure
of a more specialized agent from a base model rather than from scratch. Results indicate that
CL allows achieving the same performance, but in much less training iterations (thus time).
However, the specialized agents tend to significantly “inherit” behavior from the baseline
agent, which may not always be desirable. The method will be transferred to complex

simulated driving frameworks for evaluation in more realistic scenarios in the next chapters.



Chapter 4

Decision making in high-fidelity

environments

After studying decision making in the highway context and proving the capability of DRL
agents to solve a complex task such as AD in a benchmark simulation context, we now
move towards more complex and high-fidelity synthetic driving frameworks. Here, we apply
similar DRL training methods, such as CL, to tackle the problem of AP. The goal of the
studies presented in this chapter is to develop sophisticated simulation environments and to
generate effective DRL policies that guide agents to stable solutions.

To achieve this goal, in Section 4.1 we propose a Unity-based environment and train an
agent to solve the AP task and challenge the policy in multiple obstacle avoidance problems
to stress-test its trajectory stability and safety. Afterwards, in Section 4.2, we deploy a similar
CL strategy in the CARLA driving simulator after developing an environment leveraging
the Unreal-CARLA open-source framework. This allows for enhancing the level of realism
provided by the simulation thanks to CARLA being purposefully designed for a close-to-
real-world physical and dynamical agent-environment interaction in the driving context.
Finally, in Section 4.3, the previously proposed CARLA environment is expanded upon by
introducing new parking variants to enhance the generalization capabilities of learning DRL
agents. Here, we validate the new environments by training policies for all the scenarios and
evaluating them in terms of parking success.

Collectively, these works serve as a natural step forward towards the generation of stable

DRL-based decision making agents in more complex and diverse simulation scenarios.
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4.1 DRL-based automated parking in Unity

Building on the decision-making task addressed in Chapter 3, the focus now shifts from
highway driving to low-speed maneuvering in structured environments. Whereas highway
scenarios emphasize dynamic interactions and continuous control at higher speeds, parking
tasks place greater importance on spatial precision and maneuvering in confined areas.
AP therefore provides an ideal first step for extending the study of DRL agents to new
conditions. The first study in this chapter investigates AP using a Unity-based framework.
Unity offers flexibility in scenario design and rendering, making it suitable for testing DRL
agents in garage parking and static obstacle avoidance tasks under controlled but visually
rich conditions. The main novelty of this work lies in the release of open code and data to
support DRL agent development for AP in Unity [29].

Several research questions are explored: What development challenges arise when
implementing AP in Unity? Can mapless navigation scale to path lengths of tens of meters?
How does training duration evolve under CL? How are computational loads distributed
between CPU and GPU? What degree of generalization do Unity-trained agents achieve, and
how do they compare to a classical baseline such as Hybrid A*?

This section introduces the Unity environment, the DRL agent design, and the evaluation

of training strategies with respect to these questions.

4.1.1 Method
Unity ML-agents

We developed our agents in Unity, a popular cross-platform game engine that is used for the
efficient development of games and simulations in various industrial domains [2]. Machine
learning agents (ML-Agents) [52] are an open-source toolkit that allows the use of Unity
as a simulation environment to create and train autonomous agents. ML-Agents provides a
python application programming interface (API) to an implementation, based on the PyTorch
library, of the main RL algorithms. These are the key components of ML-Agents:

* Learning environment: This is the Unity scene providing the environment in which
the agent observes, acts, and learns. The ML-Agents Toolkit SDK allows wrapping
any Unity scene as a learning environment, defining the agents and their behaviors.
In a learning environment, it is possible to train more than one agent concurrently,
significantly reducing the training time. The training area must of course be built so
that the agents do not interact with each other.
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» Mlagents-learn: This is the ML-Agents’ core utility, which manages the training. The
utility is launched with a .yaml configuration file. The file is divided into several
sections: behaviors (specifies the training algorithm and its hyperparameters), envi-
ronment (specifies the environment path, the environment arguments, if any, and the
number of environments to be parallelized), engine (specifies the rendering settings,
1.e., the screen dimension, the render quality, the time scale, and whether to render the
scene or not), checkpoint (contains info about the creation of checkpoints during the
training), and torch (specifies whether to use the CPU or the GPU for the training).

* Python low-level API: This API allows communication with the Unity scene during

training.

» External Communicator: This component, which is internal to the learning environ-

ment, allows communication with a Python API.

* Python trainers: contains the algorithms used to train the agents. It provides a
command-line utility (namely, mlagents-learn) and is interfaced with the python low-
level API only.

Fig. 4.1 shows the architecture of an example ML-Agent learning environment. In the
example, two agents (namely, Al and A2) are trained by the python trainer through a python
API. The communicator module connects the agents to the python API while also retrieving
the environmental parameters needed for training (e.g., the target coordinates and the agent
location). For the sake of completeness, two other agents are included in the environment.
The first one is an agent featuring a policy implemented through a neural network (NN),
which was already trained in a previous RL session. The second is a heuristic agent, which
implements a behavior determined by a set of heuristic rules.

Fig. 4.2 provides an overview of the typical ML-Agents project workflow. The initial
design and implementation step concerns the definition of fundamental aspects such as
simulation settings; observations, actions, and reward signals; and NN hyperparameters. The
subsequent training consists of executing several simulation episodes, with possible tweaks
(e.g., in the RF). When the per-episode reward gained by the agent reaches a suitable level,
the training is concluded, and the learned policy can be tested via pure inference. If the test
is successful, the model can be deployed; otherwise, training has to restart with a model
updated by the designer according to the gained experience.

The workflow for each episode (including the setting of the parameters that are random-
ized to stimulate the agent’s generalization capabilities) is sketched in Fig. 4.3. In the first
phase, the environment is initialized according to the user definitions, and the vehicle and
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Fig. 4.1 Example of an ML-Agent learning environment.

target positions are randomly generated. Then, the episode loop performs the typical RL loop
with the choice of an action by the agent and the consequent modification of the environment.
The new PPO iteration is fed by the observation of the environment and the gained reward.

Finally, the episode ends either by a collision, a timeout or the reaching of the goal.

Agent details

To implement the vehicle that hosts the DRL agent, we exploited a simple 3D model available
at [25]. The vehicle’s collider component, which allows the detection of collisions, has the
shape of a parallelepiped, with a size of 4.90 x 1.90 m. Given the scope of the low-speed
maneuver, we employ a simple kinematic bicycle model for the vehicle [101], with Eq. (4.1)
(see also Fig. 4.4):

(X = Veos(y+ B(u2))
Y = Vsin(l//—l—ﬁ(uz))
Vzul

= sin(B(we)

4.1)
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where u; represents the acceleration command and u, is the front wheel angle used as a
steering command. The slip angle at the center of gravity is defined as 8 (u,). The agent is
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supplied by the environment with information about the position of the vehicle and the target,

and the speed vector. Moreover, it receives a stream of data from a lidar and or a camera.

Y

" 5,

1y

Fig. 4.4 Kinematic bicycle model.

The lidar, with a 360° field of view and an angular resolution of 10°, depicted in Fig. 4.5,
is placed on the top and in the center of the roof to produce a 1D array. The radius length is 5
m (we intentionally adopted such a short range to try to enhance the generalization capability
of the agent). The camera, placed over the windscreen, has a field of view of 60° vertically
and 120° horizontally and a resolution of 84 x 84 pixels. The lidar is implemented through
the ML-Agents raycast sensor component and the camera through a camera component. The
raycast sensor provides a vector containing the distances (d) of the last stacked observation
(s) for each of the n rays.

The camera sensor provides a 2D vector (size x times y) of the recorded image. The
complete observation vector is provided in Eq. (4.2):

/

Stidar = (n,d,s)

Scamera = (xa)’) 4.2)

Senv = (agentvel, agenty; ., targety;,, distanceagentﬁtarget)
S= (Senw Scameras Slidar)
The agent can control the motor torque, the brake torque, and the direction of its front

wheels. The steering angle range is [—7/6, /6] rad, the brake torque range is [0,300] Nm,
and the motor torque range is [—400,400] Nm, allowing the vehicle to perform maneuvers

\

forward and backward. The NN model chosen is a multilayer perceptron (MLP) with two
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Fig. 4.5 Lidar sensor placed at the center of the car agent.

Table 4.1 Characteristics of the NN architecture.

Layer Size Description

408 lidar values or an 84 x 84 RGB image +
2D values of distance between agent and goal,
agent’s speed, agent’s heading, and goal’s
heading

Input (408 or 84 x 84 x 3) + 8

2 convolutional layers to pre-process the

Convolutional layer 1% Kernel size = [8,8] camera input, when provided

1%t Stride size = [4,4]
2nd Kernel size = [4,4]
21 Stride size = [2,2]

Dense layer 256 2 layers

Possible agent’s actions: throttle, steering,

Output layer 3 brake

hidden layers of 256 neurons each. When the camera sensor is present, the NN has two
additional convolutional layers to preprocess the visual signal. Table 4.1 synthesizes the

values characterizing the network architecture.



42 Decision making in high-fidelity environments

yu

Lo

L

Fig. 4.6 Bird-eye view of the 3D parking environment.

Parking in a garage

Using 3D settings, we built from scratch a Unity scene representing a garage environment
with ten parking lots in a 400 m2 area (Fig. 4.6).

Each lot, 5.3 X 3.5 m in size, is delimited by walls. The central corridor, which is drivable
in both directions, is 20 x 8 m. At each episode, only one parking lot is open. To speed up
the training, we replicated the same environment 10-fold in a single scene, allowing the use
of up to 10 vehicles simultaneously. The goal of the DRL agent is to define and execute a
path from a random initial position to the target lot, avoiding any possible collision with the
walls. A key factor in autonomous agent design is represented by the RF, which is the means
through which the environment shapes the behavior of the agent. We started by reproducing
the RF (Eq. (4.3)) of a popular open-source project based on ML-Agents [106]. This reward
penalizes the agent for collisions and rewards it when it is moving and when it reaches the
target. Alignment of the vehicle to the parking lot is also rewarded. Here, 0 is the angle
between the ego heading vector and the ego-target conjunction vector.

(0.2 |alignment|, goal and car parked facing the wall
0.8 |alignment|, goal and car parked facing the road
reward = 4.3)
—0.01, collision
 0.001 target g, X targetyejocity
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Table 4.2 Best hyperparameter values for the experimental environment, empirically found

Hyperparameter Value
Batch size 512
Buffer size 51,200

Learning rate schedule  Linear
Learning rate (start) 1 x 1074
Time horizon 128

Through various experimental iterations, we refined the RF to achieve better results in

terms of both accuracy and convergence time:

—1, collision

reward = { 0, goal 4.4)
1—cos6

d+1 |’
where ¢; = 0.01, ¢c; = —0.01, and ¢3 = —1.5.

The function sums two rewards: two sparse rewards (i.e., given when a specific event

cl (c2 dz) +c3

occurs) and one dense reward (i.e., given at every simulation step). The first sparse reward
penalizes the agent in case of collision. The second one rewards the achievement of the goal.
An additional goal reward is added proportionally to the final alignment of the vehicle to the
parking lot. The dense reward aims at favoring the approach to the goal and consists of two
components that correspond to the two targets of final position and final orientation. The first
term penalizes the distance from the target, and the second term penalizes the misalignment
from the parking lot. The second term is divided by the distance, as controlling misalignment
is meaningful only when the vehicle is close to the target. We use the Manhattan distance,
which is more appropriate for the environment. The dense reward is normalized in the [-2,
0] interval. The sparse and dense rewards are carefully weighted through the ¢y, ¢;, and c3
factors to empirically achieve a good balance.

For the DRL method, we used the PPO, which is the reference for continuous control
problems. The best values we could empirically find for the training hyperparameters are
reported in Table 4.2.

The scene is reinitialized at each training episode. One parking lot is selected as the target,
and its door is opened; the agent is set in a random position and orientation in the central
corridor. An episode ends when one of these conditions occurs: (1) the vehicle reaches

the goal; (2) the vehicle collides with an obstacle (this criterion is not applied in the initial
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training phase, when we prefer to let the agent continue the exploration after a collision); or
(3) the maximum number of steps for an episode is reached without arriving at the goal.

We considered the following performance metrics for the training phase:

* Cumulative reward. It is the sum of all the rewards accumulated by the agent in an
episode. The evolution in time of this metric is a major indicator of the effectiveness
of the training. As rewards are given only during training, this quantity, unlike the next

quantity, is not applicable in testing.

* Goal rate. The ratio between the number of episodes that ended up reaching the goal

and the total number of episodes.

e Collision rate. The ratio between the total number of collisions and the total number
of episodes. As we will see, in some cases, collisions are terminal; in others, they are

not, depending on the training policy design choice.

» Timeout rate. The ratio between episodes ending with a timeout (i.e., doing the
maximum number of steps without reaching the goal) and the total number of episodes.
For our analysis of the garage scenario, we conducted three subexperiments, which are

described below.

» Subexperiment No. I: There is a single target lot for all the training episodes, thus with
limited generalizability. Collision is not a terminal event. The vehicle is equipped with
a lidar.

* Subexperiment No. 2: The lidar is replaced with a camera, and the NN architecture
is modified to manage the different inputs. Specifically, two convolutional layers are
added to process the camera signal, and the output is concatenated to the other inputs.

* Subexperiment No. 3: The vehicle is equipped with a lidar and trained to reach one
of the ten possible parking lots, which are randomly selected at the beginning of each
episode. A collision is not a terminal event until the success rate reaches a certain

threshold; then, the collision is set as a terminal event.

For all the subexperiments, the testing phase consists of 100 episodes in which the vehicle
is spawned in a random position and orientation and has to reach one randomly selected lot
among the 10 available. The relevant results are reported in Table 4.3.

Regarding the distribution of computations during training, in this experiment (and in the
other experiments), we did not notice a significant improvement by using a dedicated GPU.

We argue that this is because the NN used is not so heavy in terms of depth and neurons.
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Moreover, RL is CPU intensive due to sequential agent-environment interactions (as detailed
in Section 2.2, and rendering is suppressed when a camera is not used. The training speeds
measured are approximately 1.4 M step/h, using a device equipped with an Intel Xeon W2223
processor, 32 GB of RAM, and an NVIDIA Quadro RTX 4,000 GPU.

For subexperiment No. 1, we noticed a critical phase in the first 8 M steps, with
low/unstable reward and episode lengths dominated by collisions and then by timeouts.
In particular, we observed that in several cases, the vehicle repeatedly executed sudden
gear inversions, substantially remaining in the same position. This corresponds to a local
minimum, which prevents the agent from improving its performance. After 8 M steps, the
agent performance quickly reaches a stable state with a high reward and short episode lengths.
However, the test phase, where the target can be any of the 10 lots, reveals that the trained
agent is not able to make a proper generalization (Table 4.3).

In the second subexperiment, we substituted the lidar with a camera. The training
proved effective. However, in this case, the agent’s generalization capability to multiple
target test cases is not satisfactory (Table 4.3). We thus tried to restart the training by
randomly simulating all the possible target lot cases, which slowed learning without leading
to significant improvements. Additionally, the idea of penalizing the timeouts did not provide
significant advantages.

In the third subexperiment, we returned to use a lidar instead of a camera, which reduced
the input size and the training time. We also changed the values of the constants and
normalized the rewards. For the tuning of such hyperparameters, it was very important
to create and analyze additional TensorBoard charts, as shown in Fig. 4.7. In particular,
we logged in Tensorboard the value of all the constituents of the RF (i.e., collision, goal,
distance, and alignment) to quantitatively check agent behavior. This was key to efficiently
assessing various alternatives and tuning the RF and simulation settings, which is a very time
consuming task.

This analysis was also very useful for tuning the CL. CL in RL is tricky because there is
no predefined dataset, and the difficulty of evaluating samples can be evaluated by a difficulty
measurer [134]. Thus, similar to [6], we used a one-pass algorithm [12], with increasing
difficulty levels associated with more complex versions of the learning environment. We

Table 4.3 Testing results of each experiment.

Subexp. No. Sensor Number of target parking lots in training Success rate in test

1 Lidar 1 50%
2 Camera 1 80%
3 Lidar 10 94%
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Fig. 4.7 Tensorboard plot of the single components of the reward function in the third
subexperiment: (a) the collision reward, (b) the goal, (c) the distance, and (d) the alignment.
The dashed blue lines indicate the switch from the first to the second stage.

could have also gradually increased the agent’s capabilities in different training stages, but
preliminary results showed that the increased training complexity did not provide benefits.
In contrast to [6], we did not set a predefined number of steps for each stage but adopted
a performance criterion [134]. Moreover, at each stage, we not only increased the context
complexity (e.g., type of goal, condition of episode termination) but also tweaked the agent’s
RF by carefully analyzing the Tensorboard charts of various training attempts, as mentioned
above. For this first experiment, we implemented two stages. In the first stage, the agent is
trained to reach a single target lot. Collisions are penalized but do not terminate the episode
to allow the agent to explore the environment without frequent interruptions [61]. When the
goal is achieved with a rate greater than 99.5%, the second stage starts. In this stage, the
other 9 targets are randomly activated, collisions become terminal events for an episode, and
the collision penalty is increased (the reward decreases from —1 to —10). The introduction

of these factors causes the sharp performance drop of the goal reward that we can observe
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at the stage transition in Fig. 4.7b. However, the training resumes effectively (even if more
slowly because of the much greater complexity of the learning environment) and, after a
sufficient number of iterations, allows satisfactory performance in the target environment to
be reached.

The first stage is completed at 25 M, while further steps at 57 M are needed for the second
stage. Fig. 4.8 reports the evolution of the success rate (i.e., goal reach, without collisions)
during training, with the above mentioned sharp performance drop at the change of the stage.
The test results show that training on multiple targets appears to be necessary for an agent to
reach multiple targets (Table 4.3), which means that training on a single target causes the

agent to overfit the actual position of the target.
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Fig. 4.8 Evolution of the training (success rate) in the third subexperiment. The dashed blue
line indicates the switch from the first to the second stage. The sharp performance drop is
due to the increased collision penalty, and the episode stops in the case of collision.

We assessed the impact of CL by comparing the achieved results with those of an agent’s
training starting from the beginning with the same conditions and rewards of our stage 2
agent. Impressively, even after 80 M iterations, the success rate persistently remains at 0.
We argue that a pivotal factor for CL is the possibility of having initial episodes with non-
terminal collisions. This not only promoted exploration of the environment (characteristics
of the movement area and effects of the actions) but also exposed the agent to the rewards
associated with reaching the target. On the other hand, the agent heavily penalized since the
beginning of collisions learned that staying was still more advantageous than moving in a
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risky environment. Thus, CL fosters an explorative learning process, steering the agent away
from overly cautious behaviors and toward a more adaptive learning strategy.

We compared the test results from the third subexperiment with those of Hybrid A*. Hy-
brid A* is a variant of the well-known A* search algorithm, applied to the 3D kinematic state
space of the vehicle, which guarantees kinematic feasibility of the path through a state-update
rule that takes into account the continuous state of the vehicle in the A* nodes [26], [99].

As a Unity implementation of the Hybrid A* algorithm is available open-source [89], we
applied it to our test environment and achieved results that are presented in Table 4.4.

To generate the path, Hybrid A* discretizes the map into 25 cm squared cells. Every
cell in the map represents a node with an associated cost in the path generation process. A
heuristic function accounts for the vehicle’s possible movements, considering a discrete set
of actions given by three steering angles: [-30°, 0°, 30°]. A flow field around the obstacles
is generated to avoid collisions. The value of its extension can be controlled by modifying
the safety margin. The results show that Hybrid A* achieves a 100% success rate, which
decreases to 85% in the actual path following phase because of the discretization of the map
(Table 4.4). Performance measured on an Intel Xeon W2223 machine with 32 GB of RAM
indicates that more than 0.8 s are needed to compute the path (which is not needed by the
DRL agent). Achieving more real-time performance with Hybrid A* (almost 0.2 s) requires
increasing the size of the cells to 1.2 m, which, however, leads to a decrease in the target
reach rate to 21%. Table 4.4 also shows that the DRL agent can reduce the number of gear
inversions needed to reach the target by 25% on average. Thus, the DRL agent achieves
better performance (goal reach rate, gear inversion rate, latency) and does not need a map.

As important lessons learned, our experience stresses that some factors are key to properly
setting up the environment and avoiding systematic (and difficult-to-spot) errors. The
simulation tick (i.e., the time between two consecutive updates of the environment) should
be fast enough to guarantee a faithful physical simulation (otherwise, some collisions and/or
goal reach may be detected too late, if not missed) but should be tuned according to the
actual speed of the simulated items and the CPU capacity. The decision period (i.e., the
number of ticks between two consecutive agents’ decisions) is the other time-related setting
that needs careful tuning. A short decision period leads to the vehicle being stationary. Our

Table 4.4 Comparison of 100 episodes of Hybrid A* PPO and DRL PPO in the Garage
environment

Path planning algorithm Success rate Gear inversions per episode Time for path planning

Proposed DRL 94% 3.36 -
Hybrid A* 85% 4.48 0.857s
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interpretation is that, in this case, the agent does not have the time to see the effect of its
actions. With a too long period, on the other hand, the agent becomes insufficiently reactive
to properly manage the vehicle’s dynamics. To speed up the training phase, we used the
possibility offered by ML agents running multiple training environments at the same time.
This increases the ratio of steps/second and the load on the CPU. For this reason, the number
of parallel environments should not be too high because after a certain (machine-dependent)
threshold, the step/second ratio begins to decrease.

The choice of the sensor(s) has a strong impact on how the agent learns and behaves but
also on the training time. The decision between a camera sensor and the lidar has a strong
impact because the camera requires the rendering of the scene at each timestep, reducing the
number of instructions per second and increasing the training time. A camera also requires a
larger NN (two convolutional layers were added to process the signal), which also impacts the
training time. Since the goal-reach results between the camera and lidar for our experiments
were similar, we decided to prioritize the second one. Concerning generalization, we noticed
some clear limits: when something changes in the configuration (width or length of the
driving area, position of the parking lots, etc.), performance drops significantly, and the agent

needs retraining.

Random obstacles

The previous experiment trained an agent to reach any target parking lot, starting from a
random position in a garage. As a second investigation, we explored an environment charac-
terized by the presence of random obstacles before the target, with longer origin—destination
distances. To analyze this, we set up another Unity environment, which is analyzed in this
subsection.

The input type, neural network configuration, and RL training method are the same as
those for Garage subexperiment No. 3. The goal of the agent is to reach a target random
position in an 80 x 80 m space, avoiding collisions with obstacles placed within the scene.
The number of obstacles ranges between 3 and 9, and each obstacle is placed between the
starting position of the agent and the goal, with a random orientation. The presence of
obstacles aims at adding variety to the environment, requiring the planning of a proper path
to avoid them (e.g., Fig. 4.9).

For the RF, we used a similar approach as for parking but also added a low-speed penalty.
This addition was chosen to avoid situations, as experimentally observed, in which the agent
stops close to the target, without ever reaching it, and is seemingly satisfied with the short

distance reached (likely compared to the risk of a collision).
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Fig. 4.9 Sample low-speed maneuvering environments, with different numbers of obstacles
spawned with random positions and orientations.

Table 4.5 Difficulty levels.

Difficulty level Description

1 No obstacles.

2 One obstacle midway between the spawning point and the target.
3 Like level 2 but with two additional obstacles on the sides.
4

Like level 3 but an additional obstacle is placed in a second series of
obstacles.

5 Like level 3 but two additional obstacles are placed in the second series of
obstacles.

6 Like level 3 but three additional obstacles are placed in the second series of
obstacles.

For the training, we used a one-step CL procedure, as in the first experiment, with
increasing difficulty in terms of the number of obstacles present in the scene. Once the agent
masters a difficulty level, the training continues in more complicated settings. The difficulty
levels are reported in Table 4.5. The weakening of hyperparameters (including the RF) may
also occur at these levels, based on the agent’s behavioral observations.

The TensorBoard chart in Fig. 4.10 shows the evolution of the training success rate across
the different difficulty levels. Regarding the first three levels, it appears that the entry level is
accomplished in 11 M steps, the medium level after an additional 36.5 M steps, and the third
level is completed after an additional 363.5 M steps. The decrease in performance at each
level shows a lack of generalization ability on the agent’s side. In fact, at each stage, the agent
seems to learn to reach a target with the current obstacle schema but not to reach a target

without collisions (which is our ultimate generalization goal). However, the drop decreases
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Fig. 4.10 Evolution of the training success (i.e., goal reached) rate at the six different difficulty
levels (Table 4.5). Difficulty level switches are indicated by the dashed blue line.

at higher difficulty levels, suggesting that eventually, the agent learns to generalize. As it
appears, every level switch requires specific training, which is slowly but clearly achieved by
the agent.

Fig. 4.11 shows the performance of a system directly trained at the final difficulty level
(Table 4.5). In this case, unlike in garage parking, agents trained with no CL are able to
achieve considerable performance, even if they still have a gap with respect to CL (95%
vs. 98%). We argue that the difference with the Garage case study could be attributed to
the larger spaces between obstacles in this second environment. Although collisions are
terminal since the training outset, they are not frequent, so the “novice” agent can explore the
environment and learn the task. A comparison with Fig. 4.10, however, shows that the agents
start learning much later because of the higher environmental complexity, which would be a
problem if fast feedback was needed (e.g., because of investigating different hyperparameters
on shared/pay-on-demand hardware).

Additionally, for this experiment, we compare our DRL agent with a Hybrid A* imple-
mentation (Table 4.6). Here, Hybrid A* slightly outperforms our DRL agent in terms of the
goal reach rate (99% vs. 98%). We argue that this is due to the lower complexity of the
maneuvers needed to reach the target. However, reducing the latency from 0.56 to 0.17 s
requires increasing the cell side size from 0.5 to 1.2 m, causing a decrease in the success rate
to 69%.
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Fig. 4.11 Evolution of the training success (i.e., goal reached) rate for an agent trained directly
at the final difficulty level (Table 4.5).

Within this experiment, we also conducted a specific study to better assess the agent’s
generalizability. After concluding the training at the first three levels, we tested the learned
policy in environments with more obstacles. The new obstacles are identified with the same
logic as for the first three levels but closer to the target (Fig. 4.9). Table 4.7 reports the results
of over 1,000 test episodes of the agent trained using 3 obstacles in different settings.

The outcomes highlight that the additional difficulty is not properly managed by the agent,
with a clear increase in the collision rate with the first added obstacle. We thus extended the
training to the cases of 4, 5, and 6 obstacles. The results, provided in Tables 4.8, 4.9, and
4.10, respectively, show that training with the fourth obstacle is already almost sufficient for
tackling the most complex cases.

Table 4.6 Comparison of 100 episodes between Hybrid A* and DRL PPO in the Random
Obstacles environment at the final difficulty level.

Path planning algorithm Success rate Time for path planning

Proposed DRL 98% -
Hybrid A* 99% 0.561 s

As anticipated, this fact is reflected in Fig. 4.10, which shows the evolution of the
training. We see a performance drop at approximately 400 M steps, in which the 4-obstacle

training starts, but we do not see significant drops later when switching to training with
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Table 4.7 Testing results obtained using different environmental complexities with the agent
trained with 3 obstacles.

Env. Goal ratio Collision ratio Timeout ratio
3 obstacles 99.3% 0.7% 0%
4 obstacles 66.6% 33.4% 0%
5 obstacles 65.7% 34.2% 0.1%
6 obstacles 60.8% 39.1% 0.1%

Table 4.8 Testing results obtained using different environmental complexities with the agent
trained with 4 obstacles.

Env. Goal ratio Collision ratio Timeout ratio
3 obstacles 96.9% 2.4% 0.7%
4 obstacles 98.2% 1.7% 0.1%
5 obstacles 93.7% 6.1% 0.2%
6 obstacles 93.4% 6.1% 0.1%

5 or 6 obstacles. From Tables 4.8 to 4.10, we also see that a policy trained in a more
complex environment also works substantially well in simpler environments. In summary,
and particularly referring to Fig. 4.10, given the criticality of the training time, we argue that
the agent is (relatively) quickly able to reach the target (11 M steps); then, as an obstacle
is added, the reward abruptly drops, substantially because the agent discovers the concept
of an obstacle before the target. The agent learns to avoid a single obstacle in 36.5 M steps.
Further addition of two lateral obstacles does not degrade the performance as much as in
the case of the first obstacle, but it takes the agent many more steps (363.5 M) to slowly
learn how to address the increased complexity. We argue that this is necessary for the agent
to generalize the concept of obstacle avoidance. Then, for additional obstacles, the drop is
relatively smaller (and ever smaller, with increasing complexity), and a shorter tuning stage
is necessary to regain the top performance.

This study provides a quantitative measurement of how to abstract the notion of avoidable
obstacles, an agent needs training in an environment with a sufficient number of obstacles.
This is akin to the concept of class representativeness in supervised learning datasets but in
the more complex RL context, where the dataset is built dynamically through the agent’s

experience.
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Table 4.9 Testing results obtained using different environmental complexities with the agent
trained with 5 obstacles.

Env. Goal ratio Collision ratio Timeout ratio
3 obstacles 98.3% 1.1% 0.6%
4 obstacles 97.8% 1.5% 0.7%
5 obstacles 98.3% 1.4% 0.3%
6 obstacles 96.3% 3.1% 0.6%

Table 4.10 Testing results obtained using different environmental complexities with the agent
trained with 6 obstacles.

Env. Goal ratio Collision ratio Timeout ratio
3 obstacles 98.6% 1.3% 0.1%
4 obstacles 97.6% 2.1% 0.3%
5 obstacles 98.4% 1.5% 0.1%
6 obstacles 97.8% 1.9% 0.3%

4.1.2 Conclusions

The main contribution of this study is a systematic and quantitative analysis of the training of
a DRL agent for low-speed AD maneuvering in Unity. In particular, our experience highlights
some key factors in successful training. First, CL allows the agent to overcome local minima
of a complex loss function (Fig. 1 in [12]). This technique was necessary for the garage case
study and highly beneficial for obstacle avoidance. It is also useful for reducing training time
and the use of computational resources. It involved carefully modifying, at various stages,
factors such as the type of goal, terminal condition, complexity of the learning environment,
and RF hyperparameters.

Concerning generalization (i.e., knowledge transfer), the agent can reach different targets
by avoiding obstacles (walls or other shapes) with random positions (origin, destinations,
and placement of the obstacles) and with difficult maneuvers (parking and narrow spaces
among obstacles), provided that it is accurately trained to do that (same type of maneuver,
training with random positions, a similar configuration/complexity of the environment). The
abstraction of concepts such as obstacle avoidance requires training in a sufficiently complex
environment (i.e., an environment with a sufficient number of obstacles).

We have proven the crucial effectiveness of CL for low-speed AD maneuvering. Future
research could explore the automation of the process (e.g., difficulty measurement or training
scheduling [134]), which would reduce the time spent investigating and tweaking the numer-

ous hyperparameters involved. Other research directions may involve the use of higher-level
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AD decision making, multiagent systems [33], [110], and language models for trajectory
generation [60], [77], [104]. Finally, we limited our study to static obstacles, for the sake of
clarity and because this is typical in low-speed maneuvering, but now the analysis could be
extended to dynamic contexts, e.g., with moving vehicles and pedestrians, in more realistic

contexts (motorways and urban areas), thus involving other types of maneuvers.
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4.2 DRL-based automated parking in CARLA

After examining AP and obstacle avoidance in Unity, the study now progresses to CARLA,
a simulator designed specifically for AD research. While Unity proved useful for testing
concepts in controlled conditions, its role as a general-purpose engine limits the realism of
vehicle dynamics and sensor responses. CARLA, by contrast, integrates high-fidelity physics
and sensor models that enable closer alignment with real-world driving.

Within this environment, the objective is to design a DRL agent capable of automated
parking by directly controlling steering, throttle, and brake actions, thereby replicating the
fine-grained decisions of a human driver. The experiments target low-speed maneuvers in
a comb-style parking lot, with non-player vehicles (NPVs) randomly placed to introduce
variability and occlusion.

This section describes the CARLA-based framework, details the CL approach adopted
for training, and evaluates the extent to which the resulting agents achieve stable and safe

parking performance under these more realistic conditions.

4.2.1 Method
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Fig. 4.12 Bird view of the parking area. The red square marks the target parking lot.

To train our model, we took a step toward more realistic simulations than previously done
in Chapters 3 and 4.1 for parking and highway driving, respectively. To increase the level
of realism in terms of graphics and physics simulation, we opted for CARLA as a driving
simulator. It includes several town maps and different vehicle models to which sensors such

as radar, lidar, camera, etc. can be attached. In addition, CARLA exposes an API that allows
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users to control all aspects related to the simulation, including traffic, pedestrian behaviors,
weather, sensors, etc. The official DRL-related section lacks recent updates but some recent
works have recently been proposed [95, 67], showing promising results in trajectory tracking
applications. Starting from the built-in Town 5, where a parking area is already available, we
removed all the unnecessary surrounding entities from the scene, so to obtain a light-weight
scenario to reduce the computational cost of rendering and thus training time. The parking
area, visible in Fig. 4.12 , measures 50 x 50 m and is composed of 60 comb parking spaces
with a 90° layout, 5 x 2.5 m each. Brick walls cordon off the area, preventing the agent from
falling during training. The weather includes 15 different conditions of sun, rain, fog, and
clouds and 41 vehicle models are available, from motorbikes to trucks, with customizable

colors.

Experiment

To implement our DRL agent, we opted for Gymnasium (formerly known as OpenAl
Gym [13]), an open-source Python toolkit that exposes an API to facilitate the design
and implementation of DRL environments which has become a de facto standard for the
communication between agents and simulation environments. In addition, Gym offers
the ability to define custom environments, so, we wrapped the CARLA parking setting
into a Gymnasium environment to get a DRL-compatible interface. Furthermore, Gym is
compatible with Stable-Baselines3 (SB3) [105], an open-source Python library that offers a
variety of DRL algorithms to set up the training algorithm and the neural network architecture
and configuration quickly and intuitively. The schematic of the tools used and their interfacing
are shown in Fig. 4.13. At each episode, the vehicle starting point and orientation are chosen
randomly within the drivable area. The target to be reached is one of the 60 lots, randomly
chosen at each episode. To train our agent, we used the Audi e-tron vehicle model, available
in CARLA. The car measures 4.90 x 1.93 x 1.62 m, and has a total mass of 2490 kg. The
ego vehicle (EV) is equipped with a lidar sensor placed in the center of the vehicle with a
360° horizontal field of view. The key part in the development of a DRL agent is RF. We
split it into several contributions, some dense (given at each simulation step) and some sparse
(awarded only when some events occur). Table 4.11 offers an overview the components
of the RF. Distance and heading are the two dense contributions to induce EV to approach
the target. Collision is sparse, needed to teach the agent to avoid other NPV and the walls
delimiting the area. Two contributions are related to reaching the target parking lot, goal and
alignment. The goal reward is awarded when EV reaches the lot, while alignment rewards

the agent if it parks aligned well.
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Fig. 4.13 Outline of the tools used for the implementation of the DRL agent.

Table 4.11 RF components

Name Description Range Type
Distance Euclidean distance from EV to target [-0.1,0] dense
Heading Angle between EV forward vector and EV-target vector [-0.1,0] dense
Collision Collision with walls or NPVs event [-1,0] sparse

Goal Target achieved event [0,15] sparse

Alignment Angle between EV forward vector and parking lot orientation  [0,10]  sparse

For the training of the model, we used the PPO algorithm [112]. As the backbone neural
network, we opt-ed for a MLP configuration, composed of 2 hidden layers of 512 neurons,
whose input and output values are summed up in Table 4.12. To give the agent the ability
to better perceive its motion, at each network update we stacked the last four input values
on top of the current one. This allows the agent to capture the dynamics and changes in the
environment over time.

Given the results previously obtained in an environment similar to ours, although sig-
nificantly less complex, such as [61], we adopted a CL strategy for training our agent. In
this case, we split the training into three distinct phases. The first phase involves only EV,
no NPV is present and an episode terminates if the target is reached or if it goes over 240
steps. Collision is not penalized to incentivize the agent to explore the environment. In the
second phase, the number of NPVs is chosen randomly between 0 and 20 at each episode
and, again, only the goal reaching or the timeout can end the episode. Collisions are now
slightly penalized with a weight equal to -0.1. Finally, in the third phase, conditions are
similar to phase 2 but now a collision (penalty weight -1) terminates the episode.
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Table 4.12 PPO network input and output.

Type  Quantity Dimension Resulting size
LiDAR data 61
Distance from target (x,y) 2
Input  Speed (x,y) 2 340 (5 stacked inputs)
Acceleration (x,y) 2
Angular velocity (yaw) 1
Throttle 1
Steerin 1
Output e 4
Brake 1
Reverse 1
1.0 1 25 i
0.9 i 201
0.8 E 15]
0.71 : 10
0.6 : 51
0.51 | 0]
0.4] -5 5
0.3 i ~10 '
0.2 : _15]
0.1 | _20]
0.0 : : ‘ i ‘ - -25 ‘ ‘ . i . .
0 10M  20M  30M  40M  50M  60M 0 10M 20M 30M 40M 50M  60M
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Fig. 4.14 The PPO agent training over ~60M steps. (a) success rate, (b) cumulative reward.
Dashed blue lines indicate the three CL phases.

4.2.2 Results

We trained our PPO agent for about 60M steps (Fig. 4.14). The first CL phase took 25M
steps, after which the agent was able to reach the goal 100% of the time (Fig. 4.14a). Once
this is achieved with no NPVs present in the scene, the second phase started, lasting about
15M steps in which the agent learned to park with NPVs parked near the target parking lot.
The last phase, in which collisions represented a terminal state, lasted 20M steps, achieving a
final success rate of 97%.

Although the success rate is satisfactory, some problems related to the use of CARLA
arose during code development. In particular, the lack of direct support for DRL made the

implementation of the environment and synchronization with Gym and SB3 particularly
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complex. Too high values of the CARLA environment update frequency (greater than 20 Hz)
greatly lengthened the training time due to the higher computational load but, conversely,
frequencies that were too low (lower than 10 Hz) did not guarantee proper observation of
the environment by the agent (e.g., it happened that the agent stepped on the goal without
being detected). In addition, it was necessary to adopt the decision period (i.e., the frequency
at which the agent takes an action) since too high network update frequencies (greater than
10 Hz) did not allow the agent to learn to move, since too short a press on the accelerator
pedal is not sufficient to allow movement. A good trade-off we found is to use a CARLA
environment update rate of 20 Hz and a network update rate of 5 Hz (equivalent to a decision

period of 4) but this required a lot of trial and error.

4.2.3 Conclusions

The proposed work presented a DRL agent for real-time trajectory planning and tracking in a
CARLA-simulated environment where low-speed maneuvers are performed in a parking area
with comb-shaped spaces. The agent is able to achieve a 97% success rate in reaching the
target parking lot without collisions. The training process involved a CL strategy with three
distinct phases that gradually increased the complexity of the environment by introducing
NPVs and penalizing collisions. However, the use of CARLA presented challenges in
integrating DRL into the environment. Issues related to the environment update frequency
and decision period had to be carefully handled to ensure proper learning and observation
by the agent but the overall success rate and performance of the trained agent confirm the
capability of DRL approaches for the development of ADFs. Future work will focus on
different sensor configurations and extend the range of action to more complex parking

scenarios.
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4.3 Extending the CARLA parking environment

The CARLA experiment introduced in the previous section demonstrated that DRL agents
can learn to perform AP reliably in comb-style slots. However, limiting evaluation to a single
configuration risks overfitting policies to narrow conditions. A natural extension is therefore
to broaden the operational design domain (ODD) by introducing additional parking layouts
that reflect the diversity of real-world scenarios.

To this end, we developed a unified CARLA-based simulation framework supporting three
distinct geometries: 90° perpendicular, 60° skewed, and parallel slots. Each environment
was created from scratch to capture the spatial and maneuvering constraints specific to its
layout. DRL agents were then trained and evaluated individually in each scenario, enabling
analysis of how geometry influences learning and policy performance.

Although this study focuses on static conditions, the framework was designed with
flexibility to support future extensions involving dynamic obstacles and interactive traffic
participants. This establishes a platform for studying DRL-based AP under increasingly

realistic and heterogeneous conditions.

4.3.1 Method

Building upon previous work, we extend the parking environment described in Chapter 4.2.
We adopted CARLA as simulation framework to keep the training logic as intuitive as
possible thanks to the CARLA Python API for client-server communication. Although the
original work represented a first step towards more realistic simulation mainly in terms of
physical similarity to real world scenarios, especially when compared to previous research
on Unity 4.1 and highway-env 3, which were limited by the lack of variety in parking
scenarios and simulation complexity. Thus, the main goal of this work concerns the modeling
and integration of two additional parking lot types, enabling research on diverse scenarios.
Fig. 4.15 depicts the three proposed parking environments, which, in contrast to previous
work, were not derived from the CARLA built-in Town 5 map, but by creating a custom
road layout in Unreal Engine from scratch, leveraging the open-source CARLA fork. All the
proposed environments incorporate waypoints which enable dynamic traffic simulation, as
well as spawn points for non-player vehicles (NPVs) in the parking lots. All the maps are
surrounded by a 1.5 m tall guard rail. Fig. 4.15a shows the new version of the parking area
originated from Chapter 4.2. Fig. 4.15b depicts the second setting consisting of 60 parking
spaces, inclined by 60°, which is common in urban roads. The dimensions of the whole
parking area and of the single lots is the same as in the perpendicular environment. The third

proposed scenario concerns parallel parking (Fig. 4.15). Here, the slots are configured for
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Fig. 4.15 Bird-eye view of the proposed simulation environments. (a) 90° perpendicular; (b)
60° skewed; (c) Parallel parking.

both-sided access, ensuring that parking may be performed from each direction by the training
agent. This configuration is inherently more spatially constrained, measuring 38 x 16 m.
All environments include all different pre-built CARLA weather conditions, and 41 vehicle

blueprints are available for testing.

Experiments

To validate the proposed environments, we conducted three separate experiments involving
DRL agents tasked to solve each parking task. To enable DRL in CARLA, as usual, we
defined a custom Gymnasium [126] environment and employed the SB3 [105] Python library
to quickly setup and train pre-defined models. All agents were trained through PPO [112],
with a MLP network backbone composed of 2 hidden 512-units layers. The action and
observation spaces for the agents remains unaltered from Table 4.12. The main structure
of the RF and its sparse (awarded only when specific events occur) and dense (given at
each simulation step) components were kept equal or similar, depending on the task, to the
one proposed in Table 4.11. An episode ends when either the EV successfully reached the
parking target or a collision was registered.

The first experiment served as a preliminary validation for the new perpendicular parking
environment and as an evaluation of the generalization capabilities of the baseline AP agent
from Chapter 4.2. We deployed the pre-trained agent in all proposed scenarios under the
same original experimental conditions. We froze the weights of the model and, without
further fine-tuning, the agent was evaluated. Thus, no modification of the RF was necessary.

For the second and third experiments we adopted a CL strategy for training two additional
agents, one for each new parking scene. In both cases we resumed the training procedure of
the 90° expert agent to start the training phase from already established knowledge of the

parking task and ensure quicker convergence times.
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The second experiment consisted in training an agent with the goal of parking in the 60°
skewed lots scenario, adapting its alignment to the modified parking angle. At the beginning
of each episode, one of the 60 parking slots is randomly selected as the target, the EV is
spawned on the nearest drivable area aligned with the target slot’s longitudinal axis, and O to
10 randomly selected NPVs are placed in adjacent parking slots. The initial lateral position of
EV is perturbed using uniform noise within +5 meters and its initial rotation was randomized
between 0° and 360° to introduce environmental variability. To encourage correct alignment,
the positive Goal contribution of the RF, awarded only once per episode if the EV reaches
the target, was nullified if the angle difference between the forward vector of EV and the
parking lot orientation was > 10°.

For the third experiment we trained an additional agent to solve the automated parallel
parking task. Here, only 3 parking slots are present in the scene, with the central slot always
designated as the target. At the start of each episode, 0 to 2 NPVs are placed in the adjacent
slots. The initial position of the EV is randomized between the left and right side of the
parking area, again with +5 meters of lateral shift and randomized initial rotation. As per
the second experiment, the condition for EV’s success was further refined by introducing
a stricter alignment error threshold of 6° upon arrival, to avoid unrealistic parking angles
in the parallel scenario. The original RF was also extended to include a negative sparse
contribution attributed to the model when the EV moves to the opposite side of the parking
area. This served as a new terminal condition for the current episode. It was designed to
prevent the agent from learning to park from only one side of the parking space thereby to
promote generalization. In addition, depending on the initial position of EV, a positive, dense
contribution was given when the model moved the vehicle forwards past the target parking

slot. This was developed to encourage the agent to perform reverse parking maneuvers.

4.3.2 Results

Table 4.13 shows the results obtained after evaluating the baseline and the fine-tuned agents
for 1,000 episodes in the proposed environments in terms of success rate. The baseline
AP model achieves 97% success rate in the redesigned 90° parking lot scenario, as in the
environment it was originally trained on. Fig. 4.16 depicts a sample trajectory driven by the
pre-trained baseline. This suggests that the environment is well aligned with the original one
in terms of task-relevant features and dynamics, enabling near-perfect zero-shot adaptation
and validating the fidelity of the new scenario. Because of this, no further fine-tuned was
required for this environment. When deployed to the other proposed scenarios, however,
the generalization capability of the baseline model begins to falter, as can be seen from the
success rate, dropping to 63% for the 60° slots scenario and to 2% for parallel parking. This
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Fig. 4.16 Visualizations of the trained agents performing parking maneuvers in the three
proposed environments.

Table 4.13 Success rate of the proposed models over 1,000 evaluation episodes.

Environment Baseline model [4] Fine-tuned models
90° Perpendicular Parking 97 % -
60° Skewed Parking 63% 99 %
Parallel Parking 2% 95%

spurred further investigation aimed at establishing stronger baseline performance in the new
scenarios.

The final agents for each new environment were obtained after an additional CL phase
lasting approximately 10M training timesteps for the 60° skewed lots scenario and 40M for
parallel parking. The evaluation results for the second and third experiment are summarized
in Table 4.13, where the fine-tuned models achieve success rates of 99% and 95% in their
corresponding training scenarios, demonstrating the clear difference of the settings (partic-
ularly for the parallel parking case, which required a 4x longer fine-tuning and achieving
lower performance than the 60° case) and the need for fine tuning. Representative trajectory
examples illustrating the behavior of the fine-tuned agents in each environment are depicted
in Fig. 4.16a and Fig. 4.16b, respectively.
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4.3.3 Conclusions

This work presented a unified CARLA parking framework that incorporates 90° perpendicular,
60° skewed and parallel slot geometries within a single, custom-built map and exposes
them through a Gymnasium-compatible interface. A baseline agent trained exclusively
on perpendicular parking retained a 97% success rate when evaluated in the redesigned
perpendicular scene, confirming that the new scenario reproduces the task dynamics of the
baseline environment and that the original DRL agent in Chapter 4.2 had correctly learned
the main task-relevant patterns, without overfitting its training environment. When the same
policy was deployed without ‘as is’ in the skewed and parallel layouts, success rates dropped
to 63% and 2% respectively, demonstrating that the new geometries introduce realistic spatial
constraints preventing zero-shot generalization. Continued training with a curriculum strategy
lifted performance to 99% in the skewed lot scene and 95% in parallel parking, showing that
the environment supports knowledge transfer. These findings validate the environment as a
practical development environment for research on policy robustness and curriculum design
in AP.

Future work will extend the static scenes with dynamic traffic participants and pedestrians
to enable more complex and realistic parking scenario generation. A public release of the
map and evaluation utilities is planned to allow for comparative studies in learning-based

low-speed maneuvering.






Chapter 5

Adversarial training to enhance decision
making robustness

The next part of the study shifts the focus from policy learning and curriculum-based
generalization to policy and decision robustness as a primary target. Here, we adopt an
adversarial view of decision making. DRL adversarial training involves inserting in the
environment an adversary agent aimed at preventing the victim (i.e., the target model to
be trained) from achieving its goals. The adversary is typically trained with a RF which is
the negation of the victim’s reward. However, this choice is too simplistic in AD scenarios
(e.g., lane change in [20] or intersection traversal in [114]) as it leads to frequent collisions,
preventing any meaningful learning on the victim’s part. For this reason, the opponent,
seeking to expose weaknesses in the victims’ decision making process does so by creating
difficult but plausible situations. The adversary is not allowed to break physics or the
task rules. It must act within the environment dynamics, accept collision penalties, and
respect scene semantics. The victim agent tries to complete the task with high safety and
stability. Training alternates between exposing the agent to these challenging interactions
and updating the agent to remove the newly revealed failure modes. In effect, the process
builds a curriculum that is driven by what the agent cannot yet handle and evaluates progress
with safety and stability metrics.

In this context, the first study uses the highway setting introduced in Chapter 3 to
validate the approach, measure the gap between baseline performance without an adversary
and performance under adversarial stress, and assess performance regained after targeted
exposure. The second study extends the paradigm to the AP domain in CARLA, following the
same staged increase in complexity presented in Chapter 4. Here, we use regularization that

favors realistic adversarial trajectories and avoids loss of prior knowledge during fine-tuning.
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Fig. 5.1 Snapshot of the highway environment. The victim vehicle is colored in light-green,
the adversary in purple, while the NPVs in light-blue.

As a result, these studies advance stable and robust DRL based decision making across
more complex and diverse simulation settings by applying adversarial policies in the AD
context. They reduce unsafe events, improve trajectory quality, and preserve baseline
competence while widening the range of conditions in which agents operate reliably.

5.1 Adversarial policy learning in highway-env

The first study in this chapter applies adversarial training to the highway driving domain. Re-
turning to this environment, already examined in Chapter 3 for DRL-based decision making,
allows us to test whether adversarial interactions can systematically reveal weaknesses in
a pre-trained policy and drive measurable improvements. Highway driving highlights the
challenges of sequential decision making in AD, where agents operate over large state and
action spaces and must ensure safety under uncertain conditions. Standard DRL policies,
even when supported by CL or different training setups, remain prone to corner cases. To
probe these vulnerabilities, an adversarial agent is introduced that generates difficult but
plausible interactions within the simulator’s physics and rules, forcing the victim agent into
failure modes that standard training rarely uncovers.

The process alternates between training the adversary to disrupt the victim and fine-tuning
the victim to overcome the exposed deficiencies. Through this loop, the complexity of the
scenarios escalates naturally, yielding a victim policy that is systematically hardened against
challenging conditions. Results indicate improved robustness, stability, and safety when
compared with the baseline policy.

5.1.1 Method

We present a modified version of the highway-env [63] open-source simulator to develop
a DRL training framework, given the simplicity and ease of customization which allows
for quick prototyping and testing of different mechanics and details as well as a direct
comparison to previous work [16].

Fig. 5.1 depicts the environment we used for developing our method. The scene contains a

customizable number of heuristic Non-Player Vehicles (NPVs) navigating the scene alongside
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two vehicles playing as the part of the victim (V') and the adversarial vehicles (A), that are
guided by two different DRL policies. Two sets of actions are provided for the proposed
experiment: the lower-level action space already present in the original framework (faster,
slower, lane change right, lane change left) and a high-level action space (keep lane, go to
right-most lane, overtake) illustrated in Chapter 3. The observations for both agents are
named “kinematic”, as per the original highway-env’s definition and consist of presence
(whether a vehicle is present or not in the scene), longitudinal and lateral position and velocity.
These observations are taken for the ego vehicle and the N = 7 (for our experiments) nearest

vehicles.
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Fig. 5.2 Outline of the proposed two-phase adversarial training cycle.

For training the victim and adversarial agents, respectively driving V and A, we defined a
two-phase cycle, which is depicted in Fig. 2. We begin the process by freezing a pre-trained
victim model (particularly, the one illustrated in Chapter 3), and let it act in pure exploitation
as a part of the highway environment. The goal of V is to drive safely (i.e., no collisions
with other vehicles) for as many kilometers as possible. In this first phase, the learner is
A acting upon the scene alongside with V and the NPVs. The goal of A is to hinder V. To
this end, the A observation includes also the V last observation and action. Unlike V, which
uses the aforementioned high-level action space designed to reach better “normal’ driving
performance, A uses the original lower-level action space, which allows a greater degree of

freedom in driving, which is needed to perform abrupt maneuvers to challenge V. The idea
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behind the first phase of training is to build a strong adversarial policy and put the pre-trained
vehicle in a danger/failure state.

As the main effect of the first training phase, we expect V to collide significantly more
frequently than in the normal situation (i.e., without trained A) and maintain a lower mean
cruising speed. We conclude the first training phase when the metrics indicate a clear
degradation of V performance and proceed to the second phase. Here, A is frozen and V
becomes the subject of the training. Thus, we resume the victim’s model training through a
continued learning procedure without any changes to the original RF or state and fine-tune it
in the adversarial scenario. The goal of this second phase is to make V policy robust to the
newly introduced adversarial attack, thus enhancing V capability to deal with unexpected
dangerous behaviors by other vehicles, that would previously induce a failure state of the
agent. This two-phase process is then repeated a certain number of times, until the predefined
stopping criteria is met (e.g., in terms of V policy robustness) or results suggest using different

hyper-parameter values.

Experiment

The DRL model deployed for both victim and adversarial agents is the Proximal Policy
Optimization (PPO) algorithm [112]. The neural network at the core of the algorithm is a
2-layer MLP, with 64 neurons per layer for both analyzed models. The environment policy
frequency (i.e., decision rate) is set to 1 Hz., to give the agents sufficient time to observe
the effect of their previous action. We set the maximum training episode duration to 60
seconds. In both training phases an episode is terminated whenever a collision occurs. Also,
when training A, the episode is terminated if A is overtaken by V, since A did not succeed
in making V fail. The number of NPVs is set to a randomly chosen value from 10 to 15 for
each episode in both training phases.

The RF is the key to the success of any DRL agent training, since RF numerically shapes
the model behavior. For the first training phase (in which the V policy is frozen), RF aims
to reward the A’s ability to make V fail. Thus, RF of A is simply the opposite of RF with
which V was trained. That RF included rewards for high speed and right-most lane, and
huge penalty for collision, as detailed in Eq. (3.4) in Chapter 3. It is important to stress that
the considered quantities for the A training (i.e., speed, lane collision) are referred to the
V. However, the RF of A additionally includes a penalty for its own collision with NPVs (a
collision would prevent A from continuing its disturbance task), while a rear-front collision
with V is not penalized (we do not reward it to prevent A from learning to really chase for V,

which would be an unrealistic behavior).
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Finally, if V manages to overtake A, the episode is terminated, with a training penalty. In
the second phase, the A policy is frozen, while V' is fine-tuned with its “normal” RF, which is
described in Eq. (3.4) in Chapter 3. It is important to highlight that, in each phase, only one
agent is trained, so to prevent non-stationary conditions that would hinder the training.

5.1.2 Results

We evaluate the victim’s policy before and after adversarial re-training. Particularly, the
increase in robustness of the V' policy is evaluated by comparing the episode metrics reported
in Table 5.1 averaging 1000 test episodes. Tests were conducted in the highway 3-lane
environment in two conditions: with and without A in the scene, while NPVs are always
present. In the first phase, the emergent behavior adopted by our best A model can be
described as a continuous, yet not random, swerving procedure. As soon as A detects the
presence of V behind, it visibly tries to move up or down the lanes to block V. If possible, A
tends to steer at the very last possible moment to cut right in front of V and thus have a chance
of causing a “good” collision (rear-front). As shown in Table 5.1, this adversarial behavior
leads V to increase the collision rate by one order of magnitude (14.7% vs. 1.4% of the
episodes) and lower its speed significantly when compared to the case without the A. The V
model also shows a reduction in average deceleration and an increase in average acceleration.
We argue that this is due to the fact that V drives more slowly, due to the behavior of A (less
average deceleration), then it tries to abruptly accelerate to quickly perform the overtaking.

The second phase aims to improve the pre-trained policy of V, which is the actual goal
of the overall process, through a continued learning procedure. V has now to learn to deal
with A, which hinders the normal behavior of V through selective lane and speed changes.
Comparing the third and first column of Table 5.1, we see that, the V policy at the end of this

phase is still negatively influenced by the A presence, mainly in terms of collision number

Considered metrics Baseline Baseline vs. A Re-trained vs. A Re-trained
Mean episode duration (s) 59 53 57 60
Number of collisions 14 147 65 2
Average travelled kilometers 1.84 1.5 1.82 1.95
Average speed (km/h) 111 89 118 118
Average deceleration (m/s2) -5.38 -4.52 -5.47 -5.57
Average acceleration (m/s?) 1.62 1.84 1.28 1.34
Average left lane changes 0.32 0.38 0.9 0.96
Average right lane changes 1.33 1 1.09 1.27

Table 5.1 Performance over 1000 episodes of the victim models
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and average kilometers travelled, compared to the original V without A. The average left-lane
change number is also in-creased, suggesting that the V has learned to overtake vehicles more
often in the adversarial scenario. On the other hand, comparing the second and third column,
we see with no surprise that, in the adversarial scenario, the re-trained agent outperforms the
original one in all the metrics.

Finally, testing the agent in a normal, non-adversarial scenario (fourth and first column),
we see that the re-trained model collides less frequently, while traveling more kilometers
at a slightly higher speed and accelerates less abruptly. This indicates a significant agent

improvement in terms of safety and overall robustness.

5.1.3 Conclusions

We explored the implementation of an adversarial learning procedure to increase robustness
of a DRL agent for AD in a 3-lane highway-env simulated environment. Experimental results
show that the re-trained model’s policy has proven to be more robust and safer, outperforming
the original one in all the metrics.

These initial results suggest that research should be conducted on the RF, improving the
realism of the A disturbances, and loss function customization for the employed learning
algorithm to stabilize the training phase. Moreover, the method may be transferred to more

complex driving scenarios and simulators.
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5.2 RAFT (Regularized Adversarial Fine-Tuning) for self-
parking

Having validated adversarial training in the highway domain, the study now extends the
approach to the more complex CARLA simulation environment as we did in Chapter 4, here
again in the context of AP. To this end, we introduce the Regularized Adversarial Fine-Tuning
(RAFT) framework, designed to improve a pre-trained agent while maintaining a balance
between the adversary’s challenge and the victim’s capacity to learn (Fig. 5.3).

As a test case, the self-parking agent developed in Section 4.1 and ported into the
CARLA environment in Section 4.2. The evaluation investigates the effectiveness of RAFT
by analyzing performance improvements, conducting an ablation study on the regularization
hyper-parameter, and assessing multiple task-relevant metrics. Together, these experiments

demonstrate the benefits of adversarial fine-tuning when applied to realistic AP scenarios.

5.2.1 Method

The idea behind RAFT is to optimize an adversarial policy to prevent an overly aggressive
behavior by using a general regularization term in the RF with the goal to achieve a balanced
trade-off between environmental complexity and agent learning efficiency. Fig. 5.4 depicts
the proposed framework for the adversarial training of DRL agents. The adversary A is an
agent driving a vehicle aimed at obstructing the parking of the victim V (i.e., our target
parking agent). The environment consists of 90° parking slots, static parked vehicles around
the target slot, V, and the adversary A. At the beginning of the training, V' is the pre-trained
parking agent, while A is initialized randomly. Then, the adversarial training starts, which
involves a cycle two phases per iteration. In the first phase, the adversary A is trained, with its
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Fig. 5.3 RAFT overview. The scene includes the victim agent (green), adversarial agent
(orange), and a static environment vehicle (red). The green dot is the target parking slot, the
green rectangle is Aryg in Eq. 5.6.
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Fig. 5.4 Proposed training pipeline, where adversarial agent A learns to exploit victim agent
V in Phase 1, followed by V’s re-training against A in Phase 2, iteratively refining both
policies until V achieves robustness. The blue arrow represents the first execution of loop,
skipping V’s robustness check.

own RF, while the victim V (i.e., the target agent) acts in the environment without learning.
In the second one, the victim is trained while the adversary policy is kept frozen (i.e., the
opponent is part of the environment, without learning). The initial condition is the pre-trained
agent and a random initialized adversary. We define the complete state of the environment as
S ={D, T}, where D refers to the position, longitudinal and lateral acceleration, speed and
angular velocity of all vehicles in the scene and 7 to the position and alignment vector of the

current parking target.

Adversarial policy learning

The observable state space of the adversarial agent is the same as for the victim, and is
defined by the tuple:

Op = {A(VvT)7A(V7A)7DA}7 (51)

where A(V,T) and A(V,A) represent the distance between the victim agent and the target’s
position in Cartesian coordinates (x,y) and between the victim agent and the adversary’s
position, respectively. Dy refers to the subset of D, only containing the features describing the
adversarial vehicle. For both the agents, the input stacks past frames to enhance situational
awareness - enabling the agent to track its own movement and detect environmental changes.
The stack size was empirically set to five frames, aligning with the DRL agent used for
comparison from Chapter 4.1. This selection balances the advantages of historical context
against the computational overhead introduced by the larger input dimensionality. The

adversarial action space is 274 = {throttle, brake, steering, reverse}, as that of V.
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As DRL training algorithm, we employ PPO. By iteratively tuning the policy param-
eters based on a clipped surrogate objective, it strikes a balance between exploration and

exploitation while keeping stability and reliable performance.

Adversarial reward

To obtain a successful adversarial policy, the reward signal R4 must be designed to disrupt the
victim policy, whose objective is defined by Ry . The typical approach (e.g., [36]) formulates

the problem as a zero-sum game, which can be modeled as:
Ry = —Ry. (5.2)

As collisions are heavily penalized by the victim’s RF, they are highly rewarded for the
adversary. Although this approach (we call it adversarial baseline) can produce highly
disruptive adversarial policies, the resulting behavior risks to be excessively aggressive and
may not be able to help the victim’s to improve its generalization capability. Inspired by [20],

we relax the zero-sum assumption and add a regularization reward R,s, expanding Eq. 5.2 as:
Ry = —Ry + er57 (53)

where R, encourages the adversarial policy to generate more realistic trajectories by penaliz-
ing the collision (R,) and the full blocking of the parking area (R;) with a weight (@) that

controls the influence of the regularization term:
R, =R, +R;. (5.4)

To limit the disruptive adversarial collision strategy, the learning agent is penalized

through the following sparse contribution:

—1, if A collides,
R, = (5.5)
0, otherwise.

Because of the large time horizon of a training episode, we add the dense contribution Ry

which is given at every simulation step:

—0.05, ifAisinAryp,
R, = (5.6)
0, otherwise,
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where Arr refers to a predefined area that dynamically moves, based on the location of the
current target parking slot (Fig. 5.3). In the AP context, R; is introduced to prevent A from
physically obstructing the victim’s target slot. More generally, it can be adopted to limit the
influence of A outside a user-defined Ary to achieve more realistic adversarial trajectories,
which may be useful in various AD contexts (e.g., in lane change, to prevent A from learning

to drive off-road or in the opposite lane).

Regularized adversarial re-training

The regularized reward is then used in the adversarial training cycle (Phase 1, in Fig. 5.4). The
goal of such CL cycles is to make V robust to A, enhancing its capability to better deal with
obstacles and improving its trajectory stability. We conclude Vs re-training session (Phase 2
in Fig. 5.4) when its policy reaches at least a 70% success rate in the adversarial environment.
The threshold was set empirically to optimize the adversarial training loop’s efficiency, based
on our observation that the victim model typically converges at approximately a 70% success
rate.

Notably, while [20] set up an adversarial framework to spot weaknesses of the target
agent in the adversarial environment, our aim is to improve the agent through its experience
in the adversarial environment. The main originality of our work consists in designing a
general regularization technique (Eq. 5.3) and verifying that it enhances a state-of-the-art
agent, while [114] proposes a custom adversarial RF (for intersection traversal) and does not
apply it to a state-of-the-art model.

5.2.2 Results
Simulation setup

We evaluated the proposed method in the CARLA driving simulator. Fig. 5.3 depicts the
scene, comprising the victim V' (in green), the adversary A (in orange) and a parked vehicle E,
close to the target. Every episode, there are up to two nearby parked vehicles. The green dot
marks the target parking slot, and the green rectangle refers to Arr, in Eq. 5.6. The parking
slot structure was derived by “Town 57, a pre-constructed CARLA map, adapted to the AP
problem and optimized to enable the learning of one agent policy at a time for DRL-based
adversarial and victim retraining.

We deploy as victim a state-of-the-art DRL-based AP agent that we ported from Unity to
CARLA and trained and tested according to the procedure reported in Chapter 4.1. Our goal
is to check whether adversarial training allows improving the model’s local motion planning

performance in its original ODD (i.e., static parking, with 0-2 stationary vehicles parked in
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the neighborhood and no adversary). The performance obtained by this original model is
reported in Table 5.2 in terms of success rate, alignment deviation A, number of reverse
actions N,,,. This condition is challenging, since the main indicator (success rate) is already
quite high. Improving the other two (e.g., with another curriculum step, tuning the RF) may
be unsuccessful (e.g., for a too low learning rate) or at risk of overall catastrophic forgetting.
A parking attempt is considered successful if V reaches the target 7. Alternatively,
the episode terminates if V collides with any object or at a 120 second timeout, which we
empirically set to balance the competing objectives of allowing sufficient exploration time
for the agent while preventing unnecessary time expenditure in deadlock scenarios. At each
episode, the alignment of the target is randomized as well, between front and rear parking.
The deviation concerns the discrepancy with the vertical alignment to the parking slot. The
number of reverse actions is to be minimized, to have a better experience and reduce fuel
consumption. At each episode, a target slot is randomly chosen. V is generated outside the
slot, within a 10 m distance and with a random orientation. The adversarial agent is randomly
spawn as well, in the proximity of the victim. The policy guiding the victim agent perceives
its surroundings through a short-distance (i.e. 5-meters) 360" LiDAR sensor (Chapter 4.2).
We perform two experiments to verify the two types of adversarial rewards (baseline ad-
versary, Eq. 5.2; and regularized adversary, Eq. 5.3). Each experiment executes an adversarial

training cycle and assesses the achieved performance over 10K simulation episodes.

Baseline adversary

Results for the baseline adversary are reported in the second row of Table 5.2. We do not
explicitly report the collision rate of V, as it is simply the complement of the success rate,
as no episode timeout was observed in the test phase. After re-training with the baseline
adversary, V’s success rate drops significantly (-3.62%) and its alignment error to the parking
target increases. This result already emphasizes the inadequacies of such adversarial strategy,
which leads to catastrophic forgetting in the policy of V. Table 5.3 shows how the adversary
is able to disrupt the normal victim capabilities when compared to the non-adversarial
environment. However, Fig. 5.5a shows that the sample adversarial trajectory generated by
this preliminary phase is not indicative of a true failure of the V policy, since the adversary’s
behavior completely neglects safety. The goal of A is solely achieved through physical
target blocking and by purposedly seeking a direct collision with V, which is reflected by
the comparison between adversary models presented in Table 5.4. Thus, we argue that the
adversary RF should be tuned to allow our target model to learn also from the interaction

with the adversary.
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(b)

Fig. 5.5 Trajectories of V (green) and A (red) using the baseline (a) and the proposed (b)
adversarial policy. The green dot is the parking target. (a) shows A simply blocking the
parking slot, making V’s parking impossible, while (b) shows A not intentionally colliding
with V but exiting the parking slot.

Regularized adversary

The second experiment concerned the regularized reward (Eq. 5.3). Results, reported in the
third row of Table 5.2, show the influence of the regularized adversarial re-training session
on V in the targeted static environment. While the success rate increases only slightly, the
alignment error and the mean number of reverse gear changes significantly decrease, hinting
at a more stable and targeted trajectory.

Table 5.3 shows that the regularized adversarial policy leads V to a higher success rate
and lower collision rate than the baseline. This is negative, from the adversary-only point of
view, but the generated adversarial behavior and trajectories are more realistic, as it appears
from the metrics in Table 5.4, fourth row. Studying the influence of each component of R,
the second and third row of Table 5.4, show that the adversarial agent becomes either too
aggressive or conservative when only one of the two regularization contributions is activated
(R, or Ry respectively). This demonstrates that both components are necessary to attain stable
and realistic behavioral outcomes.
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Table 5.2 Evaluation of the AP agent in the ODD environment, pre/post adversarial re-
training, per episode. A, is the alignment deviation and N,., the number of reverse changes.

Agent Success rate  Agr  Neey

Unity Baseline Ch. 4.1 96.98% 4.12° 3.21
Baseline 93.36% 5.62° 3.19
Regularized 97.15% 3.24° 1.83

Table 5.3 Evaluation of the victim (V') in the adversarial environment.

Environment Successrate  Agr  Neey

Base ODD 96.98% 4.12° 3.21
Baseline Adversarial 9.21% 41.21° 6.34
Proposed Adversarial 31.43% 39.67° 4.47

Additionally, we conducted a sensitivity analysis on the @ weight (Eq. 5.3), with values
in the 0.5-3 range (Table 5.5). A remains stable in the 0.5-1.5 interval, while becomes passive
with @ > 2. We attribute this to the collision penalty (R,) becoming dominant in the reward
signal. Thus, we set @ = 1 in all the experiments, as it offers the best trade-off between policy
stability and effectiveness.

When compared to the baseline, A exhibits a drastic reduction in the mean number of
collisions per episode, which is indicative of a more stable driving behavior. Moreover, the
new adversarial policy guided A outside of Arr and learned not to completely block the target.
The different, more useful, adversarial behavior also appears from the generated trajectories.
For instance, Fig. 5.5b shows that A limits its disruptive behavior by exiting the parking slot
at a certain angle, depending on the initial simulation scene, and then braking. This behavior
allows to assess the response of V which (before the fine-tuning cycle) often led to a policy
failure and not seldom to a collision (now caused by itself rather than purposedly by A),
highlighting gaps on V' generalization capability in such challenging scenarios. This is also
confirmed by the collision rate of V, which is significantly higher than in the non-adversarial

testing environment.

5.2.3 Limitations

The experiments showed the effectiveness of RAFT in enhancing the target agent’s robustness
in the targeted static parking scenario.
However, the proposed adversarial training introduces the need for the target agent to learn

also dynamic obstacle avoidance, which would represent an ODD extension. We verified this
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Table 5.4 Evaluation of the adversary models against V pre/post regularization, per episode.
C, 1s total collisions, Cg collisions with E or walls, CRy collisions with V, and Tj;, time
steps of A in Arr.

Adversarial Model C,; Ck CRy Thiock

Baseline (—Ry) 244 1.82 8223% 11.87
—Ry + Ry 452 434 44.02% 1.05

—Ry +R, 0.02 002 1.76%  8.08
Proposed (—Ry +R,s) 0.98 0.34 59.44% 1.43

Table 5.5 Sensitivity analysis on weight @ (Eq. 5.3).

o Cy Cg CRy  Thiock

05 1.13 1.02 61.21% 2.13
1 098 034 59.44% 143
1.5 099 035 59.64% 152
2 008 001 1.03% 0.12
3 002 001 052% 0.01

potential in an experiment comparing V’s pre- and post- adversarial training behavior in a
new test environment with a heuristic vehicle leaving a nearby parking slot. The achieved
93% success rate overcomes the score of the original agent (89%). However, extending the
ODD to dynamic environments involves moving beyond one-to-one interactions to address
the complexities of multi-agent systems (e.g. multiple vehicles and pedestrians), which is a

challenge for future work.

5.2.4 Conclusions

We have proposed an adversarial DRL training framework (RAFT) and tested it in a CARLA
self-parking application. Results show that RAFT is able to enhance a state of the art agent
in its original static parking ODD, by increasing its robustness, with improvements in all
task-relevant metrics. Notably, we achieved this not through an ad-hoc RF, but simply by
adding a general regularization term to the baseline adversary reward.

We focused on in-ODD improvement as a fundamental step to verify the validity of
the approach, also from a CL perspective. The obtained results open significant research
perspectives, for instance exploring multi-agent adversarial settings with more complex and

realistic victim-adversary interactions. Modeling adversary behavior using real-world data is
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another possible research direction. Finally, the framework is general and could be tested in

other use cases as well, such as urban or high speed driving scenarios.






Chapter 6
Conclusions

This thesis advances the state of the art in DRL-based decision making for automated driving
by addressing four practical gaps observed in prior work: (i) how the decision problem is
posed to the agent, (i1) how learning is stabilized in low-speed, contact-prone tasks, (iii)
how operational design domains (ODDs) are expanded beyond a single scenario without
retraining from scratch, and (iv) how adversarial robustness is improved without inducing
unrealistic behaviors or catastrophic forgetting. These gaps are addressed through maneuver-
level action abstraction, curriculum learning, ODD benchmarking and targeted fine-tuning,
and Regularized Adversarial Fine-Tuning (RAFT). The resulting contribution is a unified
training stack that treats stability and safety under perturbations as design objectives.

At the tactical layer in highway driving, the thesis shows that robustness is not only
a matter of bigger networks, but also of better problem structure. By replacing flat, low-
level control with maneuver-level action abstraction and delegating execution to a dedicated
module, the agent explores more safely, learns faster, and exhibits more stable behavior
in dense interactions. This choice also increases interpretability. Each action maps to
an operationally meaningful maneuver, making failure analysis and reward design more
transparent. In this setting, the study formalizes reward shaping as an explicit driving
contract and demonstrates that distinct driving styles can be obtained by tuning few terms
while maintaining feasibility and safety constraints.

For low-speed AP, where sparse rewards and credit assignment are exacerbated by
frequent contacts and reversals, the thesis establishes CL as an effective mechanism to
avoid common local minima. Across Unity-based studies, staged curricula that initially relax
terminal conditions and progressively increase difficulty yield stable convergence and policies
that match classical planning baselines in success rate while improving practically relevant

behaviors (e.g., fewer gear inversions and reduced latency). The analysis also highlights
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implementation factors that are often underreported in DRL AP literature but materially
affect learnability, including simulation tick rate, decision period, and sensor modality.

To move beyond single-scenario validation, the thesis transfers the methodology to
higher-fidelity simulation and makes ODD extension an explicit object of study. In CARLA,
a LiDAR-based PPO agent trained with a staged curriculum achieves high success in comb-
style parking, confirming that the training logic generalizes when timing and perception are
matched to the simulator. More importantly, a unified CARLA parking benchmark covering
perpendicular, skewed, and parallel layouts is introduced through a Gymnasium-compatible
interface, enabling systematic evaluation and comparison. The measured performance drop
under geometry shift, and its recovery via targeted CL-based fine-tuning, provides a concrete
recipe for expanding ODDs while reusing existing policies and preserving prior competence.

Finally, the thesis targets robustness under adversarial interactions, where adversarial
agents that succeed through unrealistic collisions or trivial blocking can destabilize the
victim via catastrophic forgetting. In highway-env, alternating training between attacker and
victim exposes failure modes rarely observed in standard training, and subsequent victim
fine-tuning improves resilience under attack while also improving safety in non-adversarial
evaluation. In CARLA, the proposed RAFT framework introduces a regularized adversarial
reward that discourages unrealistic behaviors and region blocking, resulting in adversarial
trajectories that remain challenging yet feasible. After RAFT, the AP policy maintains its
baseline success in the original static ODD and improves trajectory-quality indicators such
as alignment error and reverse actions, without catastrophic forgetting.

Limitations remain. Results are obtained primarily in simulation. Despite CARLA’s
increased fidelity, sim-to-real transfer will require systematic domain randomization, sensor
calibration, and validation on real vehicles or high-quality logged datasets. Generalization is
still bounded by the diversity of the training distribution. Changes in geometry or interaction
patterns can degrade performance unless variations are explicitly covered during training.
Moreover, adversarial training introduces design degrees of freedom (e.g., realism constraints
and definitions of feasible safety-critical interactions) that influence which failure modes are
discovered and how broadly robustness improvements transfer.

The contributions of this thesis enable several research directions. Automated curriculum
design can replace manually defined stages with teacher algorithms that adapt difficulty based
on competence and explicitly optimize safety-related metrics. Robustness can be extended
from one-on-one adversarial interactions to multi-agent settings involving multiple vehicles
and pedestrians, with adversaries constrained by behavioral priors learned from real data.
Stronger deployment guarantees can be pursued by integrating uncertainty estimation, safety

filters, and post-training verification, with the goal of moving from empirical robustness to
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certifiable robustness. Finally, the released environments, interfaces, and benchmarks support
reproducible comparison and can be used by other researchers to test new training algorithms,
robustness objectives, and ODD-expansion strategies across both tactical highway driving

and low-speed maneuvering.
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