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1. Introduction

The Industrial Internet of Things (IloT) integrates sensors, machines, and data pro-
cessing in industrial facilities to enable real-time monitoring, predictive insights, and
autonomous control of equipment. Unlike the consumer Internet of Things (IoT), which
focuses more on smart homes, wearables, and personal devices, the IIoT is designed to
handle large volumes of high-speed data streams from critical equipment, often under
harsh environmental conditions and strict safety or regulatory requirements.

Key technologies of the IIoT include advanced sensing and connectivity, edge comput-
ing, 5G and 6G communication, artificial intelligence, machine learning, digital twins, cy-
bersecurity, interoperability, and application schemes considering specific scenarios. Specif-
ically, high-precision sensors, low-power wide-area networks (e.g., LoRaWAN, NB-IoT),
and deterministic MAC protocols ensure robust data acquisition and timely delivery. Pro-
cessing data near its source reduces latency, lowers bandwidth costs, and supports real-time
control loops critical for applications such as robotics and autonomous guided vehicles.
Deep neural models trained on historical and streaming data drive anomaly detection,
remaining-useful-life estimation, and adaptive control are significant to enhance the capa-
bilities of IIoT applications. With growing connectivity in the IIoT, emerging standards
(e.g., OPC UA, MQTT with TLS) and blockchain-backed identity management help safe-
guard IloT ecosystems and simplify integration across diverse vendors.

Current trends in IloT research include, but are not limited to, uncertainty-aware
analytics that are used to distinguish true equipment faults from innocuous noise or
missing readings, scalable communication strategies from optimized cache policies in
CDN s to adaptive polling in LPWANSs to handle ever-increasing device counts, smart IIoT
frameworks, blending traditional preventive schedules with data-driven prognostics to
minimize downtime and costs, and sustainable applications, such as precision agriculture
and resource-efficient greenhouses, leveraging modular IIoT platforms to optimize yields
while reducing thee environmental impact.

2. Contributions

This Special Issue comprises seven contributions on the theoretical and practical
research of the IloT, including anomaly detection, learning-based content delivery per-
formance enhancement, dynamic preventive intervals adjustment, an energy-efficient
beaconing scheme, and an adaptive polling protocol, as well as case studies using the IIoT
in small- and medium-sized enterprises and greenhouses.
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The first contribution [1], which is also a feature paper, surveys and evaluates efficient
polling strategies for large-scale IloT deployments on LoRaWANSs. The paper proposes
various polling mechanisms for industrial IoT applications in LoRaWANSs and presents
specific considerations for designing efficient polling mechanisms in the context of IloT
applications leveraging LoRaWAN technology.

In the second paper [2], the authors tackle the slow association phase in TSCH (Time-
Slotted Channel Hopping) networks by proposing a dynamic beacon transmission schedule.
A theoretical model is derived for the proposed mechanism to estimate the expected time
for a node to get associated with the network. Simulation results obtained with different
network topologies and channel conditions show that the proposed mechanism reduces the
average association time and average power consumption during the network formation
compared to the default minimal 6TiSCH configuration.

The next study [3] proposes GreenLab, a modular, low-cost IIoT platform for precise
climate control in small greenhouses. It integrates soil moisture, temperature, humidity;,
and light sensors with an automated irrigation and ventilation system, all managed via
a cloud-based dashboard. Field trials demonstrate consistent crop yields across variable
weather, showcasing its potential for resource-efficient urban and peri-urban agriculture.

The authors of [4] propose a dual-mode framework: when no sensor data are available,
a dynamic preventive policy adjusts maintenance intervals using recent failure statistics;
when sensor data exist, their enhanced k-LSTM-GFT model forecasts the remaining useful
life (RUL), incorporating uncertainty margins. In case studies, their dynamic preventive
scheme cuts costs by up to 51.8%, while the predictive approach attains near-optimal cost
savings (within 3-5%) and prevents all critical failures.

In the fifth contribution [5], the authors model CDN cache replacement as a Markov
decision process and extend it to a multi-agent setting, where each edge server runs a deep
Q network. Their cooperative multi-agent deep Q network (MADQN) algorithm learns
to evict content in concert, adapting to shifting request patterns and network loads. The
performed simulations show it consistently achieves higher cache-hit ratios and lower
user-perceived latency than traditional caching policies and single-agent reinforcement
learning approaches.

The sixth paper [6] uses semi-structured interviews and a thematic analysis with small-
and medium-sized enterprise (SME) stakeholders to uncover the human- (management
support, requisite skills) and machine-related (device compatibility, lifecycle management,
data storage) factors shaping IloT adoption. The study highlights that strong leadership
buy-in and targeted skill development are just as critical as resolving technical integration
risks for successful deployment in resource-constrained SMEs.

Finally, the authors of [7] introduce LSTMAE-UQ (Long Short-Term Memory Autoen-
coder with Aleatoric and Epistemic Uncertainty Quantification), a long short-term memory
autoencoder that jointly quantifies aleatoric (data) and epistemic (model) uncertainties
via Monte Carlo (MC) Dropout. By embedding noise-awareness directly into the recon-
struction process, LSTMAE-UQ more reliably distinguishes genuine anomalies from noisy
fluctuations or missing values. Evaluated on multiple real-world IloT datasets, it demon-
strates substantially improved robustness and lower false-alarm rates for long-periodic
sensor streams.
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