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Abstract

The rapid integration of Artificial Intelligence (AI) across diverse so-

cietal domains has intensified concerns about the trustworthiness of

automated systems. Beyond accuracy and efficiency, AI must now

also satisfy broader ethical and technical desiderata, such as safety,

reliability, equity, or transparency. Yet, these properties are not inde-

pendent: their intersections often involve trade-offs or interplays that

challenge both theoretical analysis and practical deployment.

Stemming from this context, this thesis specifically explores the inter-

action of algorithmic fairness with two critical dimensions of trust-

worthy AI: robustness and regression.

The first novel contribution proposes the identification, characteri-

zation, and mitigation of unfair regression, a phenomenon whereby

model updates, despite improving overall performance, disproportion-

ately harm specific demographic subgroups. The second contribution

is the formulation of the Robust Fair Empirical Risk Minimization

(RFERM), a theoretical framework designed to account for robust-

ness bias — i.e., the heightened vulnerability of disadvantaged groups

to adversarial perturbations.

Taken together, these contributions advance the understanding of fair-

ness as an inherently interdependent property of AI, highlighting the

need for joint optimization strategies that move beyond siloed ap-



proaches. In doing so, it provides both conceptual insights and practi-

cal methodologies for developing AI systems that are not only effective

but also equitable and trustworthy.
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Chapter 1

Introduction

1.1 Motivations and Context

The pervasive integration of Artificial Intelligence (AI) throughout nearly every

societal domain — including healthcare [1; 2], financial lending [3; 4], hiring [5; 6],

advertising [7; 8], social services [9; 10] — has inaugurated an era of profound

transformation, reshaping human interaction and decision-making at an unprece-

dented scale. As autonomous systems increasingly occupy critical roles, their

opacity, vulnerabilities, and propensity for unintended consequences have cat-

alyzed a global debate on the ethical foundations of their design and deployment.

Indeed, with this growing influence of machine learning (ML), it has become

evident that traditional technical metrics (e.g., accuracy or computational effi-

ciency) are insufficient to capture the full spectrum of real-world behaviors and

societal implications associated with ML applications [11]. This recognition has

intensified scholarly and public concerns, underscored by the technology’s persis-

tent struggles to adhere to established ethical norms and by the record number

of AI-related incidents reported in recent years1. Models have started to learn

1 https://incidentdatabase.ai
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1.1 Motivations and Context

human biases and misbehaviors [12; 13], to violate the privacy of single individu-

als [14; 15], to show limited robustness to (malicious) data perturbations [16; 17],

and to be less and less understandable, undermining the principle of the funda-

mental right to an explanation [18; 19].

In response to this pressing reality, the notion of AI trustworthiness has

emerged as a societal imperative — one that extends beyond functionality to

embrace essential dimensions such as safety, reliability, equity, and transparency.

One of the core pillars of AI trustworthiness — the one to which the largest

part of my doctoral work has been devoted — is the concept of algorithmic

fairness, i.e., the research area that studies how to prevent deep-seated societal

biases and inequities from being inherited, encoded, or even amplified by the AI

models themselves.

1.1.1 The Fairness Issue

The discourse around algorithmic fairness is fundamentally rooted in the recog-

nition that AI systems are not neutral, but rather reflexive learners that acquire

their operational logic from vast, human-generated datasets. As a result, biases

and inequities present in these historical data sources may lead to models that

treat individuals unfavorably on the basis of sensitive attributes such as race,

gender, disability status, or sexual and political orientation.

A canonical example comes from a tool used by courts in the United States

to make pre-trial detention and release decisions. The software, Correctional Of-

fender Management Profiling for Alternative Sanctions (COMPAS), estimates the

probability that a person will commit another offense [20]. A 2016 investigation

published by ProPublica [13] found that black defendants were disproportionately

misclassified as being at higher risk of recidivism compared to white defendants,

while white defendants were more likely to be incorrectly flagged as low risk,

2
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even if the individual’s race was not included in the features fed to COMPAS.

Other famous examples include ML hiring systems discriminating against female

candidates [21] or commercial face recognition systems with systematically lower

accuracy for female and black subjects [22]. These and other evidences have led to

a growing interest in the literature in defining, evaluating, and mitigating unfair-

ness in ML [23; 24; 25; 26]. This line of inquiry has not only produced significant

theoretical and empirical insights, but also proposed and validated a number

of effective approaches and practical solutions aimed at reducing discriminatory

outcomes in algorithmic decision-making (see Section 2.1).

1.1.2 Interactions Matter

However, neither fairness nor the other desirable properties of ML models can

be considered as “islands”, that is, as separate domains without intersections.

Indeed, in recent years it has become increasingly evident that the various di-

mensions of AI research — encompassing both technical and ethical perspectives

— cannot be examined in isolation. Rather, they are characterized by a dense

network of connections, interactions, frictions, and trade-offs that collectively

shape the broader discourse on AI trustworthiness [11].

Researchers have started to draw attention to the interdependence and in-

terplay among the various properties of AI systems [27]: for instance, the need

for data privacy might interfere with the desire to explain the system output in

detail [28], and the pursuit of algorithmic fairness may be detrimental to the ac-

curacy and robustness experienced by some groups [29]. As a result, the trivial

combination of systems that individually target different aspects of trustworthi-

ness does not ensure a more trustworthy and effective overall result. Instead,

achieving trustworthiness requires joint optimization and careful management of

trade-offs across multiple dimensions [11; 30].

3
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Stemming from this research context, the aim of my doctoral work is to in-

vestigate the interactions between fairness and other key ML metrics, as well as

to develop approaches for mitigating the effects of these interplays.

1.2 Objectives and Contributions

Starting from the recognition that fairness cannot be comprehensively under-

stood in isolation from other properties of AI systems, this thesis sets out to

explore how fairness interacts with two particular ML dimensions: robustness

and regression.

The overarching aim is to advance both the theoretical understanding and

the methodological treatment of fairness in relation to these two metrics of AI

trustworthiness. More specifically, the research objectives are (i) to investigate

the forms that these interactions take, (ii) to propose specific metrics to evaluate

them, providing both conceptual clarity and quantitative measures that can be

applied across domains, and (iii) to design and propose mitigation strategies

and optimization frameworks aimed at alleviating the negative effects of these

phenomena, while taking into account the trade-off with accuracy.

In particular, the main original contributions of this thesis (see Chapters 3

and 4) are:

1. The identification and characterization of the phenomenon of unfair regres-

sion, documented here for the first time. To address this issue, we propose a

set of ethical metrics specifically designed to measure unfairness in regres-

sion settings, together with two mitigation strategies: one acting on the

learning algorithm itself and another on the hyperparameter tuning phase.

Experiments on real-world datasets confirm both the existence of the un-

fair regression phenomenon and the effectiveness of the proposed mitigation

4



1.3 Overview of the Thesis

approaches.

2. The theoretical characterization of a novel optimization framework, the

Robust Fair Empirical Risk Minimization (RFERM), for training models

that are explicitly aware of robustness bias. This contribution is twofold: (i)

we establish the theoretical consistency of the RFERM paradigm, and (ii)

we demonstrate its applicability by implementing it across three prominent

families of ML models — linear, kernelized, and deep learning approaches.

Together, these contributions aim to advance the understanding of fairness as

an inherently interdependent property of machine learning systems and provide

actionable pathways toward the design and deployment of more trustworthy AI.

Beyond the specific findings, this work underscores the importance of addressing

fairness not as an isolated desideratum, but as part of a broader ecosystem of

interacting values that collectively determine the ethical and societal impact of

AI technologies.

1.3 Overview of the Thesis

The following chapters provide a comprehensive analysis of current practices and

emerging directions in the field of trustworthy ML, along with the original contri-

butions developed throughout my PhD research. Specifically, Chapter 2 reviews

the state of the art of the research pertaining fairness, robustness, regression and

their mutual interactions; Chapter 3 and Chapter 4 present the original contribu-

tions of the thesis; finally, Chapter 5 concludes the work, summarizing its main

findings and highlighting the key points of interest.

5



Chapter 2

Background and Related Works

Summary

Since this work addresses the intersections between fairness, robustness, and re-

gression, the following paragraphs provide a concise overview of these concepts,

supported by a comprehensive review of the relevant literature. Furthermore,

particular attention is devoted to the ways in which these notions interact with

one another, with an emphasis on the findings that form the foundation of this

thesis as well as the main gaps that persist within the existing literature.

2.1 Fairness

Research in algorithmic fairness began gaining formal recognition in the mid-to-

late 2010s, although its intellectual roots trace back to earlier work in statistics,

ethics, and social sciences on discrimination and bias in decision-making [31]. The

rise of large-scale machine learning applications — especially in high-stakes areas

such as hiring [5; 6], lending [3; 4], policing [32], and healthcare [1; 2] — exposed

instances where algorithms amplified existing societal inequalities [33]. Seminal

6



2.1 Fairness

investigations, such as the aforementioned ProPublica analysis of COMPAS re-

cidivism prediction tools [34] or the case of the Amazon ML hiring system discrim-

inating against female candidates [21], catalyzed widespread concern, prompt-

ing the development of formal definitions of fairness and bias mitigation meth-

ods [24; 35]. During this period, dedicated research fields were established [36],

marking the shift from scattered discussions to a focused, interdisciplinary re-

search community addressing fairness as a core dimension of responsible AI.

2.1.1 Types of Bias

There exists a rich literature on the different types of ML biases. In general, they

can arise from various stages in the data–algorithm–user interaction feedback

loop. In the following, I will summarize the main ones using the categorization

introduced by Mehrabi et al. in [20], distinguishing these biases into three main

pathways: data to algorithm, algorithm to user, and user to data.

2.1.1.1 Data to Algorithm

When training data contain biases, algorithms can learn and propagate them.

Key types of data biases include measurement biases, which stem from the choice

and measurement of features (e.g., using prior arrests as a proxy for crimi-

nality) [37], omitted variable biases, where missing relevant variables lead to

biased prediction [38], and representation or sampling biases [37; 39], when

non-representative data samples omit subgroups (e.g., in geographically skewed

datasets).

2.1.1.2 Algorithm to User

As algorithms modulate user behavior, any bias in algorithms might introduce

biases in user behavior. In particular, we can distinguish algorithm–related biases

7
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in:

• Algorithmic biases, when the bias is added purely by the algorithm: the

algorithmic design choices, such as use of certain optimization functions,

regularizations, choices in applying models on the data as a whole or con-

sidering subgroups, and the general use of statistically biased estimators in

algorithms [40] can all contribute to biased algorithmic decisions;

• Evaluation biases, which happen during model evaluation, especially through

the use of inappropriate or disproportionate benchmarks for evaluation of

applications (e.g., benchmarks used in the evaluation of facial recognition

systems that were biased toward skin color and gender [41]).

2.1.1.3 User to Data

Eventually, many data sources used for training ML models are user-generated.

Thus, any inherent or societal bias in users might be reflected in the data, pro-

ducing for instance historical biases [37], population biases [42], social biases [43],

or behavioral biases [44].

As a final remark, as has been well established in the literature, all these categories

— data to algorithm, algorithm to user, and user to data — are interconnected

through a feedback loop, whereby biases in one stage can influence and amplify

biases in the others [20].

2.1.2 Fairness: Definitions and Metrics

To address the problem of bias in ML, one of the first issues that deserves at-

tention is the need to find a definition of fairness. Since algorithms operate

mathematically, the fairness research community has worked to formalize soci-

ety’s inherently ambiguous concepts of fairness and discrimination into rigorous

8
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mathematical definitions, with the aim of embedding these principles into ma-

chine learning systems [45; 46]. In general, fairness is the absence of prejudice or

favoritism towards an individual or a group based on their intrinsic or acquired

traits in the context of decision making [47]. To translate this concept into a

quantitative definition, researchers have mainly worked on the idea of minimizing

the difference in the predictions across sensitive groups or individuals.

The notion of disparate impact [48], for instance, requires a high ratio between

the positive prediction rates of the groups, thus ensuring that the proportion of

positive predictions is similar. Similarly, demographic parity [49] imposes that

the difference in the positive prediction rates is small. One disadvantage of these

two measures is that a fully accurate classifier may be considered unfair, when

the base rates (i.e., the proportion of actual positive outcomes) of the various

groups are significantly different. Moreover, to satisfy demographic parity, two

similar individuals may be treated differently since they belong to two different

groups — which in some cases may even be prohibited by law [50].

In [35], to overcome the disadvantages of measures such as disparate impact

and demographic parity, Hardt et al. proposed the definitions of equalized odds

and equal opportunity in supervised learning. These measures compute the dif-

ference between the false-positive rates (FPRs) and the difference between the

true-positive rates (TPRs) of the two groups.

In parallel, [51] introduced the notion of individual fairness, which requires

that similar individuals receive similar predictions. The authors formalize this

using a similarity metric and develop a framework to incorporate this concept

into algorithm design.

Interestingly, several recent studies have shown that it is not possible to satisfy

multiple notions of fairness simultaneously [33; 52].

9



2.1 Fairness

2.1.3 Proposed Mitigations

There have been numerous attempts to address biases in artificial intelligence

in order to achieve fairness; the proposed methods are typically categorized into

three types: pre-processing, in-processing, and post-processing.

2.1.3.1 Pre-processing Mitigations

Pre-processing methodologies aim to modify the training data before they are

used to train the algorithm. The objective is to ensure that the data provided

to the model are balanced and do not systematically favor any particular group.

Early mitigation strategies, such as those proposed by Kamiran and Calders [53],

rely on relabeling instances or re-weighting samples prior to training in order

to achieve fairer classifications. In practice, label adjustments are often applied

to instances near the decision boundary, as these are the most susceptible to

discrimination [50]. More recent approaches instead focus on modifying feature

representations. For example, Feldman et al. [48] propose altering dataset features

so that the resulting distributions of privileged and unprivileged groups become

more similar. Building on this idea of fair representation learning, Chierichetti

et al. [54] adapt it to fair clustering, while Samadi et al. [55] apply it to fair

dimensionality reduction (PCA).

2.1.3.2 In-processing Mitigations

In-processing methods are based on the idea of modifying the ML algorithms to

account for fairness during the training time. For example, Kamishima et al. [56]

suggest adding a regularization term to the objective function that penalizes the

mutual information between the sensitive feature and the classifier’s predictions.

Zafar et al. [57] develop a technique that incorporates fairness constraints directly

into the optimization objective of a classifier, targeting the reduction of disparate

10



2.1 Fairness

mistreatment by balancing error rates across groups. Oneto et al. [58] propose

a new optimization framework that extends the standard Empirical Risk Mini-

mization proposition by constraining the optimization with task-related fairness

criteria. Kamiran et al. [59] suggest adjusting a decision tree split criterion to

maximize information gain between the split attribute and the class label while

minimizing information gain with respect to the sensitive attribute. Zemel et

al. [60] combine fair representation learning with an in-processing mitigation by

applying a multi-objective loss function based on logistic regression, and Louizos

et al. [61] apply this notion using a variational autoencoder. In [62], the no-

tion of privileged learning is proposed in order to face cases where the sensitive

information is available at training time but not at testing time.

2.1.3.3 Post-processing Mitigations

In post-processing approaches, a fair surrogate model is trained by observing

the input-output relations of a pre-trained biased model. For example, Hardt

et al. [35] propose a technique for flipping some decisions of a classifier to en-

hance equalized odds or equalized opportunity. In [63] and [64], authors suggest

selecting separate thresholds for each group separately, in a manner that maxi-

mizes accuracy and minimizes demographic parity. Dwork et al. [65] propose a

decoupling technique to learn a different classifier for each group, also combin-

ing a transfer learning technique with their procedure to learn from out-of-group

samples.

2.1.4 Emerging Trends

As AI research evolves, algorithmic fairness is encountering a new set of challenges

and emerging trends. These concerns and opportunities stem primarily from the

simultaneous rise in both performance and complexity of AI models, which, on

11



2.1 Fairness

one hand, has abruptly accelerated the widespread integration of AI systems into

new and highly sensitive domains, while, on the other hand, has made interpreting

and ensuring fairness across diverse contexts increasingly challenging.

2.1.4.1 New Research Frontiers and Challenges

It is central to recognize the unprecedented specificities brought about by re-

cent vision and language models, such as more sophisticated data generation

procedures (e.g., generative models), different training techniques (e.g., transfer

learning and multi-step training), unusual inference procedures (e.g., prompting

in LLMs), and the ever-increasing presence of large-scale models (e.g., Foundation

Models), both in research and industry settings [66].

For instance, recent advances in the field of image generation have made it

possible to create images of almost anything given a simple description [67]. Gen-

erative models are often trained on colossal amounts of unbalanced data, which

may easily carry historical and societal biases. Even though there are currently

no objective metrics specific for fairness in image generation, it is possible to

measure whether a generative model is creating a similar number of samples for

different groups by using a classifier on a large set of generated samples, verifying

which group they belong to and then comparing these proportions [66]. Choi et

al. [68] employed this strategy with a binary gender classifier to assess their face

generation model, while Cho et al. [69] undertook a more extensive evaluation

addressing both gender and ethnicity.

At the same time, these advances in image generation can also be an opportu-

nity for unfairness mitigation: Generative Adversarial Networks (GANs) can be

an option when looking for ways to increase a dataset with synthetic data [70; 71],

since they can create high-quality new images when properly trained, balancing

the potential misrepresentations in training or validation datasets for other mod-

12



2.1 Fairness

els.

With regard to text generation, the rise of LLMs has introduced new dimen-

sions to fairness concerns. For instance, a recent study [72] found that Google’s

Gemma model exhibited gender bias by downplaying women’s health issues. In

this context, most fairness metrics assess bias by analyzing model outputs and

their associated probabilities. In addition, several tailor-made metrics have been

proposed. For example, Direct Bias (DB) [73] is a gender-specific metric that

quantifies bias as the projection of embeddings onto a gender subspace. The Word

Embedding Association Test (WEAT) [74] and its extensions [75] measure bias via

permutation tests, comparing associations between two sets of target words (e.g.,

male-dominated professions such as engineer versus female-dominated ones such

as nurse) and two sets of attribute words (e.g., {man, male, . . . } versus {woman,

female, . . . }). Similarly, co-occurrence metrics [76] rely on word co-occurrence

patterns in generated text to quantify bias. Finally, Discovery of Correlations

(DisCo) [77] combines template-based and generation-based methods to identify

systematic output differences across groups of sensitive terms.

Analogously to the image generation case, also in the language context some

new debiasing opportunities can be found. For instance, Qian et al. [78] propose a

sequence-to-sequence model that generates perturbations regarding the protected

variables in dataset instances: the new dataset thus comprises both original and

demographically perturbed text snippets, creating a fairer and more balanced

set. The authors show that pretraining and fine-tuning LLMs on demographically

perturbed datasets lead to fairer models than using only the original data, while

not decreasing performance.

Finally, with regard to Deep Learning more broadly, a further challenge

arises from the widespread practice of initializing neural networks with pre-trained

weights rather than training them from scratch: this approach accelerates training
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2.1 Fairness

and frequently enhances both performance and generalization, but it also makes

the application of debiasing methods during the initial training stages impractical

or undesirable. Consequently, debiasing strategies that adapt and refine already

existing models, rather than starting from scratch, become particularly attractive

to improve fairness [66].

2.1.4.2 Evolving Societal Demands and Perspectives

The recent evolution of AI models and performance has easily led to a more per-

vasive presence of automated “intelligent” systems even in high-stakes domains.

At the same time, society’s focus on equality and anti-discrimination issues has

probably reached unprecedented levels, and discussions surrounding the ethical

limitations to be imposed on automated systems are becoming increasingly promi-

nent and often polarized.

Between the most natural emerging demands there is the need for continuous

monitoring and maintenance of AI systems, to ensure sustained fairness in

deployed systems. Indeed, while performance drift of prediction models is well-

documented, the potential for algorithmic biases to emerge post-deployment has

had limited characterization. A better understanding of how temporal model per-

formance may shift across subpopulations is required to incorporate fairness drift

into model maintenance strategies. In [79], authors highlight that algorithmic

fairness cannot be assured through one-time assessments during model develop-

ment: temporal changes in fairness may take multiple forms and interact with

model updating strategies in unanticipated ways.

Another emerging challenge lies in the need to adopt an intersectional per-

spective on discrimination. Disadvantaged groups defined by combinations of

sensitive attributes often exhibit dynamics that diverge substantially from those

observed when attributes are analyzed individually. For instance, the biases ex-
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perienced by dark-skinned women cannot be explained as a linear aggregation

of biases against women and biases against dark-skinned individuals [41]. The

detection and mitigation of such intersectional biases are particularly difficult due

to the complex interdependencies among attributes [80; 81], thereby generating

both statistical and ethical dilemmas in the assessment of fairness

As a final note, recent US and worldwide political shifts are sometimes leading

to skepticism about AI fairness initiatives. Critics argue that efforts to pro-

mote fairness and inclusivity may be ideologically driven [82], potentially stalling

progress in equitable AI development.

All of these developments highlight the dynamic nature of algorithmic fairness,

emphasizing the need for ongoing research, interdisciplinary collaboration, and

ethical considerations to navigate the complexities of AI in society.

2.2 Robustness

The study of robust and adversarial machine learning traces back to the early

2000s [16]. Early pioneering works, such as Dalvi et al. [83] and Lowd and

Meek [84], investigated adversarial manipulation in spam filtering. They showed

that linear classifiers could be deceived by modifying only a few words in spam

messages, without compromising readability. Shortly after, Barreno et al. [85]

broadened the perspective by questioning the reliability of machine learning in

adversarial settings. They introduced a taxonomy of attacks, targeting both

training and testing phases, and outlined possible countermeasures. A major

turning point came in 2014 with the seminal work of Szegedy et al. [86], who

demonstrated that deep neural networks for image recognition are vulnerable to

imperceptible input perturbations. Since then, research in adversarial machine

learning has expanded rapidly: developing attacks at both training [16; 87; 88; 89]
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and testing [83; 90; 91; 92] stages, establishing systematic methodologies for as-

sessing the security of learning algorithms [93; 94; 95], and proposing effective

defense mechanisms [17; 96].

2.2.1 Defining Threats

2.2.1.1 Adversarial Robustness

Adversarial robustness refers to the ability of models to maintain their perfor-

mance under potential adversarial attacks and perturbations [97].

Several studies [16; 85; 94] have proposed framing threats to ML systems in

terms of adversarial attacks, by characterizing the attacker’s objectives, knowl-

edge, and capabilities.

• Attacker’s goals. The attacker may aim to (i) evade detection without

compromising the system, (ii) compromise the system integrity related to

legitimate users, or (iii) obtain private information about the system, its

users, or the data. Furthermore, the attack can be targeted or indiscrimi-

nate, e.g., the attacker may aim to cause misclassification of a specific set

of samples (for instance, belonging to a particular class) or any sample.

• Attacker’s knowledge. The attacker can have different levels of knowledge

about the targeted ML system, including the training data and their fea-

tures, the learning algorithm, the loss function, and the model parameters.

This leads to white-, grey-, and black-box attacks.

• Attacker’s capabilities. The attacks can also be categorized based on their

influence on the data and whether they must adapt to some consistency

constraints. Specifically, attacks are defined as poisoning if they can influ-

ence the model learning process through the manipulation of the training
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data, or evasion if their influence is limited to just the manipulation of test

samples.

2.2.1.2 Natural Robustness

Natural robustness (a.k.a. robustness against natural perturbations) is the ca-

pability of a model to preserve its performance under naturally-induced image

corruptions or alterations [98]. Natural Perturbations are introduced through

different types of commonly witnessed natural noise [99] (e.g., Gaussian noise in

low lighting conditions [100]), and represent conditions more likely to occur in

the real world compared to adversarial perturbations [98]. For instance, temporal

perturbations are natural perturbations that hinder the capability of a model to

detect objects in nearby frames in videos [101]. These perturbations result in a

condition where the distribution of the test set differs from the one of the training

set [102]. This condition is typically referred to in the literature with distribution

shift [103], Out-of-Distribution (OOD) data [104], or data outside the training

set [105].

2.2.2 Proposed Approaches for Improving Robustness

A large part of the literature explores methods to improve the robustness of AI

models across their lifecycle: training data augmentation with malicious samples,

in-model designing strategies, and post-training methodologies.

2.2.2.1 Processing the Training Data

The first class of approaches focuses on data manipulation, either by creating per-

turbations or by augmenting training sets with adversarial or naturally corrupted

samples.
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• Generating adversarial attacks. A number of papers tackle the challenge of

developing methods to generate adversarial attacks that prove deep learning

models brittle. The proposed methods vary w.r.t. the type of task targeted

(e.g., NLP models [106], image classification [107], or object detection mod-

els [108]), the type of attack (e.g., sticking patches on the physical object to

be recognized [99], or processing its digital input sample [108]), and the type

of brittleness targeted (e.g., cases where the identified important features

are not the correct ones [109]).

• Augmenting data for adversarial robustness. Many researchers focused on

transforming [110; 111; 112], generating [113; 114; 115; 116], or employ-

ing ready-to-use [117] data and/or adversarial samples to extend or create

datasets to train more robust models. When defending against adversar-

ial attacks, GAN-based solutions are proven useful to generate adversar-

ial samples [118], perturbations [116], and boundary samples [115]. While

most methods apply complex transformations to improve robustness, sim-

ple transformations, like rotation [112] and image background removal [119],

are still proven effective.

2.2.2.2 Designing Tn-model Robustness Strategies

This second cluster of methods deals with changes to training procedures and

model architectures to embed robustness directly into the model.

• Adversarial training. Adversarial Training has proven to be a fundamental

tool to build robust models: the basic idea is to simply create and incor-

porate adversarial examples into the training process, thus integrating an

attack into the inner maximization procedure. Researchers have proposed

a plethora of strategies [120; 121; 122; 123], also borrowing different ML
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paradigms like self-supervised and unsupervised learning [124; 125]. The

most common attack used in this context is the Projected Gradient De-

scent (PGD) [121], a common white-box algorithm (i.e., the attacker knows

everything about the model). In recent years, Terzi et al. [126] and Gupta

et al. [120] proposed extensions of PGD by using Wasserstein distance in

the adversarial search space.

• Robust architecture design. Researchers have also investigated ways to make

neural models robust from an architectural perspective [127]. For example,

Jin et al. [128] introduced additive stochastic noise in the input layer of

a CNN and re-parametrized the subsequent layers to take advantage of

this additional information. Alternatively, Momeny et al. [129] introduce

a CNN variant that is robust to noise by dynamically adapting both the

striding of convolutions and the following pooling operations. Work by Xu

et al. [130] operates on the classification layer by constraining its weights

to be orthogonal.

2.2.2.3 Post-processing Methods

The last cluster looks at post-training modifications that adapt or combine models

to enhance robustness — the main idea is that even after training, models can

be “patched” with additional mechanisms that mitigate vulnerabilities.

• Pruning. Pruning (i.e., removing neurons and/or connections from a model)

has become a popular compression approach that aims at reducing the

computational cost of training models [131]. Recent literature in Robust

AI has explored the use of pruning techniques or methodologies inspired

by pruning to enhance model robustness. An example is the work by Chen

et al. [106], which designed a methodology for selectively replacing ReLU

neurons that are identified as unstable.
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• Fusing models. Another approach for achieving post-model-training robust-

ness consists of plugging additional models into a trained model. These

additional models can be used to identify and deal with problematic data

instances (e.g., OOD, mistaken [132], noisy [133], or adversarially modi-

fied [134] occurrences). In the first case, in the context of NLP, Pruthi et

al. [132] attach a task-agnostic word recognition model to a classification

model as a means to defend the main classifier against spelling mistakes. In

the context of Computer Vision, Ye et al. [134] use an additional classifier to

determine real vs. adversarially manipulated data instances. A prominent

line of work in this field consists in using GANs as auxiliary models— e.g.,

Sun et al. [115] use a Boundary Conditional GAN to generate boundary

samples.

2.2.3 Emerging Trends

With the proliferation of generative AI, the threat landscape has expanded signif-

icantly beyond traditional models to target new unique complexities. In LLMs,

primary attack vectors include jailbreaking [135], which aims to circumvent safety

alignment to generate harmful content, and data poisoning [136], which ma-

nipulates training data to induce malicious behavior. Recent research on data

poisoning has shown that increasing an LLM’s parameter size does not inher-

ently enhance its resilience [137] and that hallucinations [138] emerge even when

more sophisticated prompting strategies are used, e.g., in-context learning [139]

or chain-of-thought prompting [140]. Only retrieval-augmented generation [141]

appears to mitigate hallucinations.

The robustness field is also moving toward a deeper understanding of the un-

derlying nature of AI vulnerabilities. A new line of research proposes a symbiotic

relationship between adversarial robustness and interpretability. These works
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rely on the idea that when the model features extracted via an explainability

method are aligned with human reasoning (i.e., the features are meaningful for

a human to make a prediction for a data sample), then the model should be

more robust. This research agenda seeks to transition the field from a reactive,

cybersecurity-like posture to a more foundational science by investigating the

causal relationship between a model’s internal workings and its vulnerability. In

terms of evaluation, Li et al. [142] have investigated how explainability can be

used in order to evaluate the robustness of a model. In terms of improvement,

Kortylewski et al. [143] proposed Compositional Neural Networks, a unification of

CNNs with part-based models (inherently interpretable models), and show that

these new networks increase model robustness.

2.3 Regression

While the notions of fairness and robustness are by now quite well-known ones,

the concept of regression in ML is still relatively new in the literature. In clas-

sical software development, the term regression refers to a decline in software

performance or functionality following an update. Also ML-based systems often

require updates for various reasons [144], such as the availability of new data

or models and the need to optimize different technical or ethical metrics. As a

consequence, the practice of delivering frequent ML model updates is opening up

to the regression challenge also for ML predictions [145; 146]. Indeed, updated

versions of ML models are usually designed to improve the average performance

(e.g., the performance on a series of predictions) not taking into account the

sample-wise performance (e.g., performance on specific predictions), possibly in-

troducing a regressive behavior (also called backward-compatibility error [147]).

For example, in classification, an update may be able to decrease the average
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number of misclassifications while introducing misclassifications on samples that

were previously correctly classified. These newly introduced misclassifications —

also called negative flips (NFs) — are thoroughly studied by Yan et al. in [145],

and the need for reducing them is now starting to pose challenges in different

applications. A paradigmatic example is malware detection via ML-based classi-

fiers: if the updated model misses malwares that were previously detected, this

is clearly an important security issue, even if the overall detection performance

improves [148].

2.3.1 Proposed Mitigations

In [145], the authors introduce focal distillation, a method that trains the new

model to partly match the predictions of the old model by minimizing the Kullback-

Leibler divergence between their outputs, and Xie et al. [149] show the applica-

bility of this technique on text-based models. Building on these works, Zhao et

al. [150] propose Ensemble Logit Difference Inhibition (ELODI), a technique to

distill the ensemble of new models into a single model.

In [151], the authors analyze the problem of regression during data updates

and propose Backward Compatible Weight Interpolation (BCWI), a method that

interpolates between the weights of the old and new model reducing negative flips

without sacrificing the improved accuracy of the new model.

In [148], the problem of malware detection models in a Continual Learning

setting is addressed by proposing a learning strategy that combines a replay-

based continual learning method with a regression-aware penalty to preserve the

correct decisions of earlier models. In [152], the authors show that negative flips

and overall error rates are decoupled, and then develop a plug-in algorithm that

leverages a tailor-made validation set to significantly reduce the negative flip rate.

In [153], the Prediction Update Problem is formalized and a probabilistic
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approach for backward-compatible prediction updates is developed. Matsuno et

al. [154] propose a backward compatibility metric focusing on the compatibility

of local predictive performance. Furthermore, they propose a model-retraining

method based on the proposed metric. Finally, [147] studies challenges with

backward compatibility across different ML architectures and datasets, focusing

on common settings including data shifts with structured noise and ML employed

in inferential pipelines.

2.4 Mutual Interactions

In the past decade, it has become increasingly evident that there is a pressing need

to unify the currently fragmented approaches to trustworthy AI. One of the most

comprehensive works in this area, by Oneto et al. [11], investigate for the first

time what happens when multiple technical and ethical metrics — often in tension

with one another [30] — need to be simultaneously optimized. Their findings

are promising, suggesting that it is theoretically feasible to design consistent

algorithms capable of satisfying multiple trustworthiness criteria.

As discussed previously, the central aim of this work is to analyze and mitigate

the ways in which fairness interacts with robustness and regression. While the

interplay between fairness and robustness has recently begun to receive growing

attention, giving rise to some interesting emerging research (see Section 2.4.1),

the interaction between fairness and regression (see Section 2.4.2) remains largely

unexplored.

2.4.1 Fairness and Robustness

The relationship between fairness and robustness, and the ways in which one

contributes to the other, has been receiving increasing attention [155]. Rezaei
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et al. [156] aim to make classifications that have robust fairness without relying

on previously labeled data, as these may carry some inherent biases, formulat-

ing the fair prediction problem as a game between two adversaries. Similarly,

Yurochkin et al. [157] propose an adversarial approach to fairness, using a distri-

butionally robust approach to enforce individual fairness during training. Some

recent works [158; 159] show that it may be easier for an attacker to target a par-

ticular subgroup, resulting in a form of robustness bias, and proposing methods

to measure this form of bias.

Also the robustness tradeoff with fairness has been explored in recent liter-

ature. In [160], the authors show that fairness can be in conflict with robust-

ness, and Benz et al. [161] show that adaptively adjusting class-wise loss weights

negatively affects overall robustness and accuracy performance. Xu et al. [29]

hypothesize that adversarial training algorithms tend to introduce severe dispar-

ity in accuracy and robustness between different groups of data. Stemming from

this work, Ma et al. [162] show that adversarial training easily leads to more se-

rious robust fairness issue than natural training and propose a fairly adversarial

training. On the other hand, Pruksachatkun et al. [163] studied if an increase in

robustness can improve fairness in text-classification tasks. They found that cer-

tified robustness methods improve fairness, and using both robustness and bias

mitigation methods in training may result in an improvement for both.

2.4.2 Fairness and Regression

In [164], Bertran et al. note that the current notion of regression may have

shortcomings in measuring how negative flips arise in different populations, and

discuss the possibility to update a model over a newly augmented dataset in a

way that guarantees a desired backward compatibility measure across all groups.

While not tackling regression specifically, Davis et al. [79] focus on the concept
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of fairness drift — either due to differences in dataset shift across subpopulations

or to the model updating process — and raise concerns that models previously

assessed as fair may then begin to perpetuate inequities.
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Contributions Overview

The works presented in this section describe two novel contributions exploring,

respectively, the interplay between Fairness and Regression and the one between

Fairness and Robustness. In particular:

(1) In the first work, Mitigating Unfair Regression in Machine Learning Model

Updates [165], we show, for the first time, the existence of the phenomenon

of unfair regression and propose different ethical metrics to measure it.

Additionally, we offer two mitigation strategies — one focused on modifying

the learning algorithm and one focused on modifying the tuning phase — to

address the issue. Our results on real-world datasets confirm the existence

of the unfair regression phenomenon and demonstrate the effectiveness of

the proposed mitigation strategies.

This research has been conducted with the valuable contribution of Anna

Pallarès López, Eduard Mart́ın Jiménez, Davide Anguita, Fabio Roli, and

Luca Oneto.

(2) In Towards Robust Fair Empirical Risk Optimization: a Theoretical Per-

spective, we address the challenge of mitigating the robustness bias of ML

models — i.e., to reduce the effectiveness of malicious adversarial attacks

on discriminated subgroups within the population. Our approach involves

establishing a specific threat model, which is the case of white-box attacks
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under an L2 ball constraint, and employing a recently introduced fairness

notion, ϵ−Fairness Revised [166] to address robustness bias under the spec-

ified threat model. We then introduce the Robust Fair Empirical Risk Op-

timization (RFERM) framework and examine its theoretical consistency.

The research stems from the fundamental contribution of Danilo Franco

and Luca Oneto.
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Chapter 3

Mitigating Unfair Regression in

Machine Learning Model

Updates

Summary

Machine learning systems often require updates for various reasons, such as the

availability of new data or models and the need to optimize different technical

or ethical metrics. Typically, these metrics reflect an average performance rather

than sample-wise behavior. Indeed, improvements in metrics like accuracy can

introduce negative flips, where the updated model makes errors that the previous

model did not make. In certain applications, these negative flips can be perceived

by developers or users as a regression in performance, contributing to the hidden

technical debt of machine learning systems. Moreover, if the distribution of neg-

ative flips is biased with respect to some sensitive attribute (e.g., gender or race),

it may be perceived as discrimination, termed unfair regression. In this paper

we show, for the first time, the existence of the phenomenon of unfair regression
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and propose different ethical metrics to measure it. Additionally, we offer two

mitigation strategies — one focused on modifying the learning algorithm and one

focused on modifying the tuning phase — to address this issue. Our results on

real-world datasets confirm the existence of the unfair regression phenomenon

and demonstrate the effectiveness of the proposed mitigation strategies.

3.1 Introduction

As previously discussed, while ML solutions seem to become day by day more

powerful and easy to deploy, it is also becoming more and more evident that

this does not come without shortcomings. An effective metaphor to describe this

dichotomy is the concept of hidden debt, introduced by Ward Cunningham in

1992 [167] to reason about the long-term costs of ML systems. This concept is

multifaceted and includes by now both a technical debt [144] (i.e., the one related

to the need for models to be updated and maintained over time) and an ethical

debt [168] (i.e., the one deriving from not taking proactively into account the

ethical implications of a system in the design phase).

Our work tackles the intersection between technical and ethical debt, focus-

ing in particular on the study and mitigation of the mutual interaction between

regression (i.e., the tendency of updated models to fail predictions that were cor-

rectly performed by older versions of the model [145]) and unfairness (i.e., the

tendency of algorithms to perpetuate or amplify historical biases against sensitive

groups [50]).

Indeed, updated versions of ML models are usually designed to improve the

average performance (e.g., the performance on a series of predictions) not taking

into account the sample-wise performance (e.g., performance on specific predic-

tions), possibly introducing a regressive behavior. Regression is, per se, already
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a problem when dealing with specific applications (e.g., a person may see its

loan incorrectly blocked because of a change in the model), but it becomes even

more problematic when it disproportionately affects historically discriminated

subgroups (e.g., dark-skinned people). While both regression and unfairness have

been already studied individually, we propose, for the first time in the literature,

to focus on their interaction.

Hence, in this chapter we (i) formally define the unfair regression phenomenon

proposing different metrics to describe and measure it, (ii) show that this phe-

nomenon actually happens in real-world applications, and (iii) proposes two miti-

gation strategies, one focused on modifying the learning algorithm while the other

one focused on modifying the tuning phase (specifying both strategies to the case

of Support Vector Machines [169]), to address the unfair regression phenomenon

showing its actual effectiveness in real-world applications.

The rest of the work is organized as follows. Section 3.2 introduces some

preliminary concepts and defines the unfair regression phenomenon proposing

different metrics to describe and measure it. Section 3.3 proposes two mitigation

strategies, one focused on modifying the learning algorithm and one focused on

modifying the tuning phase, to address the unfair regression phenomenon. Sec-

tion 3.4 will show the actual existence of the unfair regression phenomenon and

the effectiveness of our proposed mitigation strategies on a series of real-world

datasets coming from the financial, medical, and legal fields. Finally, Section 3.5

concludes the chapter, highlighting strengths and weaknesses of the work, and

identifying possible future developments.
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3.2 Unfair Regression

Let us consider the dataset Dn = {(x1, s1, y1), . . . , (xn, sn, yn)} to be a sequence

of n samples identically and independently drawn from a joint probability dis-

tribution µ over X × S × Y, where X is the input space1 [170; 171], S = {a, b}

is the space of the sensitive attributes2 [20], and Y = {−1,+1} is the output

space3 [170]. Ideally, an ML algorithm AH, characterized by a set of hyperpa-

rameters H, selects a model f : X → Y in a space of possible ones F based

on Dn to well approximate P{y|x} [170]. F is implicitly or explicitly induced

by the choice of A and H [170; 171]. Examples of ways to modify F are the

regularizers (e.g., p-norm of the weights) [171], the model functional form (e.g.,

convolutions or transformers) [171] or the optimization process (e.g., stochastic

gradient descent with early stopping and dropout) [171; 172]. The quality of

the approximation f is measured with respect to a loss function ℓ(f(x), y) which

allows to define the risk of the model4 L(f) = Ex,yℓ(f(x), y) [173]. Since µ is un-

known we can only measure the empirical risk L̂(f,Dn) = EDn
x,yℓ(f(x), y), where

EDn denotes the empirical expectation computed over Dn. Given the set of all

measurable functions G the oracle algorithm [174] can be formulated as

g∗=argming∈G L(g), (3.1)

1Which can be unstructured (i.e., tabular data) or structured (e.g., images or graphs).
2For the sake of notation simplicity we restrict to a binary-valued sensitive attribute (e.g.,

male/female or dark-/light-skinned individuals) but the approach can be easily generalized to
any space.

3For the sake of notation simplicity we restrict to the binary classification but the results
can be easily generalized to the whole supervised learning setting.

4Note that the presentation can be easily generalized to multiple technical and ethical
metrics [11] but this is out of the scope of this paper.
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but, since µ is unknown and G too large, AH is generally formulated as an Em-

pirical Risk Minimization (ERM) problem [170]

f̂=argminf∈F L̂(f,Dn). (3.2)

The latter problem is affected by both approximation (wrong choice of F ⊆ G)

and estimation (limited amount of data in Dn) errors preventing to find exactly

g∗ [174]. By tuning F, namely A and H, we can strongly influence the perfor-

mance (risk) of f̂ , getting closer to the one of g∗ [174; 175]. In order to perform

this tuning phase, the most common approach is to use resampling methods [175]:

Dn is split, one or r times with or without replacement, into learning Li
l and val-

idation Vi
v sets with i ∈ {1, · · · , r} such that Li

l ∪ Vi
v = Dn and Li

l ∩ Vi
v = ⊘.

Then, in order to select the best algorithm and hyperparameters configurations

A ∗
H∗ , in a set of possible ones AH = {A 1

H1
,A 1

H2
, · · · ,A 2

H1
,A 2

H2
, · · · } the following

procedure has to be applied

f ∗=A ∗
H∗(Dn), (3.3)

A ∗
H∗=argminAH∈AH

∑r
i=1 L̂(AH(L

i
l),V

i
v),

where AH(L
i
l) is a model f̂ built with the algorithm A with its set of hyper-

parameters H and with the data Li
l and A ∗

H∗(Dn) is a model f ∗ built with the

algorithm A ∗ with its set of hyperparameters H∗ and with the data Dn. Since

the data in Li
l are independent of the data in Vi

v, A ∗
H∗ should be an algorithm

and the associated set of hyperparameters which allows achieving a small risk on

previously unseen data, i.e., f ∗ should be close to g∗.

When new data becomes available or new algorithms are proposed in the

literature, it is then mandatory to ensure optimal quality of the deployed model

by updating it [145; 146]. For this reason, let us define f ∗
old the “old” model (i.e.,
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the model trained with the original data and algorithms) and f ∗
new the “new”

model (i.e., the model trained with the updated data and set of algorithms).

Even if µ is unknown we expect that the performance of f ∗
new improves the one

of f ∗
old

L(f ∗
new) ≤ L(f ∗

old), (3.4)

since, e.g., we tested f ∗
old and f ∗

new on a fresh set of previously unseen data (test

set). Even if assuming Eq. (3.4) to be true we may experience the following

phenomenon: for certain (x, y) ∈ (X× Y)

ℓ(f ∗
new(x), y) > ℓ(f ∗

old(x), y), (3.5)

namely there is a regression in performance for certain samples even if the average

performance increased (Eq. (3.4)). As we deal with binary classification, the

problem arises when x was correctly classified by f ∗
old but not by f ∗

new, i.e., there

is a negative flip [145]:

f ∗
new(x) ̸= y ∧ f ∗

old(x) = y. (3.6)

The greater the number of negative flips the worse the developers or the users

perceive the behavior of f ∗
new.

In this work, we argue that the regression, apart from being a problem for

developers or the users per se, may lead to other problems like discrimination

for subgroups of the population. For example, one can observe a different rate

of negative flips in the different subgroups of the population. More formally, we
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would like to observe a small value for the following quantity

URDP
f∗
old
(f ∗

new)=
∣∣Eold,a

x,y [f ∗
new(x) ̸=y]−Eold,b

x,y [f ∗
new(x)̸=y]

∣∣ (3.7)

named Unfair Regression (UR), where the Iverson braked notation has been used

and Eold,◦
x,y =E{(x,s,y):f∗

old(x)=y,s=◦} with ◦ ∈ S. Of course, Eq. (3.7) is a measure of

discrimination as, in case of model update, people in a subgroup will observe

a larger fraction of negative flips with respect to the other subgroup. The dis-

crimination measure of Eq. (3.7) is the counterpart, for negative flips, of the

Demographic Parity (DP) in algorithmic fairness [49]. Another notion, coming

in this case from the Equal Opportunity (EO) in algorithmic fairness [35], can be

formalized as

UREOf∗
old
(f ∗

new)=
∣∣Eold,a,1

x,y [f ∗
new(x) ̸=y]−Eold,b,1

x,y [f ∗
new(x)̸=y]

∣∣ (3.8)

where Eold,◦,1
x,y =E{(x,s,y):f∗

old(x)=y,s=◦,y=1} for ◦ ∈ S — i.e., we care about the negative

flips only when they appear in the positively labeled samples (e.g., we do not grant

a credit to someone who deserves it and that f ∗
old actually granted).

3.3 Mitigation Strategies

In this section we will propose two ways to make updates, i.e., going from f ∗
old to

f ∗
new, in such a way to continue to improve the accuracy of f ∗

new with respect to

f ∗
old, in the sense of Eq. (3.4), but also minimizing the unfair regression, in the

sense of Eq. (3.7) or Eq. (3.8).

The first step in this direction is to note that, analogously to the risk of

a model, URDP
f∗
old
(f ∗

new) and UREOf∗
old
(f ∗

new) are unknown since µ is unknown. As a
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3.3 Mitigation Strategies

consequence, we can only compute their empirical counterparts, namely

ÛR
DP

f∗
old
(f ∗

new,Dn)=
∣∣∣ED

old,a
n

x,y [f ∗
new(x)̸=y]−ED

old,b
n

x,y [f ∗
new(x)̸=y]

∣∣∣ (3.9)

with Dold,◦
n ={(x, y, s):(x, y, s)∈Dn, f

∗
old(x)=y, s=◦} for ◦ ∈ S and

ÛR
EO

f∗
old
(f ∗

new,Dn)=
∣∣∣ED

old,a,1
n

x,y [f ∗
new(x)̸=y]−ED

old,b,1
n

x,y [f
∗
new(x)̸=y]

∣∣∣ (3.10)

with Dold,◦,1
n ={(x, y, s):(x, y, s)∈Dn, f

∗
old(x)=y, s=◦, y=1} for ◦ ∈ S.

To mitigate unfair regression, we have two primary strategies: (i) modifying

the learning algorithm to account for the unfair regression phenomenon, similarly

to the positive congruent training approach described by [145] for handling neg-

ative flips; or (ii) adjusting the tuning (model selection) phase, since we aim to

optimize two different metrics simultaneously (accuracy and unfair regression).

In pursuing these strategies, it is crucial to recognize that accuracy and unfair

regression can often be in conflict. Indeed, new algorithms and datasets might

not be able to both improve accuracy and minimize unfair regression at the same

time. This conflict can arise from various factors, such as the original dataset

not being representative, shifts in the distribution of the sensitive feature in the

new dataset, shifts in the distribution over the input space or labeling process,

or the new algorithm’s inability to approximate the function identified by the old

algorithm.

Since any strategy to mitigate unfair regression will require careful tuning

of hyperparameters or choosing between algorithms, we will start with (ii), i.e.,

adjusting the tuning phase, and then (i), i.e., propose a mitigation strategy mod-

ifying the learning algorithm.
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3.3 Mitigation Strategies

3.3.1 Mitigation (i) - Adjusting the Tuning Phase

Mitigating unfair regression, in all cases, requires careful tuning of hyperparam-

eters and, in our case, we cannot rely solely on one metric (such as accuracy,

as we did in Eq. (3.3)), because this would likely neglect the unfair regression

aspect. This issue is similar to challenges encountered when optimizing for both

accuracy and fairness, as discussed by [26], or when balancing multiple ethical

and technical metrics, as highlighted by [11].

With this problem in mind, as in general we cannot simultaneously optimize

accuracy and unfair regression, the simplest approach is to set a level of improve-

ment in accuracy that we are willing to lose to mitigate the unfair regression.

More formally, the procedure of Eq. (3.3) can be modified as follows

f ∗
new=A ∗

H∗(Dn), (3.11)

A ∗
H∗=argminA δ

H
∈AH

∑r
i=1 ÛR

⋄
f∗
old
(AH(L

i
l),V

i
v),

Aδ
H={AH:AH∈AH,

∑r
i=1 L̂(AH(L

i
l),V

i
v)≤(1+δ)L̂∗},

L̂∗=minAH∈AH

∑r
i=1 L̂(AH(L

i
l),V

i
v),

where δ is a fraction of additional error that we are willing to bear in order to

reduce the unfair regression, and ⋄∈{DP,EO} depending on the notion of unfair

regression we want to use.

Once the procedure is concluded we need to estimate, e.g., using a test set,

L(f ∗
old), L(f

∗
new), and UR⋄f∗

old
(f ∗

new) and check that

L(f ∗
old) ≥ L(f ∗

new) (3.12)

otherwise the update does not make sense, and that UR⋄f∗
old
(f ∗

new) is acceptable to

the specific application.
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3.3 Mitigation Strategies

3.3.2 Mitigation (ii) - Modifying the Learning Algorithm

The limitation of acting on just the tuning phase, as described in Section 3.3.1,

is that the training phase, i.e., the ERM of Eq. (3.2), remains unaware of our

desire to mitigate the unfair regression. Instead, our goal would be to find the

following new oracle

g∗new=argming∈G L(g), s.t. UR⋄f∗
old
(g)=0, (3.13)

with ⋄∈{DP,EO} depending on the notion of unfair regression exploited. In

other words, we search for the best model in all the measurable functions with

no unfair regression with respect to f ∗
old. As for ERM, since µ is unknown we can

just compute the empirical counterparts of L and UR⋄f∗
old

in Eq. (3.13). Then, as

minimizing with respect to G would surely lead to overfitting (as G is too large),

we have to replace G with a carefully tuned F ⊂ G. Another problem is the

constraint on the unfair regression set to zero, which again may lead to overfitting

in the sense of low unfair regression on the data but not in the population, and so

we have to relax it. The result is our proposal for Unfair-Regression-Free ERM

(URFERM) that can be defined as follows

f̂new=argminf∈F L̂(f,Dn), s.t. ÛR
⋄
f∗
old
(f,Dn) ≤ ϵ, (3.14)

where ⋄∈{DP,EO} depending on the notion of unfair regression exploited and ϵ

is a small tunable quantity of unfair regression allowed on the training data so

to perform better on the population. By tuning F and ϵ ∈ [0, 1], e.g., with the

approach proposed in Section 3.3.1, we obtain f ∗
new.

Problem (3.14) is of course non-convex and non-differentiable. By properly de-

signing F and relaxing L and UR⋄f∗
old

[170; 176] we can derive the Unfair-Regression-

Free version of all the main algorithms available in the literature. In the next
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3.3 Mitigation Strategies

section we will specify Problem (3.14) to the case of Support Vector Machines.

3.3.3 Unfair-Regression-Free Support Vector Machines

Let us consider the Support Vector Machines for binary classification [169] where

f(x) =
∑n

i=1 αiκ(xi, x) + α0 with α = [α1, · · · , αn]
T ∈ Rn, α0 ∈ R, and κ is a

kernel function, F = {f : f(x) =
∑n

i=1 αiκ(xi, x)+α0,
∑n

i=1

∑n
j=1 αiαjκ(xi, xj) ≤

W} with W ∈ [0,∞), and where the desired ℓ to be minimized, i.e., the misclas-

sification error ℓH(f(x), y) = [yf(x) ≤ 0], is relaxed into a convex version, i.e.,

the hinge loss ℓξ(f(x), y) = max[0, 1 − yf(x)]. By adopting the same approach

for the URFERM of Problem (3.14) we obtain

minα,α0

1
n

∑n
i=1 ξi, (3.15)

s.t. ξi = max [0, 1−yifi] , i ∈ {1, · · · , n},

fi =
∑n

j=1 αjκ(xj, xi) + α0, i ∈ {1, · · · , n},∑n
j=1 αiαjκ(xi, xj) ≤ W,∣∣ 1

nold,a

∑
i∈Iold,a ξi −

1
nold,b

∑
i∈Iold,b ξi

∣∣ ≤ ϵ,

where Iold,◦ = {i : i ∈ {1, · · · , n}, f ∗
old(xi) = yi, si = ◦} and nold,◦ = |Iold,a| with

◦ ∈ S since we leveraged URDP
f∗
old
(f ∗

new) as notion of unfair regression1.

Note that trivially using the SVM approximations in URFERM leads to the

last constraint for unfair regression, which leads to a non-convex relaxation. Nev-

ertheless, the objective of the constraint is to make the rate of negative flips

equally distributed on the two subgroups. This can be only achieved by (hope-

fully) decreasing or increasing the negative flips in the two groups. So, without

1The case of UREO
f∗
old

(f∗
new) is not explicitly reported as analogous to the one derived for URDP

f∗
old

.
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3.3 Mitigation Strategies

losing the idea of the constraint we can better relax it as follows

minα,α0

1
n

∑n
i=1 ξi, (3.16)

s.t. ξi = max [0, 1−yifi] , i ∈ {1, · · · , n},

fi =
∑n

j=1 αjκ(xj, xi) + α0, i ∈ {1, · · · , n},∑n
j=1 αiαjκ(xi, xj) ≤ W,

1
nold,a

∑
i∈Iold,a ξi ≤ ϵ ∨ 1

nold,b

∑
i∈Iold,b ξi ≤ ϵ,

meaning we force the decrease of negative flips in one of the two groups and we

leave the ability to increase them in the other. Note that Problem (3.16) is actu-

ally composed of two convex problems where we have to decide which constraint

to activate (the ones in the logical or) and we can see it as an hyperparameter to

tune during the tuning phase of Section 3.3.1.

Finally, note that Problem (3.16) is hard to solve since it is formulated as an

Ivanov regularization problem [177], so we can formulate it as follows

minα,α0 v1ξ + λ1αQα+ λ2(v
old,aξ ∨ vold,bξ) (3.17)

s.t. ξi = max [0, 1−yifi] , i ∈ {1, · · · , n},

fi =
∑n

j=1 αjκ(xj, xi) + α0, i ∈ {1, · · · , n},

with ξ = [ξ1, · · · , ξn], v1i = 1 ∀i ∈ {1, · · · , n}, vold,ai = 1 if i ∈ Iold,a otherwise

vold,ai = 0, vold,ai = 1 if i ∈ Iold,a otherwise vold,ai = 0, and Qi,j = κ(xi, xj)

∀i, j ∈ {1, · · · , n}.

Note that Problem (3.17) is a simple Support Vector Machine with different

weights on each training point and whose hyperaparameters are: λ1, λ2, the

kernel and its hyperparameters, and the choice in the logical or.
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3.4 Results

Name Ref. # samples # features Sensitive Attribute

German UCI 1000 20 Foreign
Arrhythmia UCI 452 279 Gender
Compas ProPublica 6172 10 Ethnicity
Adult UCI 32561 12 Gender

Table 3.1: The datasets used, the related statistics, and the sensitive features
involved. Gender considers the two groups as male and female; ethnicity considers
the ethnic groups as white and other; foreign considers being foreign or not.

3.4 Results

In this section, we will test how the methodology presented in Section 3.3 actu-

ally perform on real-world datasets. For this purpose, we considered 4 publicly

available datasets (from the standard databases UCI1 and ProPublica2), reported

in more detail in Table 3.1. We considered the following models: Naive Linear

SVM [169], Naive Gaussian-Kernel SVM [169], Linear SVM with Mitigation (i)

(Section 3.3.1), Gaussian-Kernel SVM with Mitigation (i) (Section 3.3.1), Lin-

ear SVM with Mitigation (i) plus (ii) (Sections 3.3.1 and 3.3.3), and Gaussian-

Kernel SVM with Mitigation (i) plus (ii) (Sections 3.3.1 and 3.3.3). For Naive

Linear SVM we tuned the regulatization hyperparameter in 10{−4.0,−3.75,··· ,3.00},

for Naive Gaussian-Kernel SVM we tuned the regulatization hyperparameter in

10{−4.0,−3.75,··· ,3.00} and the Gaussian kernel hyperparameter 10{−4.0,−3.75,··· ,3.00},

for Mitigation (i) we set δ = 0.1, and for Mitigation (ii) we tuned λ1, λ2 ∈

10{−4.0,−3.75,··· ,3.00} using the 5-fold cross validation [170]. 25% of the data are

kept fixed as test set and the experiments are repeated 30 times to ensure statis-

tical significance of the results.

We considered two updating scenarios:

• Data Update: in this scenario we consider the case when we have an initial

set of data, we train the model f ∗
old, then new data become available and

1https://archive.ics.uci.edu/
2https://www.propublica.org/datastore/
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3.4 Results

Name # samples for f∗
old # samples for f∗

new

German 150 750
Arrhythmia 70 340
Compas 231 3240
Adult 489 4884

Table 3.2: Data Update Scenario: size of the training set for f ∗
old and size of the

training set for f ∗
new.

we retrain the same model f ∗
new leveraging the additional data. Table 3.2

reports the size of the training set for f ∗
old and the size of the training set

for f ∗
new;

• Data plus Model Update: this scenario is the same of the one of Data

Update except for the fact that model used for generating f ∗
new is not the

same as the one used to generate f ∗
old but it is a more capable one. In our

test we used Linear SVM for f ∗
old and Gaussian-Kernel SVM for f ∗

new.

Table 3.3 reports, for the considered scenarios (Data Update and Data plus

Model Update), the Accuracy (ACC), the Balanced Accuracy (B-ACC)1, and the

UR (measured both with DP and EO) of f ∗
old, Naive f ∗

new, fnew with Mitigation

(i), and fnew with Mitigation (i) plus (ii).

From Table 3.3 it is possible to observe that, as expected from what discussed

in Section 3.3, when we update the model without taking into account the UR,

the accuracy and the balanced accuracy increase but the UR may be very high.

When we introduce our mitigations, generally accuracy and balanced accuracy

increase less (but still significantly) with respect to not introducing any miti-

gation, but UR systematically — and often dramatically — decreases, both on

DP and EO. In particular, mitigation (i) plus (ii) usually strongly improves on

simple mitigation (i) on the UR phenomenon, without significantly affecting, on

average, the accuracy and balanced accuracy. Interestingly, however, sometimes

1B-ACC is the maximized metric during the cross validation.
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3.4 Results

Table 3.3: Accuracy (ACC), Balanced Accuracy (B-ACC), and UR (measured
both with DP and EO) of f ∗

old, Naive f ∗
new, fnew with Mitigation (i), and fnew

with Mitigation (i) plus (ii) for the considered scenarios (Data Update and Data
plus Model Update).
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Figure 3.1: Normalized (dataset-wise) percentage of improvement in balanced
accuracy (the larger the better) and UR (the smaller the better) for each dataset
and updating strategy (only for the UR on DP because of space constraints)
taken from Table 3.3. The gray lines connect the results of the different updating
strategies on the same dataset.

the mitigations do not simply improve the UR but also the (balanced) accuracy.

To improve the readability of Table 3.3, Figure 3.1 reports, only for the UR on

DP because of space constraints, for each dataset and updating strategy, the

normalized (dataset-wise) percentage of improvement in balanced accuracy (the

larger the better) and UR (the smaller the better). From the graph it appears

evident the ability of the proposed mitigation strategy to strongly improve the

UR without impacting too much on the accuracy, or actually improving it in

some cases.

3.5 Conclusions

In this study, we have explored the interaction between regression in Machine

Learning model updates and Algorithmic Fairness. In particular, we introduced

the concept of unfair regression, a phenomenon where Machine Learning model,
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3.5 Conclusions

while improving average performance, may lead to the introduction of point-

wise decrease in performance in a disproportionate way among the subgroups

defined by a sensitive attributes. This represents a new form of hidden debt in

the use of Machine Learning models, increasing both the technical and ethical

debt. Our investigation confirmed the existence of unfair regression through em-

pirical analysis on real-world datasets. To address these challenges, we proposed

and evaluated two mitigation strategies, specified to the case of Support Vector

Machines. The first strategy involves modifying the learning algorithm while the

second one focuses on adjusting the performance tuning phase. Our experimental

results demonstrated that both approaches are effective in mitigating the effects

of unfair regression. Future research will focus on extending the experimental

session to a larger variety of models and datasets, improving and specifying the

mitigation strategies for different Machine Learning algorithms and supporting

the proposal with consistent results on both accuracy and unfair regression met-

rics.
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Chapter 4

Towards Robust Fair Empirical

Risk Optimization: a Theoretical

Perspective

Summary

In this work, we study the interaction between fairness and robustness, deriv-

ing a new optimization framework, Robust Fair Empirical Risk Optimization

(RFERM), for building ML models aware of the robustness bias. Our contribu-

tion is twofold. We (i) investigate the theoretical consistency of the new paradigm

introduced by RFERM, and (ii) implement RFERM with three renowned cate-

gories of machine learning algorithms, specifically linear, kernelized, and deep

models. The work lands the foundations for future empirical experiments vali-

dating these results on real-world data.
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4.1 Introduction

4.1 Introduction

Among the attributes associated with trustworthiness, fairness and robustness

stand out as two of the most critical for building responsible and effective ML

systems. Fairness ensures that algorithmic decisions do not systematically disad-

vantage particular individuals or demographic groups, thereby promoting equity.

Robustness, in turn, guarantees that models perform reliably under a range of

conditions, including adversarial manipulation, noisy inputs, or shifts in data

distribution.

A robust model delivers consistent results, strengthening both its practical

utility and the trust users place in its functionality. However, the challenges

become more complex when fairness and robustness are considered together. It

is well established that ML models can be deceived by adversaries who intro-

duce subtle perturbations to the input data, often causing misclassifications [16].

Recent studies have shown that these misclassifications can disproportionately af-

fect certain historically discriminated groups, giving rise to what has been termed

robustness bias [158].

Robustness bias can stem from several factors. Firstly, the data used to train

models can be biased towards specific demographic groups. If certain groups

are underrepresented in the training data, the models may lack confidence when

predicting for these groups [158]. This issue, often referred to as sample bias,

is a specific example of the broader category of dataset biases [20]. Other types

of dataset biases include prejudice bias, where the data collection or analysis is

influenced by discriminatory views, and group attribution bias, where inaccurate

conclusions are drawn about a demographic group based on the data of a few

individuals. All these biases can contribute to increasing the model’s robustness

bias [178]. Another factor is the complexity of ML models, such as Deep Neu-

ral Networks, which often have intricate decision boundaries that can facilitate
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4.1 Introduction

the targeting of specific subgroups by an attacker [158]. Ultimately, an adver-

sary could simply design their attack to be particularly effective against targeted

discriminated subgroups.

In this study, we address the challenge of mitigating the robustness bias of

ML models — i.e., reducing the effectiveness of adversarial attacks targeting dis-

advantaged subgroups within the population. Our approach involves establishing

a specific threat model, which is the case of white-box attacks under an L2 ball

constraint. In this scenario, the attacker has full knowledge of and access to the

model, and their attacks are designed to maximize model loss within a sphere

centred on the original samples.

We employ a recently introduced fairness notion, ϵ−Fairness Revised [166],

which can extend the traditional fairness definitions found in the literature. In

this work, this notion is modeled to address robustness bias under the specified

threat model — in Section 4.3, we also examine its theoretical consistency.

Moreover, we revisit the traditional optimization framework presented by Em-

pirical Risk Minimization (ERM) [170; 179], Robust Empirical Risk Minimiza-

tion (RERM) [121], and Fair Empirical Risk Minimization (FERM) [26] with

the ultimate goal of merging these frameworks. To accomplish this, we intro-

duce a new optimization paradigm, Robust Fair Empirical Risk Minimization

(RFERM), which is well-suited for addressing the issue of robustness bias. Fi-

nally, we formulate three concrete problems that leverage linear, kernelized, and

deep models.

The rest of the paper is structured as follows. Section 4.2 introduces the

notation used in this work while presenting the context and the different opti-

mization paradigms as well. Section 4.3 analyzes the theoretical consistency of

our newly introduced notion for tackling robustness bias. Section 4.4 implements

the theoretical notion by deriving three concrete optimization frameworks ex-
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4.2 Preliminaries

ploiting linear, kernelized, and deep models. Finally, Section 4.5 concludes the

work.

4.2 Preliminaries

Consider the dataset D = {(x1, s1, y1), . . . , (xn, sn, yn)} to be a sequence of n

samples identically and independently drawn from a joint probability distribution

µ over X×S×Y, where X is the input space1, S = {a, b} is the space of the sensitive

attributes2 and Y = {−1,+1} is the output space3. Note that the input space X

may also directly include S, depending on whether the legal requirements allow

the sensitive attributes to be used as predictors [65]. Let us consider the space

of hypotheses H from which we want to select a specific hypothesis h : X 7→ Ŷ

which approximates P{y|x}. Ideally, in classical ML, we want to find the best

approximating model h ∈ H that minimises the true risk Lℓ(h) = Ex,y{ℓ(h(x), y)},

where ℓ : Ŷ × Y 7→ R+ is the loss function. Since µ is unknown, Lℓ(h) cannot

be computed and we have to resort to one of its empirical estimators. In our

case, we consider the empirical risk L̂ℓ(h) = Êx,y{ℓ(h(x), y)}, where Ê denotes

the empirical expectation computed over D. Thus, our oracle for finding the best

hypothesis h∗ is

h∗ = argmin
h∈H

Lℓ(h), (4.1)

while its empirical estimator ĥ is

ĥ = argmin
h∈H

L̂ℓ(h). (4.2)

1Which can be unstructured (i.e., tabular data) or structured (e.g., images or graphs).
2For the sake of notation simplicity we restrict to a binary-valued sensitive attribute (e.g.,

male/female or dark/light skinned color) but the approach can be easily generalized to any
space.

3For the sake of notation simplicity we restrict to the binary classification but the results
can be easily generalized to the whole supervised learning setting.
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4.2 Preliminaries

Figure 4.1: ERM: the positively labelled samples are represented with stars, the
negatively labelled ones with circles, ĥ is the black line, and the dashed arrow
indicates the semi-space labelled positively. In this example, ℓ is the misclassifi-
cation loss.

The latter approach is known as the Empirical Risk Minimization (ERM) [170;

179] framework which often results in overfitting the training data. To miti-

gate this issue one needs to tune H in the so-called model selection phase [175].

Figure 4.1 depicts a simple case of ERM with linear models.

Let us now consider the presence of an adversary under the following threat

model. The adversary can perturb the input x according to a possible set of

manipulation B : X 7→ X such that B(x) ⊆ X and x ∈ B(x). The purpose of the

adversary is to induce a hypothesis h ∈ H into mistakes, namely to increase its

(empirical and/or true) error [16]. Formally, the adversary performs the following

attack

x̃ℓ = arg max
x∈B(x)

ℓ(h(x), y), (4.3)

namely the adversary searches for the modification of the input that maximizes

the loss of the hypothesis h. To mitigate the effect of the adversary, we need to

modify Problems (4.1) and (4.2). For this purpose let us define the following loss
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function

ℓ̃(h(x), y) = max
x∈B(x)

ℓ(h(x), y). (4.4)

This loss measures the worst error committed by the hypothesis on one sample

under the adversarial attacks defined in Eq. (4.3). Then, minimizing this loss

actually maximizes the robustness of the model to the adversary. As a result, the

counterparts of Problems (4.1) and (4.2) able to mitigate the adversary effect are

the following ones

h∗
R = argmin

h∈H
Lℓ̃(h), (4.5)

ĥR = argmin
h∈H

L̂ℓ̃(h). (4.6)

The latter problem, namely the empirical one, is called Adversarial Training [121]

or, in optimization terms, Robust Empirical Risk Minimization (RERM). Fig-

ure 4.2 depicts a comparison between ERM and RERM with linear models.

Let us now consider the case where our learned model is audited on its fairness,

testing whether it behaves differently when applied to elements in the dataset hav-

ing s = a or s = b. Generally, fairness can be measured with both individual

and group measures [180]. Individual fairness checks whether the pointwise deci-

sion may change by changing the group membership, while group fairness checks

whether statistical performances on the population cohorts are significantly dif-

ferent. In this work, we will deal with this second category and the most common

group fairness metrics can be generalized as follows

F⋆ℓ,⋄(h) = E◦∈⋆

{∣∣∣La,◦ℓ,⋄ (h)− L
b,◦
ℓ,⋄(h)

∣∣∣} , (4.7)
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Figure 4.2: RERM: the positively labelled samples are represented with stars,
the negatively labelled ones with circles, ĥ is the black line in the left figure, ĥR is
the black line in the right figure, dashed arrows indicate the semi-space labelled
positively, and grey areas indicate the set of manipulations for each sample under
a bounded L2 constraint. In this example, ℓ is the misclassification loss.

where

L
·,◦
ℓ,⋄(h) = Ex,s,y {ℓ(h(x), ⋄) | s = ·, y ∈ ◦} . (4.8)

This definition has been introduced in the work by Franco et al. [166] from which

this contribution stems. If we set ℓ(h(x), y) = [yh(x) ≤ 0]1 (Hard loss) we

get Demographic Parity (DP) [181] when ⋄ = +1 and ⋆ = {±1}, the Equal

Opportunity (EOp) [35] when ⋄ = +1 and ⋆ = {+1}, and the Equalized Odds

(EOd) [35] when ⋄ = +1 and ⋆ = {{+1}, {−1}}. Let us also define

n·,◦ = |{(x, s, y) | (x, s, y) ∈ D, s = ·, y ∈ ◦}| . (4.9)

As before, F⋆ℓ,⋄(h) cannot be computed since it requires the knowledge of the

underlying generating distribution µ, thus the only quantity that we can compute

1Note that we opt for the indicator function with the Iverson bracket notation.
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is its empirical estimator

F̂⋆ℓ,⋄(h) = E◦∈⋆

{∣∣∣L̂a,◦ℓ,⋄ (h)− L̂
b,◦
ℓ,⋄(h)

∣∣∣} , (4.10)

L̂
·,◦
ℓ,⋄(h) = Êx,s,y {ℓ(h(x), ⋄) | s = ·, y ∈ ◦} . (4.11)

To mitigate the unfairness, we need to modify Problems (4.1) and (4.2) as follows

h∗
F = argmin

h∈H
Lℓ(h), s.t. F⋆ℓ,⋄(h) ≤ ϵ, (4.12)

ĥF = argmin
h∈H

L̂ℓ(h), s.t. F̂⋆ℓ,⋄(h) ≤ ϵ̂, (4.13)

where Problems (4.12) and (4.13) are the counterparts of Problems (4.1) and (4.2)

under fairness constraints and ϵ and ϵ̂ are the true and empirical levels of unfair-

ness that we are willing to bear1. Moreover, ϵ = 0 may not be the best thing to

do in practical situations because of overfitting [26]. Problem (4.13) is usually

referred to as Fair Empirical Risk Minimization (FERM) [26]. Figure 4.3 depicts

a comparison between ERM and FERM with linear models. Recent works have

shown that a possible adversary, the noise in the data, and/or the intrinsic error

of the model may lead to a robustness bias in particular applications [158; 159].

This new measure of unfairness, based on the previous notions, can be defined as

follows

F⋆
ℓ̃,⋄(h) = E◦∈⋆

{∣∣∣La,◦
ℓ̃,⋄ (h)− L

b,◦
ℓ̃,⋄(h)

∣∣∣} , (4.14)

L
·,◦
ℓ̃,⋄(h) = Ex,s,y

{
ℓ̃(h(x), ⋄) | s = ·, y ∈ ◦

}
, (4.15)

1Note that there is a natural trade-off between fairness and accuracy that, depending on
the application, may lead to different ϵ and ϵ̂ [182].
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Figure 4.3: FERM: the positively labelled samples are represented with stars, the
negatively labelled ones with circles, the samples belonging to the first subgroups
are coloured in orange, while the samples belonging to the second subgroup are
coloured in light blue, ĥ is the black line in the left figure, ĥF is the black line
in the right figure, and dashed arrows indicate the semi-space positively labelled.
In this example, ℓ is the misclassification loss and F̂ is a measure of DP.

together with its empirical counterpart

F̂⋆
ℓ̃,⋄(h) = E◦∈⋆

{∣∣∣L̂a,◦
ℓ̃,⋄ (h)− L̂

b,◦
ℓ̃,⋄(h)

∣∣∣} , (4.16)

L̂
·,◦
ℓ̃,⋄(h) = Êx,s,y

{
ℓ̃(h(x), ⋄) | s = ·, y ∈ ◦

}
. (4.17)

As before, note that by setting ⋄ = 1 and ℓ(h(x), y) = [yh(x) ≤ 0] we can

reduce to the robust extension of classical fairness notions. If we set ℓ(h(x), y) =

[yh(x) ≤ 0] (Hard loss) we get Robust Demographic Parity (RDP) [181] when

⋄ = +1 and ⋆ = {±1}, the Robust Equal Opportunity (REOp) [35] when ⋄ = +1

and ⋆ = {+1}, and the Robust Equalized Odds (REOd) [35] when ⋄ = +1 and

⋆ = {{+1}, {−1}}.

To mitigate the adversary and unfairness simultaneously, we need to modify
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Figure 4.4: RFERM: the positively labelled samples are represented with stars,
the negatively labelled ones with circles, the samples belonging to the first sub-
groups are coloured in orange, while the samples belonging to the second sub-
groups are coloured in orange light blue, ĥR is the black line in the left figure,
ĥRF is the black line in the right figure, dashed arrow indicates the semi-space
positively labelled, and transparent orange and light blue indicate the set of ma-
nipulations for each sample of each subgroup under a bounded L2 constraint.

Problems (4.1) and (4.2) as follows

h∗
RF = argmin

h∈H
Lℓ̃(h), s.t. F⋆

ℓ̃,⋄(h) ≤ ϵ, (4.18)

ĥRF = argmin
h∈H

L̂ℓ̃(h), s.t. F̂⋆
ℓ̃,⋄(h) ≤ ϵ̂, (4.19)

where Problems (4.18) and (4.19) are the counterparts of Problems (4.1) and (4.2)

under robustness bias constraints. Problem (4.19) is known as Fair Adversarial

Training [183] or, alternatively for an optimization setting, Robust Fair Empirical

Risk Minimization (RFERM). Figure 4.4 depicts a comparison between RERM

and RFERM with linear models.

Section 4.3 will deal with the problem of proving for the first time that, in

some sense that will be properly defined later, ĥRF is a consistent estimator of

h∗
RF.

Section 4.4 will show that RFERMmay result in a non-convex, non-differentiable,
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constrained optimization problem. For this reason, we will consider two scenar-

ios. In the first one, shallow models (Kernel methods [169]) will be considered

and we will derive a convex relaxation with theoretical guaranties that is able to

approximate RFERM well. In the second one, we will consider deep models [171]

and we will derive a differentiable relaxation of RFERM.

4.3 Robustness Bias: Theory

In this section, similarly to what has been done for ERM [170; 179], RERM [184;

185], and FERM [26], we want to prove the consistency of Problem (4.19) (RFERM)

for a particular value of ϵ̂. In our context, consistency means that ĥRF converges,

as n increases, to h∗
RF both in terms of Lℓ(·) and F⋆ℓ,⋄(·). More formally we want

to bind the following quantities

Lℓ̃(ĥRF)− Lℓ̃(h
∗
RF), (4.20)

F⋆
ℓ̃,⋄(ĥRF)− F⋆

ℓ̃,⋄(h
∗
RF) ≤ F⋆

ℓ̃,⋄(ĥRF)− ϵ, (4.21)

with and high probability bound that decreases with n at least as 1/√n.

In order to be able to prove the consistency of Problem (4.19) we need to

make some (minor) assumptions. The first one is that the

P
{
sup
h∈H

∣∣Lℓ(h)− L̂ℓ(h)
∣∣ ≤ Uℓ(δ, n,H)

}
≥ 1− δ, (4.22)

where Uℓ(δ, n,H) goes to zero as n grows to infinity if the class H is learnable with

respect to the loss [170]. For example, ifH is a compact subset of linear separators

in a Reproducing Kernel Hilbert Space (RKHS), and the loss is Lipschitz in its

first argument, then Uℓ(δ, n,H) can be obtained via Rademacher bounds [186]. In

this case Uℓ(δ, n,F) goes to zero at least as 1/√n as n grows to infinity. Note that
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this assumption is the same behind the prove of the consistency of RERM [184;

185] and FERM [26]. For example, for RERM [184; 185], it has been proved that

if H is learnable with respect to the loss ℓ it exists Uℓ̃(δ, n,H) such that [184; 185]

P
{
sup
h∈H

∣∣Lℓ̃(h)− L̂ℓ̃(h)
∣∣ ≤ Uℓ̃(δ, n,H)

}
≥ 1− δ. (4.23)

At this point, we can present the main result of this section, namely, we can

prove the following theorem which proves the consistency of ĥRF with respect

to h∗
RF, namely ĥRF tends to h∗

RF as n grows both in terms of robustness and

robustness bias.

Theorem 1. Let H be a learnable set of functions with respect to the loss function

ℓ and let h∗
RF and ĥRF be the models defined in Problems (4.18) and (4.19) with

ϵ̂ = ϵ+
∑
◦∈⋆

∑
s∈S

Uℓ̃ (δ, n
s,◦,H) . (4.24)

Then, with probability at least 1− (2 + 4|⋆|)δ, it holds simultaneously that

Lℓ̃(ĥRF)− Lℓ̃(h
∗
RF) ≤ 2Uℓ̃ (δ, n,H) , (4.25)

F⋆
ℓ̃,⋄(ĥRF) ≤ ϵ+ 2

∑
◦∈⋆

∑
s∈S

Uℓ̃ (δ, n
s,◦,H) . (4.26)

Proof. We first leverage the learnability of H, and then Eqns. (4.22) and (4.23),

state, with probability at least 1− 2|⋆|δ,

sup
h∈H

∣∣∣F⋆ℓ̃,⋄(h)− F̂⋆
ℓ̃,⋄(h)

∣∣∣
= sup

h∈H

∣∣∣E◦∈⋆

{∣∣∣La,◦
ℓ̃,⋄ (h)− L

b,◦
ℓ̃,⋄(h)

∣∣∣}− E◦∈⋆

{∣∣∣L̂a,◦
ℓ̃,⋄ (h)− L̂

b,◦
ℓ̃,⋄(h)

∣∣∣}∣∣∣
≤
∑
◦∈⋆

∑
s∈S

Uℓ̃ (δ, n
s,◦,H) . (4.27)
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This inequality allows also us to state that, with probability at least 1− 2|⋆|δ

{
h | h ∈ H, F⋆

ℓ̃,⋄(h) ≤ ϵ
}
⊆

{
h | h ∈ H, F̂⋆

ℓ̃,⋄(h) ≤ ϵ+
∑
◦∈⋆

∑
s∈S

Uℓ̃ (δ, n
s,◦,H)

}
.

(4.28)

In order to prove the first statement of the theorem, i.e., Eq. (4.25), let us note

that

Lℓ̃(ĥRF)− Lℓ̃(h
∗
RF) =Lℓ̃(ĥRF)− L̂ℓ̃(ĥRF)

+ L̂ℓ̃(ĥRF)− L̂ℓ̃(h
∗
RF)

+ L̂ℓ̃(h
∗
RF)− Lℓ̃(h

∗
RF). (4.29)

Eq. (4.28) implies that L̂ℓ̃(ĥRF)− L̂ℓ̃(h
∗
RF) ≤ 0 with probability at least 1− 2|⋆|δ

and consequently with probability at least 1− 2|⋆|δ it holds that

Lℓ̃(ĥRF)− Lℓ̃(h
∗
RF) = Lℓ̃(ĥRF)− L̂ℓ̃(ĥRF) + L̂ℓ̃(h

∗
RF)− Lℓ̃(h

∗
RF). (4.30)

The statement of Eq. (4.25) now comes from the Eq. (4.23). For the statement of

Eq. (4.26), its proof consists in exploiting the results of Eqns. (4.27) and (4.28)

together with a union bound.

A consequence of the first statement of Theorem 1 is that as n tends to infinity

Lℓ̃(ĥRF) tends to a value which is not larger than Lℓ̃(h
∗
RF), that is, RFERM is

consistent with respect to the robustness of the selected model. The second

statement of Theorem 1, instead, implies that as n tends to infinity we have that

ĥRF tends to have ϵ robustness bias. In other words, RFERM is consistent with

respect to the fairness of the selected model.

Thanks to Theorem 1 we can state that ĥRF is close to h∗
RF both in terms of

57



4.4 Robustness Bias: Practice

its robustness and its robustness bias.

4.4 Robustness Bias: Practice

The learning frameworks described in Section 4.2 (i.e., ERM, RERM, FERM, and

RFERM) result in optimization problems (i.e., Problems (4.1), (4.5), (4.12), and

(4.18) respectively) that may be non-convex, or, even worse, non-differentiable,

depending on the choices of the hypothesis space H, the loss function ℓ, and the

manipulations space B(x). For example, exploiting the Hard loss function in the

fairness definition of Eq. (4.7) allows the reduction to well-known fairness notions

that are non-convex and non-differentiable making the FERM optimization prob-

lem np-hard [166]. Another example is RERM which is inherently defined as a

min-max optimization problem which is, in general, non-convex even if we use

convex loss functions [185].

In this section, we will discuss how to properly define a fully convex, or par-

tially convex, or, at least, differentiable relaxation of the ERM, RERM, FERM,

and RFERM without distorting their original nature while maintaining some

theoretical guarantees. In particular, we will follow a three-step approach.

In the first step, we will start with the case when H is a class of linear

functions, then we continue relaxing the loss functions ℓ to get convex functionals,

and finally, we will consider a manipulations space B(x) that allows to solve

the inner max of RERM and RFERM problem in close form reducing ERM,

RERM, FERM, and RFERM to a single convex optimization problem or a to

series of convex optimization problems. During this process we will show how

classical convex relaxation of the loss functions may work for some problems like

ERM and FERM but not for RERM and RFERM. This step is fundamental and

instrumental for the second and third ones shading some light on the complexity
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of our work and the solution to make it simple or at least tractable.

In the second step, we will consider H as a compact subset of linear separators

in a Reproducing Kernel Hilbert Space, we will leverage the convex relaxation

of the loss ℓ discussed in the first step deriving, in a straightforward manner, a

non-linear version of the ERM and FERM that are still single convex optimiza-

tion problems. For RERM and RFERM, we will leverage the same manipulations

space B(x) noting that the non-linearity makes deriving a single convex formula-

tion impossible. Nevertheless, the min-max will result in a bi-level optimization

problem where one problem, the minimization, will be still convex, while the

other one, the maximization, will be solved through gradient descent resulting in

the so-called adversarial training.

Finally, we will consider the deep-learning scenario where H is induced by a

particular choice of the functional form of the network, the optimizer, the regu-

larizers, etc., and leveraging the results obtained in first two steps, we will show

that ERM, RERM, FERM, and RFERM can be formulated as an optimization

problem with a single differentiable objective (min-max in case of RERM and

RFERM) by introducing specific regularizers, in the cost to be optimized during

the training phase of the network, based on the problem under exam.

4.4.1 First Step: Linear Models

Let us consider the case where X ⊆ Rd and let h(x) = w⊤x+ b with w ∈ Rd and

b ∈ R be the class of linear models.

In this setting, Problem (4.2), namely ERM, searches for the model in this

class which minimizes the classification error, meaning that we rely on the Hard

loss function ℓHard(h(x), y) = [yh(x) ≤ 0] (see Figure 4.5). This produces a non-

convex and non-differentiable optimization problem. For this reason, state of

the art approach is to relax ℓHard with the Hinge loss function ℓHinge(h(x), y) =
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Figure 4.5: Graphical representation of the losses exploited in this work.

max[0, 1 − yh(x)] (see Figure 4.5), namely its best convex upper bound and

approximation [173]. In this setting, let H be the the class of linear model with

∥w∥2 ≤ W and W ∈ [0,∞). Then, the convex relaxation of Problem (4.2) can

be obtained as

min
w∈Rd,b∈R

n∑
i=1

max[0, 1− yi(w
⊤xi + b))] (4.31)

s.t. ∥w∥22 ≤ W 2,

where W is a hyperparameter to be tuned. Problem (4.31) is hard to solve but

fully equivalent, for a specific value of λ ∈ [0,∞) to

min
w∈Rd,b∈R

n∑
i=1

max[0, 1− yi(w
⊤xi + b))] + λ∥w∥22, (4.32)

which is the Support Vector Machine [179] algorithm.

For what concerns Problem (4.6), namely RERM, we need to decide what
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manipulation to use on top of ERM. Let us consider the case of B(x) = {x̃ ∈

Rd | ∥x̃ − x∥2 ≤ ρ} with ρ ∈ [0,∞). In this setting the counterpart of Prob-

lem (4.32) for RERM is

min
w∈Rd,b∈R

n∑
i=1

max
x̃∈Rd:∥x̃−xi∥2≤ρ

max[0, 1− yi(w
⊤x̃+ b))] + λ∥w∥22, (4.33)

where λ needs to be tuned while ρ depends on the application (threat model).

Note that the model robustness should be evaluated for ranging values of ρ.

Having formulated H as the space of linear functions, the solution to the inner

max problem can be found in closed form as follows

min
w∈Rd,b∈R

n∑
i=1

max[0, 1− yi(w
⊤xi + b) + ∥w∥ρ)] + λ∥w∥22. (4.34)

This problem can be easily solved with a series of convex optimization problems

like the following one

min
w∈Rd,b∈R

n∑
i=1

max[0, 1− yi(w
⊤xi + b) +Wρ)] + λ∥w∥22, (4.35)

line searching W ∈ [0,∞) so to find the solution w∗ at minimal but with ∥w∗∥ =

W .

For what concerns Problem (4.13), namely FERM, we can apply the same ap-

proach proposed with ERM but we have to deal with the constraint F̂⋆ℓ,⋄(h) ≤ ϵ̂,

which might be difficult to make convex. In the literature [26], the first pro-

posal was to relax it by using a linear loss defined as ℓLin(h(x), y) =
1−yh(x)

2
(see
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Figure 4.5) obtaining the following form

F̂⋆ℓLin,⋄(h) =
1

2
E◦∈⋆

{∣∣∣Êx,s,y

{
⋄w⊤x | s = a, y ∈ ◦

}
−Êx,s,y

{
⋄w⊤x | s = b, y ∈ ◦

}∣∣∣} ≤ ϵ̂, (4.36)

which is a convex constraint. Note that, if we relax the DP (that is, ⋄ = +1,

⋆ = {±1}) we get

F̂
{±1}
ℓLin,+1(h) =

1

2

∣∣∣Êx,s,y

{
w⊤x | s = a

}
− Êx,s,y

{
w⊤x | s = b

}∣∣∣
=

1

2

∣∣∣w⊤
(
Êx,s,y {x | s = a} − Êx,s,y {x | s = b}

)∣∣∣
=

1

2

∣∣∣∣∣w⊤

(
1

|na,{±1}|

n∑
i=1:si=a

xi −
1

|nb,{±1}|

n∑
i=1:si=b

xi

)∣∣∣∣∣
=

1

2

∣∣w⊤c
∣∣ ≤ ϵ̂, (4.37)

which are two simple linear constraints. If ϵ̂ = 0 we have a single linear constraint

that can be mapped in a simple data pre-processing method. With this approach,

the counterpart of Problem (4.32) for FERM is

min
w∈Rd,b∈R

n∑
i=1

max[0, 1− yi(w
⊤xi + b))] + λ∥w∥22, (4.38)

s.t.
1

2

1

| ⋆ |
∑
◦∈⋆

∣∣∣∣∣w⊤

(
1

|na,◦|

n∑
i=1:si=a,yi∈◦

⋄xi −
1

|nb,◦|

n∑
i=1:si=b,yi∈◦

⋄xi

)∣∣∣∣∣ ≤ ϵ̂,

which is a convex problem. The problem of the convex relaxation of fairness

constraint with ℓLin is its limited theoretical groundness. For this reason, recently,
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another approximation has been proposed. In particular, let us note that

ℓHard(h(x), y) ≤ ℓUp(h(x), y) = ℓHinge(h(x), y), (4.39)

ℓHard(h(x), y) ≥ ℓLow(h(x), y) = min[1, 1− yh(x)]. (4.40)

Then

F̂⋆ℓHard,⋄(h) = E◦∈⋆

{∣∣∣L̂a,◦ℓHard,⋄(h)− L̂
b,◦
ℓHard,⋄(h)

∣∣∣} (4.41)

≤ E◦∈⋆

{{
L̂
a,◦
ℓUp,⋄

(h)− L̂
b,◦
ℓLow,⋄(h) if L̂a,◦ℓHard,⋄

(h) ≥ L̂
b,◦
ℓHard,⋄

(h),

L̂
b,◦
ℓUp,⋄

(h)− L̂
a,◦
ℓLow,⋄(h) otherwise

}
.

Note that this approximation results in two convex constraints where the condi-

tion can be verified after the problem is solved with just one of the two constraints

active at the time. Note also that most of the fairness metrics (e.g., DP, EOp,

and EOd) are expressed in terms of F̂⋆ℓHard,⋄(h) meaning that this relaxation is

the exact counterpart of the relaxation with the Hinge loss of the Hard loss in

the ERM. With this new relaxation of the fairness constraint, the counterpart of

Problem (4.32) for FERM is

min
w∈Rd,b∈R

n∑
i=1

max[0, 1− yi(w
⊤xi + b))] + λ∥w∥22, (4.42)

s.t.
1

| ⋆ |
∑
◦∈⋆



1
|na,◦|

∑n
i=1:si=a,yi∈◦ max[0, 1− ⋄w⊤xi]

− 1
|nb,◦|

∑n
i=1:si=b,yi∈◦ min[1,− ⋄ w⊤xi]

if L̂a,◦ℓHard,⋄
(h) ≥ L̂

b,◦
ℓHard,⋄

(h),

1
|nb,◦|

∑n
i=1:si=b,yi∈◦ max[0, 1− ⋄w⊤xi]

− 1
|na,◦|

∑n
i=1:si=a,yi∈◦ min[1,− ⋄ w⊤xi]

otherwise

≤ ϵ̂,

which can be solved with a series of convex problems.

For what concerns Problem (4.19), namely RFERM, we need to combine the
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approach developed for RERM and FERM. This procedure is not trivial because

of the fairness constraint. In fact, if we relax the Fairness constraint F̂⋆
ℓ̃,⋄(h) ≤ ϵ̂

with the linear loss as in FERM and we use the same B(x) that we exploited in

RERM we obtain

F̂⋆
ℓ̃Lin,⋄

(h) =
1

2
E◦∈⋆

{∣∣∣∣Êx,s,y

{
max

x̃∈Rd:∥x̃−xi∥2≤ρ

(
1− ⋄w⊤x̃

)
| s = a, y ∈ ◦

}
−Êx,s,y

{
max

x̃∈Rd:∥x̃−xi∥2≤ρ

(
1− ⋄w⊤x̃

)
| s = b, y ∈ ◦

}∣∣∣∣}
=

1

2
E◦∈⋆

{∣∣∣Êx,s,y

{
1− ⋄w⊤xi + ∥w∥ρ | s = a, y ∈ ◦

}
−Êx,s,y

{
1− ⋄w⊤xi + ∥w∥ρ | s = b, y ∈ ◦

}∣∣∣}
=

1

2
E◦∈⋆

{∣∣∣Êx,s,y

{
⋄w⊤xi | s = a, y ∈ ◦

}
−Êx,s,y

{
⋄w⊤xi | s = b, y ∈ ◦

}∣∣∣} = F̂⋆ℓLin,⋄(h), (4.43)

namely the robust fairness metric degenerates in the classical fairness metric.

This means that the linear loss is a too-raw approximation that leads to de-

generate solutions: no robustness in the fairness metrics. This result is another

confirmation that the use of the linear loss is not theoretically grounded. For this

reason, the only alternative we have is to use the second relaxation we exploited

in FERM. Specifically, we can note that
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F̂⋆
ℓ̃Hard,⋄

(h)

= E◦∈⋆

{∣∣∣L̂a,◦
ℓ̃Hard,⋄

(h)− L̂
b,◦
ℓ̃Hard,⋄

(h)
∣∣∣}

≤ E◦∈⋆

{{
L̂
a,◦
ℓ̃Up,⋄

(h)− L̂
b,◦
ℓ̃Low,⋄

(h) if L̂a,◦
ℓ̃Hard,⋄

(h) ≥ L̂
b,◦
ℓ̃Hard,⋄

(h),

L̂
b,◦
ℓ̃Up,⋄

(h)− L̂
a,◦
ℓ̃Low,⋄

(h) otherwise

}

=
1

| ⋆ |
∑
◦∈⋆



1
|na,◦|

∑n
i=1:si=a,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ max[0, 1− ⋄w⊤xi]

− 1
|nb,◦|

∑n
i=1:si=b,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ min[1,− ⋄ w⊤xi]

if L̂a,◦
ℓ̃Hard,⋄

(h) ≥ L̂
b,◦
ℓ̃Hard,⋄

(h),

1
|nb,◦|

∑n
i=1:si=b,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ max[0, 1− ⋄w⊤xi]

− 1
|na,◦|

∑n
i=1:si=a,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ min[1,− ⋄ w⊤xi]

otherwise

=
1

| ⋆ |
∑
◦∈⋆



1
|na,◦|

∑n
i=1:si=a,yi∈◦ max[0, 1− ⋄w⊤xi + ∥w∥ρ]

− 1
|nb,◦|

∑n
i=1:si=b,yi∈◦ min[1,− ⋄ w⊤xi + ∥w∥ρ]

if L̂a,◦
ℓ̃Hard,⋄

(h) ≥ L̂
b,◦
ℓ̃Hard,⋄

(h),

1
|nb,◦|

∑n
i=1:si=b,yi∈◦ max[0, 1− ⋄w⊤xi + ∥w∥ρ]

− 1
|na,◦|

∑n
i=1:si=a,yi∈◦ min[1,− ⋄ w⊤xi + ∥w∥ρ]

otherwise

. (4.44)

In this case, the F̂⋆
ℓ̃Hard,⋄

(h) is again sensitive to the perturbation. Note also that

computing L̂
·,◦
ℓ̃Hard,⋄

(h) is not hard

L̂
·,◦
ℓ̃Hard,⋄

(h) =
1

n·,◦

n∑
i=1:si=·,yi∈◦

max
x̃∈Rd:∥x̃−xi∥2≤ρ

[yiw
⊤x̃ ≤ 0]

=
1

n·,◦

n∑
i=1:si=·,yi∈◦

[yiw
⊤xi − ∥w∥ρ ≤ 0]. (4.45)

Thanks to this result, we can obtain the counterpart of Problem (4.32), for
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RFERM exploiting the same step adopted for FERM and RERM

min
w∈Rd,b∈R

n∑
i=1

max[0, 1− yi(w
⊤xi + b) + ∥w∥ρ] + λ∥w∥22, (4.46)

s.t. ϵ̂ ≥ 1

| ⋆ |
∑
◦∈⋆



1
|na,◦|

∑n
i=1:si=a,yi∈◦ max[0, 1− ⋄w⊤xi + ∥w∥ρ]

− 1
|nb,◦|

∑n
i=1:si=b,yi∈◦ min[1,− ⋄ w⊤xi + ∥w∥ρ],

if L̂a,◦
ℓ̃Hard,⋄

(h) ≥ L̂
b,◦
ℓ̃Hard,⋄

(h),

1
|nb,◦|

∑n
i=1:si=b,yi∈◦ max[0, 1− ⋄w⊤xi + ∥w∥ρ]

− 1
|na,◦|

∑n
i=1:si=a,yi∈◦ min[1,− ⋄ w⊤xi + ∥w∥ρ],

otherwise

.

This problem can be easily solved with a series of convex optimization problems

like the following one

min
w∈Rd,b∈R

n∑
i=1

max[0, 1− yi(w
⊤xi + b) +Wρ] + λ∥w∥22, (4.47)

s.t. ϵ̂ ≥ 1

| ⋆ |
∑
◦∈⋆



1
|na,◦|

∑n
i=1:si=a,yi∈◦ max[0, 1− ⋄w⊤xi +Wρ]

− 1
|nb,◦|

∑n
i=1:si=b,yi∈◦ min[1,− ⋄ w⊤xi +Wρ],

if L̂a,◦
ℓ̃Hard,⋄

(h) ≥ L̂
b,◦
ℓ̃Hard,⋄

(h),

1
|nb,◦|

∑n
i=1:si=b,yi∈◦ max[0, 1− ⋄w⊤xi +Wρ]

− 1
|na,◦|

∑n
i=1:si=a,yi∈◦ min[1,− ⋄ w⊤xi +Wρ],

Otherwise

,

line searching W ∈ [0,∞) so to find the solution w∗ at minimal but with ∥w∗∥ =

W .

As a final remark, note that the RFERM optimization problem of Eq. (4.47),

degenerates into the FERM optimization problem of Eq. (4.42) for ρ = 0, into

the RERM optimization problem of Eq. (4.35) for ϵ̂ = ∞, and into the ERM

optimization problem of Eq. (4.32) for ρ = 0 and ϵ̂ = ∞.
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4.4.2 Second Step: Kernel Methods

Let us now considerH as the compact subset of linear separators in a Reproducing

Kernel Hilbert Space (RKHS). We let κ : X×X → R be a positive definite kernel

and let ϕ : X → H be an induced feature mapping such that κ(x, x′) = ϕ(x)⊤ϕ(x′),

for all x, x′ ∈ X, where H is the Hilbert space of square summable sequences.

Functions in the RKHS can be parameterized as h(x) = w⊤ϕ(x) + b with w ∈ H

and b ∈ R.

Let us consider then the ERM, the RERM, the FERM, and RFERM de-

scribed in the case of linear models (Section 4.4.1 Problems (4.32), (4.35), (4.42),

and (4.47)). Note that, as described in Section 4.4.1, we can consider just Prob-

lem (4.47) since it reduces to all the others for a particular value of ρ and ϵ̂. The

only difference is that, in the case of kernel methods, we have that

ℓ̃Hard(h(x), y) = max
x̃∈Rd:∥x̃−xi∥2≤ρ

ℓHard(h(x̃), y)

= max
x̃∈Rd:∥x̃−xi∥2≤ρ

[y(w⊤ϕ(x̃) + b) ≤ 0] (4.48)

ℓ̃Hinge(h(x), y) = ℓ̃Up(h(x), y) = max
x̃∈Rd:∥x̃−xi∥2≤ρ

ℓHinge(h(x̃), y)

= max
x̃∈Rd:∥x̃−xi∥2≤ρ

max[0, 1− y(w⊤ϕ(x̃) + b)], (4.49)

ℓ̃Low(h(x), y) = max
x̃∈Rd:∥x̃−xi∥2≤ρ

ℓLow(h(x̃), y)

= max
x̃∈Rd:∥x̃−xi∥2≤ρ

min[1,−y(w⊤ϕ(x̃) + b)], (4.50)

have no closed-form solutions. The only solution here is to perform the optimiza-

tion via gradient descent on x̃ [16]. In fact, following the same procedure adopted
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in Section 4.4.1 to obtain Problem (4.47), it is possible to get

min
w∈H,b∈R

n∑
i=1

max
x̃∈Rd:∥x̃−xi∥2≤ρ

max[0, 1− yi(w
⊤ϕ(x̃) + b)] + λ∥w∥22, (4.51)

s.t.
1

| ⋆ |
∑
◦∈⋆



1
|na,◦|

∑n
i=1:si=a,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ max[0, 1− ⋄w⊤x̃]

− 1
|nb,◦|

∑n
i=1:si=b,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ min[1,− ⋄ w⊤x̃],

if L̂a,◦
ℓ̃Hard,⋄

(h) ≥ L̂
b,◦
ℓ̃Hard,⋄

(h),

1
|nb,◦|

∑n
i=1:si=b,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ max[0, 1− ⋄w⊤x̃]

− 1
|na,◦|

∑n
i=1:si=a,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ min[1,− ⋄ w⊤x̃],

otherwise

≤ ϵ̂,

Exploiting the representer theorem [187] it is possible to reformulate kernelized

Problem (4.51) by minimizing over α ∈ Rn simply making the following now-

classical substitutions

w =
n∑

i=1

αiϕ(xi) (4.52)

and noting that

f(x) = w⊤x+ b =
n∑

i=1

αiϕ(xi)
⊤ϕ(x) + b =

n∑
i=1

αiκ(xi, x) + b, (4.53)

∥w∥2 =
n∑

i=1

n∑
j=1

ϕ(xi)
⊤ϕ(xj) =

n∑
i=1

n∑
j=1

κ(xi, xj). (4.54)
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Consequently, the kerneled version of Problem (4.47) (RFERM) is then

min
α∈Rn,b∈R

n∑
i=1

max
x̃∈Rd:∥x̃−xi∥2≤ρ

max

[
0, 1− yi

(
n∑

j=1

αjκ(xj, x̃) + b

)]

+ λ
n∑

i=1

n∑
j=1

κ(xi, xj), (4.55)

s.t. ϵ̂ ≥ 1

| ⋆ |
∑
◦∈⋆



1
|na,◦|

∑n
i=1:si=a,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ max

[
0, 1− ⋄

∑n
j=1 αjκ(xj , x̃)

]
− 1

|nb,◦|
∑n

i=1:si=b,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ min
[
1,− ⋄

∑n
j=1 αjκ(xj , x̃)

]
,

if L̂a,◦
ℓ̃Hard,⋄

(h) ≥ L̂
b,◦
ℓ̃Hard,⋄

(h),

1
|nb,◦|

∑n
i=1:si=b,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ max

[
0, 1− ⋄

∑n
j=1 αjκ(xj , x̃)

]
− 1

|na,◦|
∑n

i=1:si=a,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ min
[
1,− ⋄

∑n
j=1 αjκ(xj , x̃)

]
,

otherwise

,

This problem is the kernelized version of Problem (4.47) of Section 4.4.1.

Note that in the case of ERM (ρ = 0 and ϵ̂ = ∞) and FERM (ρ = 0)

Problem (4.55) is a simple convex problem that can be solved analogously to the

ones of Problems (4.32) and (4.42) respectively.

Instead, for RERM (ϵ̂ = ∞) and RFERM, we have a min-max optimization

problem. In particular, the min is minα∈Rn,b∈R · · · while the max is the series

of maxx̃∈Rd:∥x̃−xi∥2≤ρ · · · . This problem is, of course, non-convex. Nevertheless,

the standard solution to solve this problem is to perform adversarial training

meaning:

1. We fix all the x̃ to xi in Problem (4.55) (i.e., we do not address the max);

2. We optimize them following Problem (4.55) which is now convex, obtaining

α̃∗ and b∗ (we can use the same approaches we adopt in Problems (4.35)

and (4.47));

3. We fix α̃ = α̃∗ and b = b∗ and we optimized all the x̃ through gradient

descent (it can be done for all differentiable κ) obtaining a series of x̃∗
i

(this can be done with single or multiple gradient steps but also with other
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optimization algorithms);

4. We put all the (x̃∗
i , yi) found at previous step in D;

5. We optimize them Problem (4.55) which is now convex obtaining α̃∗ and b∗

with the new D enriched at the previous step;

6. Optionally, we repeat Step 3-5 multiple times.

Finally note that the check of the condition L̂
a,◦
ℓ̃Hard,⋄

(h) ≥ L̂
b,◦
ℓ̃Hard,⋄

(h) require

again to solve a non-convex problem that is usually solved via gradient descent

(see Eq. (4.48)).

4.4.3 Third Step: Neural Networks

As third and final step, we will discuss how to apply our approach in the field of

(Deep) Neural Networks, namely a sort of Kernel Method but where the projec-

tion ϕ is not fixed nor defined by the kernel function κ but it is learned directly

from the data. This case is quite important especially when data are non-tabular

(e.g., sequences, graphs, and images). Because of the generality of this section,

we need to opt for a more high-level notation. In particular, we need to define a

model functional form fθ characterized by a set of parameters θ. Then, based on

D, θ is selected as follows

min
θ

Ĉ(θ), (4.56)

where Ĉ(θ) is a cost function containing at least an utility term Û(θ) (e.g., cross-

entropy) possibly plus one or more regularizers R̂(θ) (e.g., p-norm of the weights) [188].

Regularizers, can be also implicitly enforced via model functional form: choosing

a particular type layers (e.g., convolutions, attentions, and dropout) or via layer

combination (e.g., residual net, and inception net). Implicit regularizers can be

also more complex like overparameterization [189; 190], or via optimization algo-
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rithm used to solve Problem (4.56) (e.g., early stopping in gradient decent [188]).

This approach corresponds to ERM in Sections 4.4.1 and 4.4.2. To extend this

formalization to RERM we need to note that Û(θ) is mostly a sum of point-wise

utility, so Problem (4.56) can be reformulated as

min
θ

n∑
i=1

Ûi(θ, xi, yi) + R̂(θ), (4.57)

where Ûi(θ, xi, yi) is the point-wise utility term on the ith sample of D. Then, in

order to extend Problem (4.57) to RERM we then just need to

min
θ

n∑
i=1

max
x̃∈B(xi)

Û(θ, x̃, yi) + R̂(θ). (4.58)

Problem (4.58), the RERM formalization in the case of (Deep) Neural Networks,

is usually solved via adversarial training, namely we solve minθ fixing x̃ = xi, and

we found θ∗ then we optimize maxx̃∈B(xi) (usually via gradient descent) and we

include all these data in D, then we perform again minθ, possibly repeating these

step analogously to what has been explained for Problem (4.55). This approach

corresponds to RERM in Sections 4.4.1 and 4.4.2.

To extend Problems (4.56) and (4.58), namely ERM and RERM in (Deep)

Neural Networks, to FERM and RFERM the step is quite simple and follows

directly from Sections 4.4.1 and 4.4.2. FERM and RFERM of Sections 4.4.1

and 4.4.2 are constrained version of the optimization problem of ERM and RERM.

Unfortunately, solving constrained optimization problems in (Deep) Neural Net-

works is not easy nor computationally efficient. Consequently, the idea is that,

using the partial Lagrangian relaxation, the constraints can be saw as regularizers.

In particular, form FERM the constraint of Problem (4.51) can be saw as
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F̂(θ) ≤ ϵ̂ with

F̂(θ) =
1

| ⋆ |
∑
◦∈⋆



1
|na,◦|

∑n
i=1:si=a,yi∈◦ max [0, 1− ⋄fθ(xi)]

− 1
|nb,◦|

∑n
i=1:si=b,yi∈◦ min [1,− ⋄ fθ(xi)]

if L̂a,◦
ℓ̃Hard,⋄

(h) ≥ L̂
b,◦
ℓ̃Hard,⋄

(h),

1
|nb,◦|

∑n
i=1:si=b,yi∈◦ max [0, 1− ⋄fθ(xi)]

− 1
|na,◦|

∑n
i=1:si=a,yi∈◦ min [1,− ⋄ fθ(xi)]

otherwise

, (4.59)

and then the FERM version of Problems (4.56) becomes

min
θ

Ĉ(θ) + λF̂(θ), (4.60)

a differentiable problem, if ERM was differentiable, since we added a convex and

differentiable term and where λ ∈ [0,∞) is an hyperparameter to be tuned.

Form RERM the constraint of Problem (4.51) can be saw as ̂̃F(θ) ≤ ϵ̂ with

̂̃
F(θ) =

1

| ⋆ |
∑
◦∈⋆



1
|na,◦|

∑n
i=1:si=a,yi∈◦ maxx̃∈B(xi)

max [0, 1− ⋄fθ(x̃)]

− 1
|nb,◦|

∑n
i=1:si=b,yi∈◦ maxx̃∈B(xi)

min [1,− ⋄ fθ(x̃)]

if L̂a,◦
ℓ̃Hard,⋄

(h) ≥ L̂
b,◦
ℓ̃Hard,⋄

(h),

1
|nb,◦|

∑n
i=1:si=b,yi∈◦ maxx̃∈B(xi)

max [0, 1− ⋄fθ(x̃))]

− 1
|na,◦|

∑n
i=1:si=a,yi∈◦ maxx̃∈B(xi)

min [1,− ⋄ fθ(x̃)]

otherwise

, (4.61)

where, if we use and L2 ball as space of perturbations we get

̂̃
F(θ) =

1

| ⋆ |
∑
◦∈⋆



1
|na,◦|

∑n
i=1:si=a,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ max [0, 1− ⋄fθ(x̃)]

− 1
|nb,◦|

∑n
i=1:si=b,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ min [1,− ⋄ fθ(x̃)]

if L̂a,◦
ℓ̃Hard,⋄

(h) ≥ L̂
b,◦
ℓ̃Hard,⋄

(h),

1
|nb,◦|

∑n
i=1:si=b,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ max [0, 1− ⋄fθ(x̃))]

− 1
|na,◦|

∑n
i=1:si=a,yi∈◦ maxx̃∈Rd:∥x̃−xi∥2≤ρ min [1,− ⋄ fθ(x̃)]

otherwise

. (4.62)
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Then the RFERM version of Problems (4.58) becomes

min
θ

n∑
i=1

max
x̃∈B(xi)

Û(θ, x̃, yi) + R̂(θ) + λ̂̃F(θ), (4.63)

that can be solved exactly like Problems (4.58).

To sum up, F̂(θ) and ̂̃F(θ) are just theoretically grounded regularizer to in-

corporate into the learning phase to make any algorithm fair or robustly fair

respectively.

4.5 Conclusions

In this work, we introduced Robust Fair Empirical Risk Minimization (RFERM),

a novel optimization paradigm that jointly addresses adversarial robustness and

algorithmic fairness. Building on the foundations of ERM, RERM, and FERM,

RFERM provides a principled approach to mitigating robustness bias — the

phenomenon whereby adversarial perturbations disproportionately harm specific

demographic subgroups.

From a theoretical perspective, we established the consistency of RFERM,

proving that the empirical solution converges to its population counterpart in

terms of both robustness and fairness guarantees. These results extend the sta-

tistical learning theory of fairness-constrained learning to adversarial settings,

providing rigorous generalization bounds for robustly fair models.

On the algorithmic side, we proposed tractable relaxations of the RFERM

problem for linear, kernelized, and deep learning models. For linear models, we

derived convex approximations enabling efficient optimization. For kernel meth-

ods, we developed a bilevel optimization scheme based on adversarial training

in RKHS, and for neural networks we showed how fairness and robust-fairness
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constraints can be reformulated as differentiable regularizers suitable for gradient-

based training.

Overall, this work bridges theoretical guarantees with practical implementa-

tions, laying the groundwork for the empirical development and test on real-world

data.
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Chapter 5

Conclusions

This thesis set out to investigate the interdependence of fairness with two key di-

mensions of trustworthy ML: robustness and regression. The overarching aim was

to advance both the theoretical understanding and the methodological treatment

of fairness when considered not in isolation, but as part of a broader ecosystem

of interacting properties that shape the reliability, equity, and societal impact of

AI technologies.

The first contribution of this work was the identification and characterization

of unfair regression, a previously unstudied phenomenon that arises when model

updates, despite improving average performance, disproportionately degrade out-

comes for specific demographic subgroups. To address this issue, new fairness

metrics tailored to regression settings were introduced, alongside two mitigation

strategies — one acting at the algorithmic level and the other at the hyperpa-

rameter tuning phase. Experimental analyses on real-world datasets confirmed

both the existence of unfair regression and the effectiveness of the proposed mit-

igations, thereby establishing a foundation for future explorations of fairness in

dynamic, evolving machine learning systems.

The second contribution concerned the interplay between fairness and robust-

ness. To this end, the thesis introduced Robust Fair Empirical Risk Minimization
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(RFERM), a novel optimization framework explicitly designed to address the

already known problem of robustness bias. Theoretical results established the

consistency of RFERM and extended the learning theory of fairness-constrained

algorithms to adversarial contexts. Furthermore, tractable formulations were pro-

posed for linear, kernel-based, and deep learning models, showing how fairness

constraints can be embedded into practical training pipelines. This theoretical

and methodological groundwork opens promising avenues for the development of

models that are simultaneously fair, robust, and practically deployable.

Taken together, these contributions highlight the importance of treating fair-

ness as an inherently relational property that cannot be disentangled from other

desiderata of trustworthy AI. By documenting novel phenomena, proposing tar-

geted mitigation strategies, and formulating principled optimization frameworks,

this thesis advances the broader agenda of aligning machine learning systems with

societal expectations of equity, accountability, and resilience.

Looking forward, several directions remain open. Extending the study of un-

fair regression to a wider spectrum of learning algorithms and real-world domains

will be essential to assess its prevalence and refine mitigation techniques. Simi-

larly, further empirical validation of RFERM will strengthen its role as a practical

tool. Finally, integrating fairness-aware robustness methods with complementary

principles such as transparency, interpretability, and privacy constitutes an ex-

citing and necessary frontier in the ongoing pursuit of trustworthy AI.

In conclusion, this thesis underscores that fairness in machine learning is not

a solitary constraint but a central element of a broader constellation of values

that collectively determine the ethical and societal trajectory of AI systems. By

investigating fairness at its intersections with robustness and regression, this work

contributes to the conceptual and practical foundations required to build AI tech-

nologies that are not only effective, but also equitable and just.
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[95] N. Šrndić and P. Laskov, “Practical evasion of a learning-based classifier: A

case study,” in 2014 IEEE symposium on security and privacy, pp. 197–211,

IEEE, 2014. 16

[96] M. Brückner, C. Kanzow, and T. Scheffer, “Static prediction games for

adversarial learning problems,” The Journal of Machine Learning Research,

vol. 13, no. 1, pp. 2617–2654, 2012. 16

[97] Q. Zheng, X. Zou, Y. Dong, Y. Cen, D. Yin, J. Xu, Y. Yang, and J. Tang,

“Graph robustness benchmark: Benchmarking the adversarial robustness

of graph machine learning,” arXiv preprint arXiv:2111.04314, 2021. 16

89



REFERENCES

[98] N. Drenkow, N. Sani, I. Shpitser, and M. Unberath, “A systematic review

of robustness in deep learning for computer vision: Mind the gap?,” arXiv

preprint arXiv:2112.00639, 2021. 17

[99] J. Wang, Z. Yin, P. Hu, A. Liu, R. Tao, H. Qin, X. Liu, and D. Tao, “De-

fensive patches for robust recognition in the physical world,” in Proceedings

of the IEEE/CVF conference on computer vision and pattern recognition,

pp. 2456–2465, 2022. 17, 18

[100] D. Hendrycks and T. Dietterich, “Benchmarking neural network ro-

bustness to common corruptions and perturbations,” arXiv preprint

arXiv:1903.12261, 2019. 17

[101] V. Shankar, A. Dave, R. Roelofs, D. Ramanan, B. Recht, and L. Schmidt,

“Do image classifiers generalize across time?,” in Proceedings of the

IEEE/CVF International Conference on Computer Vision, pp. 9661–9669,

2021. 17

[102] P. W. Koh, S. Sagawa, H. Marklund, S. M. Xie, M. Zhang, A. Balsubramani,

W. Hu, M. Yasunaga, R. L. Phillips, I. Gao, et al., “Wilds: A benchmark

of in-the-wild distribution shifts,” in International conference on machine

learning, pp. 5637–5664, PMLR, 2021. 17

[103] A. Dittadi, S. Papa, M. De Vita, B. Schölkopf, O. Winther, and F. Lo-

catello, “Generalization and robustness implications in object-centric learn-

ing,” arXiv preprint arXiv:2107.00637, 2021. 17

[104] T. Gokhale, S. Mishra, M. Luo, B. S. Sachdeva, and C. Baral, “Generalized

but not robust? Comparing the effects of data modification methods on

out-of-domain generalization and adversarial robustness,” arXiv preprint

arXiv:2203.07653, 2022. 17

90



REFERENCES

[105] J. C. Peterson, R. M. Battleday, T. L. Griffiths, and O. Russakovsky, “Hu-

man uncertainty makes classification more robust,” in Proceedings of the

IEEE/CVF international conference on computer vision, pp. 9617–9626,

2019. 17

[106] H. Chen, J. He, K. Narasimhan, and D. Chen, “Can rationalization improve

robustness?,” arXiv preprint arXiv:2204.11790, 2022. 18, 19

[107] N. Carlini and D. Wagner, “Towards evaluating the robustness of neural

networks,” in 2017 ieee symposium on security and privacy (sp), pp. 39–57,

Ieee, 2017. 18

[108] S.-T. Chen, C. Cornelius, J. Martin, and D. H. Chau, “Shapeshifter: Ro-

bust physical adversarial attack on faster R-CNN object detector,” in Joint

European Conference on Machine Learning and Knowledge Discovery in

Databases, pp. 52–68, Springer, 2018. 18

[109] W. Woods, J. Chen, and C. Teuscher, “Adversarial explanations for un-

derstanding image classification decisions and improved neural network ro-

bustness,” Nature Machine Intelligence, vol. 1, no. 11, pp. 508–516, 2019.

18

[110] A. N. Bhagoji, D. Cullina, C. Sitawarin, and P. Mittal, “Enhancing robust-

ness of machine learning systems via data transformations,” in 2018 52nd

Annual conference on information sciences and systems (CISS), pp. 1–5,

IEEE, 2018. 18

[111] C.-H. Chang, G. A. Adam, and A. Goldenberg, “Towards robust classifica-

tion model by counterfactual and invariant data generation,” in Proceedings

of the IEEE/CVF Conference on Computer Vision and Pattern Recogni-

tion, pp. 15212–15221, 2021. 18

91



REFERENCES

[112] D. D. Thang and T. Matsui, “Image transformation can make neu-

ral networks more robust against adversarial examples,” arXiv preprint

arXiv:1901.03037, 2019. 18

[113] S. W. Akhtar, S. Rehman, M. Akhtar, M. A. Khan, F. Riaz, Q. Chaudry,

and R. Young, “Improving the robustness of neural networks using k-

support norm based adversarial training,” IEEE Access, vol. 4, pp. 9501–

9511, 2016. 18

[114] X. Chen, C. Xie, M. Tan, L. Zhang, C.-J. Hsieh, and B. Gong, “Ro-

bust and accurate object detection via adversarial learning,” in Proceedings

of the IEEE/CVF conference on computer vision and pattern recognition,

pp. 16622–16631, 2021. 18

[115] K. Sun, Z. Zhu, and Z. Lin, “Enhancing the robustness of deep neural

networks by boundary conditional GAN,” arXiv preprint arXiv:1902.11029,

2019. 18, 20

[116] H. Wang and C.-N. Yu, “A direct approach to robust deep learning using

adversarial networks,” arXiv preprint arXiv:1905.09591, 2019. 18

[117] Z. Deng, L. Zhang, A. Ghorbani, and J. Zou, “Improving adversarial ro-

bustness via unlabeled out-of-domain data,” in International Conference

on Artificial Intelligence and Statistics, pp. 2845–2853, PMLR, 2021. 18

[118] M. Abdelaty, S. Scott-Hayward, R. Doriguzzi-Corin, and D. Siracusa,

“GADoT: GAN-based adversarial training for robust DDoS attack detec-

tion,” in 2021 IEEE Conference on Communications and Network Security

(CNS), pp. 119–127, IEEE, 2021. 18

[119] P. Vaishnavi, T. Cong, K. Eykholt, A. Prakash, and A. Rahmati, “Can

attention masks improve adversarial robustness?,” in International Work-

92



REFERENCES

shop on Engineering Dependable and Secure Machine Learning Systems,

pp. 14–22, Springer, 2020. 18

[120] S. Gupta, P. Dube, and A. Verma, “Improving the affordability of robust-

ness training for DNNs,” in Proceedings of the IEEE/CVF conference on

computer vision and pattern recognition workshops, pp. 780–781, 2020. 18,

19

[121] A. Madry, A. Makelov, L. Schmidt, D. Tsipras, and A. Vladu, “To-

wards deep learning models resistant to adversarial attacks,” arXiv preprint

arXiv:1706.06083, 2017. 18, 19, 47, 50

[122] D. Stutz, M. Hein, and B. Schiele, “Confidence-calibrated adversarial train-

ing: Generalizing to unseen attacks,” in International conference on ma-

chine learning, pp. 9155–9166, PMLR, 2020. 18

[123] Y. Wang, D. Zou, J. Yi, J. Bailey, X. Ma, and Q. Gu, “Improving adversar-

ial robustness requires revisiting misclassified examples,” in International

conference on learning representations, 2019. 18

[124] M. Naseer, S. Khan, M. Hayat, F. S. Khan, and F. Porikli, “A self-

supervised approach for adversarial robustness,” in Proceedings of the

IEEE/CVF conference on computer vision and pattern recognition, pp. 262–

271, 2020. 19

[125] J.-B. Alayrac, J. Uesato, P.-S. Huang, A. Fawzi, R. Stanforth, and P. Kohli,

“Are labels required for improving adversarial robustness?,” Advances in

Neural Information Processing Systems, vol. 32, 2019. 19

[126] M. Terzi, G. A. Susto, and P. Chaudhari, “Directional adversarial train-

ing for cost sensitive deep learning classification applications,” Engineering

Applications of Artificial Intelligence, vol. 91, p. 103550, 2020. 19

93



REFERENCES

[127] C. Devaguptapu, D. Agarwal, G. Mittal, P. Gopalani, and V. N. Bala-

subramanian, “On adversarial robustness: A neural architecture search

perspective,” in Proceedings of the IEEE/CVF international conference on

computer vision, pp. 152–161, 2021. 19

[128] J. Jin, A. Dundar, and E. Culurciello, “Robust convolutional neural net-

works under adversarial noise,” arXiv preprint arXiv:1511.06306, 2015. 19

[129] M. Momeny, A. M. Latif, M. A. Sarram, R. Sheikhpour, and Y. D. Zhang,

“A noise robust convolutional neural network for image classification,” Re-

sults in Engineering, vol. 10, p. 100225, 2021. 19

[130] C. Xu, X. Li, and M. Yang, “An orthogonal classifier for improving the

adversarial robustness of neural networks,” Information Sciences, vol. 591,

pp. 251–262, 2022. 19

[131] Z. Li, S. Liu, X. Yu, K. Bhavya, J. Cao, J. D. Diffenderfer, P.-T. Bremer,

and V. Pascucci, “Understanding robustness lottery: A geometric visual

comparative analysis of neural network pruning approaches,” IEEE trans-

actions on visualization and computer graphics, 2024. 19

[132] D. Pruthi, B. Dhingra, and Z. C. Lipton, “Combating adversarial mis-

spellings with robust word recognition,” arXiv preprint arXiv:1905.11268,

2019. 20

[133] S. S. Roy, S. I. Hossain, M. Akhand, and K. Murase, “A robust system

for noisy image classification combining denoising autoencoder and con-

volutional neural network,” International Journal of Advanced Computer

Science and Applications, vol. 9, no. 1, pp. 224–235, 2018. 20

[134] D. Ye, C. Chen, C. Liu, H. Wang, and S. Jiang, “Detection defense against

94



REFERENCES

adversarial attacks with saliency map,” International Journal of Intelligent

Systems, vol. 37, no. 12, pp. 10193–10210, 2022. 20

[135] A. Zhou, B. Li, and H. Wang, “Robust prompt optimization for defending

language models against jailbreaking attacks,” Advances in Neural Infor-

mation Processing Systems, vol. 37, pp. 40184–40211, 2024. 20

[136] D. A. Alber, Z. Yang, A. Alyakin, E. Yang, S. Rai, A. A. Valliani, J. Zhang,

G. R. Rosenbaum, A. K. Amend-Thomas, D. B. Kurland, et al., “Medical

large language models are vulnerable to data-poisoning attacks,” Nature

Medicine, vol. 31, no. 2, pp. 618–626, 2025. 20

[137] T. Shen, R. Jin, Y. Huang, C. Liu, W. Dong, Z. Guo, X. Wu, Y. Liu, and

D. Xiong, “Large language model alignment: A survey,” arXiv preprint

arXiv:2309.15025, 2023. 20

[138] Z. Ji, N. Lee, R. Frieske, T. Yu, D. Su, Y. Xu, E. Ishii, Y. J. Bang,

A. Madotto, and P. Fung, “Survey of hallucination in natural language

generation,” ACM computing surveys, vol. 55, no. 12, pp. 1–38, 2023. 20

[139] Q. Dong, L. Li, D. Dai, C. Zheng, J. Ma, R. Li, H. Xia, J. Xu, Z. Wu, T. Liu,

et al., “A survey on in-context learning,” arXiv preprint arXiv:2301.00234,

2022. 20

[140] J. Wei, X. Wang, D. Schuurmans, M. Bosma, F. Xia, E. Chi, Q. V. Le,

D. Zhou, et al., “Chain-of-thought prompting elicits reasoning in large lan-

guage models,” Advances in neural information processing systems, vol. 35,

pp. 24824–24837, 2022. 20

[141] K. Shuster, S. Poff, M. Chen, D. Kiela, and J. Weston, “Retrieval

augmentation reduces hallucination in conversation,” arXiv preprint

arXiv:2104.07567, 2021. 20

95



REFERENCES

[142] D. Li, B. Hu, Q. Chen, T. Xu, J. Tao, and Y. Zhang, “Unifying model

explainability and robustness for joint text classification and rationale ex-

traction,” in Proceedings of the AAAI Conference on Artificial Intelligence,

vol. 36, pp. 10947–10955, 2022. 21

[143] A. Kortylewski, Q. Liu, A. Wang, Y. Sun, and A. Yuille, “Compositional

convolutional neural networks: A robust and interpretable model for object

recognition under occlusion,” International Journal of Computer Vision,

vol. 129, no. 3, pp. 736–760, 2021. 21

[144] D. Sculley, G. Holt, D. Golovin, E. Davydov, T. Phillips, D. Ebner,

V. Chaudhary, M. Young, J. F. Crespo, and D. Dennison, “Hidden tech-

nical debt in machine learning systems,” in Neural Information Processing

Systems, 2015. 21, 29

[145] S. Yan, Y. Xiong, K. Kundu, S. Yang, S. Deng, M. Wang, W. Xia, and

S. Soatto, “Positive-congruent training: Towards regression-free model up-

dates,” in IEEE/CVF Conference on Computer Vision and Pattern Recog-

nition, 2021. 21, 22, 29, 32, 33, 35

[146] D. Angioni, L. Demetrio, M. Pintor, L. Oneto, D. Anguita, B. Biggio,

and F. Roli, “Robustness-congruent adversarial training for secure machine

learning model updates,” arXiv preprint arXiv:2402.17390, 2024. 21, 32

[147] M. Srivastava, B. Nushi, E. Kamar, S. Shah, and E. Horvitz, “An em-

pirical analysis of backward compatibility in machine learning systems,” in

Proceedings of the 26th ACM SIGKDD International Conference on Knowl-

edge Discovery & Data Mining, KDD ’20, pp. 3272—-3280, Association for

Computing Machinery, 2020. 21, 23

96



REFERENCES

[148] D. Ghiani, D. Angioni, A. Sotgiu, M. Pintor, B. Biggio, et al., “Under-

standing regression in continual learning for malware detection,” in CEUR

WORKSHOP PROCEEDINGS, vol. 3962, CEUR, 2025. 22

[149] Y. Xie, Y.-A. Lai, Y. Xiong, Y. Zhang, and S. Soatto, “Regression bugs

are in your model! Measuring, reducing and analyzing regressions in NLP

model updates,” arXiv preprint arXiv:2105.03048, 2021. 22

[150] Y. Zhao, Y. Shen, Y. Xiong, S. Yang, W. Xia, Z. Tu, B. Schiele,

and S. Soatto, “ELODI: Ensemble logit difference inhibition for positive-

congruent training,” IEEE Transactions on Pattern Analysis and Machine

Intelligence, vol. 46, no. 12, pp. 7529–7541, 2024. 22

[151] R. Schumann, E. Mansimov, Y.-A. Lai, N. Pappas, X. Gao, and Y. Zhang,

“Backward compatibility during data updates by weight interpolation,”

arXiv preprint arXiv:2301.10546, 2023. 22

[152] R. Benkert, M. Prabhushankar, and G. AlRegib, “Targeting negative flips

in active learning using validation sets,” in 2024 IEEE International Con-

ference on Big Data (BigData), pp. 820–829, 2024. 22
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