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Abstract—The Widespread adoption of randomization in mod-
ern operating systems has introduced significant challenges for
passive monitoring and user tracking in wireless environments.
These challenges are further increased in large-scale environ-
ments covered by multiple access points, where associating
transmission across zones becomes more complicated. This paper
presents a frame association-based approach that enables cross-
zone tracking and trajectory reconstruction using Wi-Fi probe
request frames. The proposed method correlates transmissions
across multiple access points by analyzing a combination of
fingerprints. Results show that our approach effectively associates
frames transmitted from the same origin, tracks devices across
multiple zones, and provides insights into user movement and
behavior, such as the type of transitions between zones and the
reconstructed trajectory, all while preserving user privacy.

Index Terms—crowd monitoring, Wi-Fi tracking, MAC ran-
domization, indoor mobility, trajectory reconstruction

I. INTRODUCTION

In the last decade, the concept of smart buildings has
become popular, leading to a growing demand for easy
interaction between humans and their surroundings. In this
context, wireless communication has played a crucial role,
driven by the rapid increase in mobile device usage. These
systems leverage the ubiquitous presence of Wi-Fi-enabled
devices to gather information about the environment [1],
[2]. By analyzing signals transmitted by mobile devices, it
becomes possible to monitor crowd behavior [3], understand
movement patterns [4], ensuring safety and efficient crowd
management [5], [6], and optimize resource utilization in smart
environments [7]-[9].

Wi-Fi technology serves as a cornerstone for such appli-
cations due to its widespread adoption, and the continuous
communication between devices and access points (APs),
without requiring additional hardware. One critical aspect
of this communication is the transmission of probe request
(PRs) frames, which mobile devices send to discover available
networks. These PRs contain various information elements that
can be analyzed to infer the presence and movement of devices
within a given area.
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However, the implementation of randomization policies
in modern operating systems presents a significant chal-
lenge [10]-[12]. This privacy-preserving method generates
virtual MAC addresses during PR transmissions, which change
randomly in each burst (i.e., a group of frames). It prevents
the identification and tracking of mobile devices over time, as
traditional methods relying on static MAC addresses are no
longer effective.

Previous research has explored various techniques to ad-
dress these issues [13], [14]. For instance, some studies
have proposed identification based on information elements
(IEs) [15]-[17] and signal characteristics to group transmis-
sions from the same device despite MAC randomization [18]—
[20]. Another metric involves the use of captured RSSI by the
AP, while this fingerprint may be useful for the association
of virtual addresses [14], [21], [22], they are inconsistent in
terms of time and position [23]. Therefore, an RSSI-based
association approach is not reliable.

Alternatively, some studies analyze the temporal character-
istics of transmitted PR frames, such as inter-frame times,
to identify devices with randomized MAC addresses [24]-
[26]. However, implementing randomization not only for MAC
addresses but also for associated sequence numbers, which had
previously increased linearly [14], [27], [28], along with the
lack of specific patterns in frame transmission time or burst
numbers [11], [29], [30], makes device identification even
more challenging. In addition to randomization policies and
broadcasting behavior, identifying and tracking mobile devices
in a large-scale environment equipped with multiple APs is
another critical difficulty that needs to be addressed.

We introduce a frame association framework to address
the challenges of tracking mobile devices under modern ran-
domization techniques and environmental complexities. We
measure correlations between detected mobile devices across
several APs by analyzing multiple fingerprints. It enables
tracking through different zones and provides insight into
transition behaviors within indoor environments. The main
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contributions of this work are summarized as follows.

e We propose a multi-zone tracking framework to iden-
tify mobile devices in a large-scale indoor environment
equipped with multiple APs, enabling tracking despite
randomization techniques while preserving user privacy.

o The presented approach enables reconstruction of move-
ment trajectories as individuals transition between differ-
ent zones.

o We replicate real-world movement dynamics in a con-
trolled simulated environment, enabling the evaluation
of Wi-Fi-based crowd tracking methods before practical
deployment.

o The introduced approach adapts to diverse indoor en-
vironments, ensuring scalability across different spatial
configurations.

o We conduct comprehensive experiments to validate the
effectiveness of our approach, demonstrating its capabil-
ity in crowd monitoring, including transition behaviors
and zone preferences.

II. PROPOSED METHODOLOGY

As Fig. 1 illustrates, this section introduces a framework to
identify and track individuals in multi-zone environments. In
the following, there is a detailed description of the proposed
approach steps.

Zone-based Identification
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Fig. 1: An overview of the multi-zone identification frame-
work.

A. Environment Observation

The first step is to observe the environment using the Wi-
Fi frames transmitted by mobile devices. To address this, we
consider the PR frames captured from multiple APs deployed
in different zones, denoted as & = {21, Zo,..., Zn}, where
N is the total number of covered zones in the environment.
Given a set of received PR frames (P) from each AP as:

Zn =P1,Pa,...

s Pats )

where Z,, € 2 and M represents the total number of PRs
collected at Z,,.

B. Zone-based Identification

In this step we consider each zone separately to iden-
tify unique mobile devices. To overcome the randomization
implementation, we consider common shared characteristics
to group PR frames. The association procedure builds upon
our previous work, CrowdWatch [31], which utilizes multiple
fingerprints to assess the correlation between PR frames. In
particular, for each zone the system applies a frame association
function A(.) to group PR frames into sets that correspond to
individual devices. It results in a set of clusters (C) that likely
each cluster (C') originates from the same device:

where C,, = {C1,Cs,...,Cr} is the set of clusters (C; € C,,)
formed in zone Z,,.
This zone-based frame association enables cross-zone track-

ing, which is described in the following section.

C. Cross-Zone Tracking

This step determines whether the detected clusters in differ-
ent zones correspond to the same mobile device, particularly
in cases where an individual crosses multiple zones. Due
to randomization policies, direct matching is not feasible.
Therefore, we evaluate multiple criteria to establish cross-zone
associations, as shown in Algorithm 1.

One of the primary indicators of a shared origin between
clusters is the presence of a common MAC address. Each
mobile device broadcasts a unique virtual MAC address in
each burst (i.e., a group of PRs) [29]. During zone transition,
there is a possibility that two APs capture PRs from the same
burst. The presence of an identical MAC address in multiple
clusters indicates that they originate from the same mobile
device.

C; UGy

it IMAC € C;NC;. (3)

This process ensures that clusters detected during the same
burst transmission across different zones are associated and
identified as a single mobile device.

To evaluate the association between clusters where no
identical MAC address is recognized, the method analyzes
time overlap. Due to the nature of Wi-Fi broadcasting, two
different MAC addresses can not overlap in time for the same
device [31]. Therefore, in this step, we analyze timestamp
overlaps to determine whether the clusters qualify for further
evaluation. To summarize, if there is no time overlap between
clusters (C! N C ; = ()), further measurements are required to
verify the association between clusters.

In the next step, if the time constraint does not rule out a po-
tential match, we analyze the extracted IEs such as IE vector,
SSID and frame length. It is required to measure the similarity
between the IEs vector of clusters. If the computed similarity
exceeds a predefined threshold (Sim(C/¥,C/¥) > «), the
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clusters are considered potential matches, and additional mea-
surements are performed.

During broadcasting, mobile devices target previously as-
sociated SSIDs to assess connection possibilities. As the final
step, among the remaining clusters, if two clusters share a
common SSID (CP91P = C]SSID) and have the same frame
length (C} = CJ) for that SSID, they are highly likely to
originate from the same device. This final verification step
refines the association process, ensuring that only clusters with
strong evidence of a shared origin are merged.

Therefore, when no identical MAC address is detected,
clusters that satisfy both the time overlap and IE evaluation
can be associated, as follows:

ciue it (cinci=0)n(clP~ciP). @

Algorithm 1 Cross-Zone Cluster Association
) C1N }

Input: Cluster Repository D = {Cy,Cy, ...
Output: Identified mobile devices
1: while there exist unprocessed cluster pairs (C;,C;) € D
do

2: if IMAC € C; N Cj then

3: Association: C* < C; U ()}

4: Update D « C*

5: Continue

6 if CMAC £ CMAC then

7: if C{ N C} # 0 then

8: Reject association

9: Continue

10: Evaluate IEs:

11: if Sim(C/F,CIE) > o then

12: if C7510 = C7510 and CF = CF then
13: Association: C* < C; U C}
14: Update D + C*

15: Continue
16: return Updated Cluster Repository D

III. EVALUATION AND RESULTS
A. Data Collection

To evaluate the proposed approach, we designed a realistic
simulation emulating Wi-Fi PRs across multiple locations.

a) Multi-Zone Setup: The simulated environment con-
sists of four zones. Each one is equipped with an AP, strate-
gically to capture PR frames broadcast by nearby mobile
devices. The transition between the zones are possible via both
stairs and an elevator. The layout supports realistic modeling
of movement behaviors such as ascending or descending via
stairs or elevator, or pausing in a certain zone.

b) Simulation of Movement: The simulator generates PR
frames based on real-world user behavior patterns, simulating
a total of 150 mobile devices. It runs for a single working day
from 8 : 00 to 17 : 30, including different types of users (i.e.,
long stay or short visit). Each user is assigned a dynamic

trajectory through the environment based on probabilistic
movement models, reflecting arrival, zone transitions, and
departure times. Movements between zones are annotated by a
realistic time delay. Additionally, the simulation incorporates
silences to reflect inactive periods when mobile devices do not
emit PR frames, such as when the device is in flight mode or
turned off.

¢) Randomization Implementation: To emulate privacy-
preserving behavior, MAC address randomization is imple-
mented in the simulation. Each mobile device periodically
changes its MAC address, with a new virtual address used
at each burst. In addition, the sequence number is randomly
assigned to each frame. The generation of other fingerprints,
such as IEs, follows our latest analysis presented in [29].
The APs generate detection logs capturing each PR frame’s
timestamp, virtual MAC address, and AP identifier (zone
label). These logs serve as the foundation for subsequent
analysis and cross-zone tracking.

d) Labeling Data: Each simulated mobile device is asso-
ciated with a user ID, providing a ground truth for assessment.
This labeling enables an evaluation of the proposed approach
by comparing the findings with the actual behavior of the
mobile devices.

B. Experimental Results

In this section, we present the results in terms of identifi-
cation accuracy and user movement analysis across multiple
zones.

a) Accuracy: After applying the proposed frame associ-
ation approach, 117 mobile devices are correctly identified
out of 150 simulated ones, achieving an overall accuracy
of 78.31%. This indicates that the proposed approach can
effectively associate PR frames and detect transitions across
different zones in a dynamic environment.
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Fig. 2: Distribution of identified user types compared to
ground truth.
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Fig. 3: Detected transitions and zone movements.

Moreover, we analyze the distribution of detected user types
compared to the ground truth. In the simulation, the population
is composed of 70% long-stay users and 30% short-visitors,
as illustrated by the green bars in Fig. 2. Based on the
association results, 62.07% of the users are identified as long-
stay and 37.93% as short-visit, shown by the red bars. This
demonstrates a shift in the classification outcome, reflecting
the system’s sensitivity to behavioral patterns and duration of
presence.

b) Cross-Zone Tracking: After identifying the presence
of mobile devices, their movement can be tracked using
the APs detection across multiple zones (Z; to Z,). Fig.
3 demonstrates the movement trajectories of three devices
as they navigate between zones. Each horizontal segment
represents the duration a mobile device remains on a given
zone, while vertical transitions indicates movement to other
zones. By aligning these detections over time, we can present
not only the sequence of zones visited by each device but
also how long each one stays in a certain zone. This tracking
allows us to analyze a detailed trajectory for each mobile
device throughout the day.

As shown in Fig. 3, the transitions are categorized into
three types, remaining on the same zone, moving between
zones via stair, or using the elevator. To distinguish between
these types, we consider the temporal gap and the detection
sequence. Remaining on the same zone is identified when a
mobile device is continuously detected by the same AP over an
extended period without being observed by APs in other zones.
For example, in Fig. 3 Devicel is continuously captured in
Zo between 9 : 26 and 12 : 10.

When a user takes stairs to move between zones, the mobile
device is detected consecutively by APs in each intermediate
zones, with a short time interval between the last detection
in the previous zone and the first capture in the current one.
Based on empirical observations, taking stairs between two
zones takes ¢ <= 18 depending on the pace. Therefore, if APs
see a mobile device in successive zones and the time difference
between detections is less than the defined threshold, it is

TABLE I: Initial detected transition of mobile devices.

Mobile device Detected by Transition Zones
Device 1 {AP1, APy} Stairs Z1 — Zo
Device 2 {APy, APy} Elevator Z1 — Zy
Device 3 {APl, APQ, AP3} Stairs Z1 — Zo — Z3

classified as a stairs movement. On the other hand, if the
time difference is larger and intermediate zones are skipped,
it indicates the use of the elevator. Fig. 3 shows three sample
trajectories that demonstrate how users may transition between
multiple zones. Devicel shows a mixed transition pattern,
where the user utilizes both stairs and the elevator. In contrast,
Deuvice2’s trajectory indicates exclusive use of the elevator,
and Device3 represents a user who moves only via stairs.

Moreover, Table I presents the initial detected trajectory of
each mobile device after arrival in Z;. These samples highlight
how transition types are inferred based on the sequence and
timing of APs detections. Devicel is first detected by AP;
and then consecutively by AP, indicating a stairs movement
from Z; to Zs, as the time difference between detections falls
within the expected threshold. On the other hand, Device2
is detected only by AP; and APy, avoiding Z, and Zs. The
longer time gap and the absence of detections in intermediate
zones suggest the use of the elevator. Lastly, Device3 is
sequentially detected by APy, AP, and APj3, confirming
a stairs-based movement through zones 7, Z,, and Z3, as
indicated by consecutive detections in all intermediate zones
with short time intervals between them.

c) Trajectory Analysis: We consider trajectory analysis
to understand how detecting the presence of mobile devices
over time enables us to reconstruct user trajectories. By identi-
fying when and where each device was detected, we can infer
how long it stayed in specific zones and track its movement
throughout the environment. Based on this information, we
can distinguish between different user roles. For instance,
identifying a long-stay user and determining the primary zone
of activity, or recognizing a short-visit user based on limited

6138

Authorized licensed use limited to: Universita degli Studi di Genova. Downloaded on June 09,2026 at 12:43:50 UTC from IEEE Xplore. Restrictions apply.



2025 IEEE Global Communications Conference: 10T and Sensor Networks

and brief presence in a certain zone.
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Fig. 5: Full timeline of mobile device presence.

Fig. 4 and Fig. 5 visualize five examples of reconstructed
mobile devices trajectories. Fig. 4 displays how each mobile
device moves across different zones over time, highlighting the
sequence and duration of presence in each zone. This allows
us to follow the user’s path throughout the environment and
observe transitions between areas. Fig. 5 provides a complete
view of each device’s activity timeline, enabling us to distin-
guish between short visits (e.g., Devicel, Device3, Deviceb)
and long stays (e.g., Device2, Device4). These visualizations
support our earlier claim that analyzing presence patterns
makes it possible to infer not only user trajectories but also
their likely roles in a certain environment. For instance, long-
stay users who spend extended time in higher zones (such
as Device2 in Z3 or Dewviced in Z,) may correspond to
regular occupants, while short visits limited to lower zones
may indicate occasional visitors.

IV. CONCLUSION

We introduced a novel framework for tracking mobile
devices and reconstructing user trajectories in multi-zone in-
door environments, under realistic conditions involving MAC
address randomization. By leveraging multiple fingerprints
extracted from PR frames, the proposed approach associates
frames broadcast from the same origin and identifies cross-
zone transitions.

One of the key contributions of this work is the integration
of frame association techniques with movement pattern anal-
ysis, enabling not only the reconstruction of user trajectories
but also the consideration of user roles based on presence
duration and zone activity. This ability to extract behavioral
insights from low-level network data represents a significant
advancement in privacy-preserving indoor tracking.

The findings show that the approach can accurately identify
the mobile devices under randomized conditions and differen-
tiate between user types, enabling a deeper understanding of
crowd dynamics. The proposed framework provides a foun-
dation for future applications in smart buildings, monitoring,
and public safety, where user movement analysis is critical yet
constrained by privacy requirements.
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